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The Idea

Install a Trojan from an office document.

Make it resident.

Jonathan Dechaux, Jean-Paul Fizaine, Kanza Jaafar, Romain Griveaux

Installation of a Trojan



Outlines Bypassing the antivirus Infection Process Conclusion

The General process

The office document is the vector of propagation.

Stealth installation
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Functionnality of the Trojan

Stealing

Erasing
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The user’s poinf of view

No reaction from the antivirus.

The user lost the control of his computer.
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