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Due to a priority and critical mission for
the French Dep.t of Justice, | regret not to
be able to give my keynote speak. | beg
you to excuse me and | would like to thank
Baptiste DAVID for having accepted to
present my talk.

Have a nice COcOn event!



Agenda

® 70 years of Crypto control
® Is Snowden really the first whistleblower?
® The context

® Issues like RSA Dual EC_DRBG, Bullrun, Heartblead, Google vs ANSSI...
® Beyond vulnerabilities

® Issues like TAO project and hardware bugs, sophisticated malware...

® What will be the future?
® How could we resist?
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Introduction



A few weeks before Snowden’s first leaks, | wrote a long
study about the control of technology including
cryptology (presented later at HIP 2013) [1].

In my past experience, | have exploited partly this
control (mathematical backdoors) over cryptology for

cryptanalysis purposes (in the context of Hans Buehler’s
case).

This control is enforced since late 1940’s! So Snowden’s
leaks are not really new !
Vladimir Vetrov (aka Farewell) (1980)

Peter Wright's “Spycatcher” (1985). Former MI5’s deputy director
Cryptome website
Many others...
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America Brings Hell to Ukraine as Part
of its Plan for World Domination

Turkish Mine Explosion, Predicted in
2010 = - s Documents released by Edward Snowden reveal that Sweden's
& Mational Defence Radio Establishment (FRA) has been collecting
large quantities of communications data from Russia, which it has
passed to the American MNational Security Agency (NSA).
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Responsibility for Deadly lgnition
Defect

Ukraine: Oligarch lhor Kolomoisky
Offers $1 Million to Murder Federalist
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The revelations confirm that such collaboration goes back for
decades.

All Articles According to one document published by public broadcaster SVT

December, Stockholm signed a top-secret cooperation agreement in 1954 with the United States,
Britain, Australia, New Zealand and Canada—the so-called Five Eyes—to exchange intelligence
information. This was replaced in 2004 by bilateral agreements with each country, which saw the
MOST POPULAR collaboration intensify. Throughout the Cold War, FRA passed information obtained from the Soviet
Union to its Western allies.

* GEOGRAPHIC REGIONS
“The relationship with Sweden is protected on the top-secret level because of the country's political
‘= THEMES neutrality,” a 2006 NSA document noted.

I-BOOKS SERIES Due to its geographic location, the FRA has access to Russian communications, including those
from “high priority” targets from politics and areas of economic interest, such as the energy sector.
Estimates from Russia Today put the amount of communications data from Russia that passes
THE GLOBAL RESEARCH NEWS HOUR through Sweden at 80 percent. A recent NSA document from April 2013 states, “FRA provided NSA
{with a) unigue collection on high-priority Russian targets, such as leadership, internal politics.”

IS IN-DEPTH REPORTS

Global Research Newsletter: The cooperation between FRA and the NSA was expanded significantly in 2011, with the NSA
gaining access to FRA's network of cables. This included the ability to intercept communications
from the Baltic countries through under-sea cables controlled by Sweden.
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The Context
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Revealed: how US and UK spy agencies

defeat internet privacy and security
* NSA and GCHQ unlock encryption used to protect emails,
banking and medical records
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A.1 Constants for the Dual_ EC_DRBG

The Dual EC DRBG requires the specifications of an elliptic curve and two points on the

elliptic curve. One of the following NIST approved curves with associated points shall be

D u used in applications requiring certification under [FIPS 140]. More details about these
(

curves may be found in [FIPS 186]. If alternative points are desired, they shall be
generated as specified in Appendix A.2.

Each of following curves is given by the equation:
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http://blog.cryptographyengineering.com/2013/09/the-many-flaws-of-dualecdrbg.html
http://blog.cryptographyengineering.com/2013/09/the-many-flaws-of-dualecdrbg.html

Dual_EC_RDBG Timeline



Specific subtle formulation in the NIST standard meant that you could
only get the crucial FIPS 140-2 validation (Cryptographic Module
Validation Program) of your implementation if you used the original
compromised P and Q values

This Includes the FIPS 140-2 statistical test suite (now NIST STS)
which are THE de facto world standard for cryptography statistical
evaluation/validation

Passing successfully the tests does mean your generator is secure
Up to me, FIPS 140-2 tests are “backdoored” (they are purposely non
significant enough by not including a few additional testing techniques)

Issue of statistical test simulability (Filiol, 2006): “if I know your tests, |
can simulate and bypass them”

Cryptography statistical validation should use a secret national
process/set of tests (as it Is the case in France)



) Heartbeat - Normal usage

Server, send me
this 4 letter word
if you are there:

Client / "bird"

W Heartbeat - Malicious usage

Server, send me
this 500 letter bird. Server Server
word if you are master key is

i there: "bird" 31431498531054.
Client User Carol wants

to change
password to
"password 123"...




. NISA gets early access to zero-day data from
Microsoft, others
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In addition fo private communications,

MicrOSOft Bugs information about equipment specifications

arid... Read More

Microsoft Corp. (MSFT), the world's largest software company,

provides intelligence agencies with information about bugs in its

popular software before it publicly releases a fix, according to two people familiar with the process.
That information can be used to protect government computers and to access the computers of
terrorists or military foes.

Frank Shaw, a spokesman for Microsoft, said those releases occur
in cooperation with multiple agencies and are designed to give
government “an early start” on risk assessment and mitigation.

In an e-mailed statement, Shaw said there are “several programs”
through which such information is passed to the government, and
named two which are public, run by Microsoft and for defensive

purposes.

Photographer: Scott Eell=/Bloomberg

Microsoft Corp., the world's largest software
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and SIPRNET) use Microsoft software. Microsoft has similar early-access programs for other
customers, and it often deploys patches to large customers for testing prior to pushing them out on its
monthly “Patch Tuesday” schedule.


http://www.whitehouse.gov/blog/2014/04/28/heartbleed-understanding-when-we-disclose-cyber-vulnerabilities
http://www.whitehouse.gov/blog/2014/04/28/heartbleed-understanding-when-we-disclose-cyber-vulnerabilities
http://www.whitehouse.gov/blog/2014/04/28/heartbleed-understanding-when-we-disclose-cyber-vulnerabilities
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Windows Oddities



The design of systems can enable the use of dynamic
resources that can

transparently,
without any evidence/traces let into the system,
for a limited period of time
be added to the system with preemptive rights

Let us have a short journey into Windows for having
an idea of what could be done

Used in Cryptographic Dynamic Backdoors (my talk at
CanSecWest 2011) among many other possibilities

Everything occurs in memory only using legitimate
Windows mechanisms



* What a shim is?
O A shim is used in a context of backward compatibility
0 Windows operating system evolves from version to version: new
technology added (ASLR, DEP...), bug fixes, modification in
strategy...
O It could lead to compatibility issues for a few software

“*In case of ASLR, if a software imported one function from
Windows API by a fixed address (e.g. LoadLibraryA located at
Ox7¢c801d77 in Kernel32.dll in Windows XP)

“** Some features of software were based on bugs (“it works by
mistake” software)... If these ones are fixed, these applications
will not remain the same

O Shims simulate the behavior of older versions of Windows for
legacy applications that rely on incorrect or deprecated
functionality, or correct the way in which poeorly written applications
call unchanged APIs.



Shim Mechanism




Why using shim?

* You can fix applications without access to the source code, or
without changing them at all

* Most people typically consider shims for applications where
the vendor is out of business nor they don’'t want to spent to
much money in an update

* Use it temporally will provide to users a shimmed and
functional version which can bridge a gap until a compatible
version is available

* To make a transition between two major versions of Windows
(XP to Seven)

Shim is not always a solution:
* The downside Is that most vendors do not support shimmed
applications.-You cannot fix every application using shims.



Shim Mechanism
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What Microsoft tells you about:
* |t does not change security since:

o

o)

Application redirected to the shim prior to calling Windows, the
code that runs inside a shim still sits outside Windows.
Consequently, Windows holds shim code to the same security
restrictions as the application code itself

For example, no shim is available to bypass the Windows 7 UAC
prompt while still running the application with elevated
permissions. (...) The same is true for code that you write yourself
Therefore, when evaluating the security implications of using shims
In your enterprise, you are not opening any additional security
vulnerability.

Shims run as user-mode code inside a user-mode application
process, you cannot use a shim to fix kernel-mode code

e Shim Infrastructure, in essence, Injects additional code into the
application before it calls into Windews API, (...) [it] could be done by
modifying the application code itself in fact



What must be understood ( ):

* Suppose an application ran using (willingly or not) a vulnerability in the
Windows API (buffer overflow, execution from data or stack, ASLR...), if
this one is fixed but the shim still allows the application to work with ...
what must be concluded?

O Exploits on a specific software can be “maintained”...
O |t fixes vulnerabilities in Windows but it could add some in software X

* This detour of API can be redirected to deprecated or undocumented API
with less control checks than the regular one, even if Microsoft says no.

* For encryption software, you can use redirection of specific API for bad
purposes. If Windows encryption is used, it is possible at that point to add
a bias In keys used (or send them to you). In fact, shim is just another
legal hook

 Even if this mechanism is not used for drivers, drivers are still MZ-PE
executables and can/could be targeted by similar mechanisms in the
future.



Perverting Windows Cryptography



Perverting Windows Cryptography

User32 dll
Intermal Crypio
Library
Windows Crypto

API

Display Library
(GUI)




Perverting Windows Cryptography

Usera2.dll

Display Librany
(GUI)




Attack of a software which uses its internal cipher routines
* Since the cipher procedure is stored inside the software, it should
not be possible to intercept every call as we did previously
* Butitis still possible to
1. reverse in order to locate cipher routines in the software
2. Create a DIl which is able to patch first op-codes of these
routines to perform a jump operation inside routines in your
DIl. This DIl will be injected in the targeted software and is
supposed to “detour” the internal function to that inside it
3. Do whatever you want in your DIl and return the flow of
execution to the process in the original routine
* You can use a shim as a legitimate dll store/provider (everything
occurs in memory only)



Perversion on Windows Cryptography

Targeted Process

Other routine

Attacker DIl

Targeted Process Change the first op-codes I

of the routine ——

]
main routine YOUR ciphar |I
r.- I routine
|

JMP
Cipher routine |-




Perverting Windows Cryptography

CryptProtectMemory function

The CryptProtectMemeory function e memory to prevent others from viewing sensitive information in
your process, For example, use the CryptProtectMemory function to encrypt memory that contains a
word. Encrypting the password prevents others from viewing it when the process is paged out to the swap

file. Otherwise, the password is in plainfext and viewable by others.

Syntax

Gad

BOOL WIMAPI CryptProtectMemory(
_Inout_ LPVOID pData,
_In_ DHORD chData,
DWORD dwFlags




Where the password/keys is ???

In fact, it is a source of entropy generated from kernel with some
Information available only in kernel mode (cookies, salt, creation
time...)
Different possibility to use it:

0 CRYPTPROTECTMEMORY_SAME_PROCESS

0 CRYPTPROTECTMEMORY_CROSS PROCESS

0 CRYPTPROTECTMEMORY_SAME_ LOGON
The best protection is the one which deals with one process. In such a
case, information is only valid fort the current process which calls this
API. Any read access from other processes in its memory will see
encrypted data
But, if you succeed at injecting code inside the process, you can read it
normally
From kernel land, it is a piece of cake to read protected data.



Perverting Windows Cryptography

dword_SEBSE8 dd TE

dd 16h

_UHICODE_STRING <28h, 22h, offset a5
_UHICODE _STRIMG <1Bh, 18h, offset _'
_UNICODE _STRING <14h, 16h, offset

dword BZCE3A dd 96

dd 14h

_UMICODE STRING <2Ah, 22h, offset aSekurlsalliv B ; "seburlzaflive.fr”
_UHICODE_STRING <16k, 18h, aoffset aF A nord”
_UHICODE_STRING <14k, 1Bh, affset allaza - wnzq1234ff"



http://blog.gentilkiwi.com/tag/cryptprotectmemory
http://blog.gentilkiwi.com/tag/cryptprotectmemory

In many cases, it can be useful to access to random generator

* In ring 0, at least two routines are available (are there more?):
and

* From the Msdn documentation :
returns values that are uniformly distributed over the

range from zero to the maximum possible LONG value minus 1 if it
IS called repeatedly with the same Seed.

O The function is an version of the

function that is twice as fast and produces “better”
random numbers.
* These routine could be used for :

* Random event trigger : security software want to test something
“sometime”...

* Avery bad random source for cryptography however...



Random APl in Ring O

—WOID SupGenerateRandomNumber (wvoid){

JLonNG i, seed, ret;

] RtlRandom  ** i : d -» : Gdx - seed : 64x", i, ret, seed);

< 18; i+
RtlRandomEx({&seed);
nt (TRACE_LEVEL INFORMATION, FUMCTION, “[RA ] RtlRandomEx ** 1 : d - : 64w - seed : 64x", i, ret, seed);
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Random APl in Ring O
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Random APl in Ring O

static ULONG RtlpRandomConstantVector[128] =
{

@x2232827a,
@x@abdB8f72,

Bx5d3885ce,

oo

static ULONG RtlpRandomExAuxVarY = 8x7775fblE;
ULONG ’
NTAPT -
RtlRandomEx( IN QUT PULONG Seed o
3 2
{

ULONG Rand;
int Pos;

PAGED_CODE_RTL();

Pos = RtlpRandomExfAuxVarY & (sireof(RtlpRandomExConstantVector) / sizeof(RtlpRandomExConstantVector[2]) - 1);
RtlpRandomExAuxVarY = RtlpRandomExConstantVector[Pos];

Rand = (*Seed * LCG_A + LCG_C) % LCG_M;

RtlpRandomExConstantVector[Pos] = Rand;

*5eed = Rand;

return Rand;



RtIRandom routine is a weak linear congruential random number generator...

This type of generator has been (publicly!!) broken many years ago (mid 90s)!
The RtIRandomEx routine is a bit less simplistic (but the two constants are the
same)

From our study in black box, this is more or less the same generator.

O It uses “variables” initialized and updated by the Windows kernel

O The constants are contained in ntoskrnl.exe

O Itis although a weak linear congruential random number generator...

0 Since we know how extern values evolve, it can easily be broken/predicted
Conjecture: RtIRandom might be used to produce randomness for processes
(salt, Process Color Seed...) or even used CryptProtectMemory function.

Code source available by contacted me
Analysis under progress... to be continued



Signing driver is a key-security point of windows

* If you try to sign a driver under Windows 8 you need a SHA256
certificate

* If you try to sign a driver under Windows 7 you need a SHAL1 certificate

From the msdn documentation :

“In some cases, you might want to sign a driver package with two
different signatures. For example, suppose you want your driver to run on
Windows 7 and Windows 8. Windows 8 supports signatures created with
the SHA256 hashing algorithm, but Windows 7 does not. For Windows 7,
you need a signature created with the SHA1 hashing algorithm”.

Question: Why Windows 7 (the most prevalent flavour of windows for the
next 10 years) which uses same security mechanism from the kernel)
needs to use deprecated technology to sign its drivers ?...

Hypothesis: SHA-1 is fully under control while SHA-256 is not...yet!



Conclusion for this Part
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The Issue

The answer against NSA mass surveillance and
eavesdropping is encryption.

TrueCrypt was until recently the most famous
and easy-to-use free solution
Certified by the French Prime Minister offices (CSPN)
About to be certified by the Open Crypto Audit Project

In May 2014, TrueCrypt has suddenly
disappeared very likely under the pressure of the
NSA (no official communication by any of the
parties until now)



The GostCrypt Project

Launched in December 2013, to provide a
free, non UKUSA-based alternative to

TrueCrypt as a fork of TrueCrypt.
Use GOST family of cipher and hash

functions
Contrary to the AES, GOST ciphers have not
Invaded the world and have always designed
by the Russian Federation for its own needs.



GostCrypt Security

The Sboxes are changed very frequently
making any cryptanalysis impossible:
The user's secret key modifles the base
Sboxes (first level of variation)
Every 512-byte ID modifies the Sboxes
additionally (second level of variation)
The algorithm Is then changing every 512
bytes (polymorphic algorithm).
The OS level security has been
strenghtened.

Website:



https://www.gostcrypt.org/
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Conclusion



Techniques presented here are classical approaches and are known
for a very long time

Snowden did not reveal anything really new (at least regarding technical
aspects)

The issue is: “what about now and tomorrow?”

The strength of the USA is their monopoly over technology (Intel,
Microsoft...), services (Facebook, Google, FedEX...) business (in IT,
the US market is nearly 45 % of the world market). The real power
comes from the commercial power and the political will

The weight of standards (ISO, ANSI, IEEE) is prevalent. Non US
countries must operate at the standardization level or even must
create non US-driven standardization organizations AND give birth
to a world economic competitor (Europe + Russian Federation)

A political issue more than a technical issue



Cryptography must no longer be the unique solution
When you encrypt you send noise! Then you are visible!
The solution is to generalize the use of steganography
especially for network communications.
Unsuspected contents cannot be targeted!

Web browsers become more and more critical software
(CAs management)
Most countries should develop their own trusted browser

Hardware must also be taken into account

Other actors than USA and their allies must also be
considered (e.g. China)
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Thanks for your attention!

Questions & Answers -
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