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BIO

 Head of Cybersecurity, Data and Algorithms, DevOps/IT at Thales. Senior
GRC expert (cloud security) until August 2026.

 Senior expert in information and data security, cybersecurity, and
intelligence. Mathematical engineering.

 Over 35 years of experience (military, university/R&D, industry)

 Professor at over 15 universities/engineering schools (including HSE Moscow)

 Engineer, Doctor of Mathematics, accredited to supervise research in
computer science (HDR), NATO certifications in intelligence.

 Legal expert (terrorism, organized crime, financial fraud, Paris court) and
military cryptanalyst for many years.

 Editor-in-chief of the Journal of Computer Virology and Hacking
Techniques.

 Scientific advisor to Hope4Sec.
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The views, opinions, and materials

presented in this lecture are personal and

are the result of my own research.

They belong exclusively to the speaker
and in no way represent those of any

individuals, institutions, companies, or

organizations with which the speaker may

or may not be associated professionally or
personally (including past, present, and

future employers).
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AGENDA

 Focus on information technology (including data technologies: ML, 

Big Data, AI)

 Current risks and challenges

 Technological responses

 Conclusion and discussion with the audience
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Risks & Challenges
THE MAJOR CHALLENGES AHEAD
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Selected Reference: CSR

 ISO 26000 

 Energy and environmental issues

 Security issues

 Sovereignty issues

 Societal issues

 Fundamental and human values. 
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Illustrations

 The energy and environmental impact of the data industry

(processing, storage, transfer, use) is becoming increasingly

significant.

 Security issues

 Major risks: massive data leaks, business disruption, AI-augmented

attacks

 https://bonjourlafuite.eu.org

 https://informationisbeautiful.net/visualizations/worlds-biggest-data-

breaches-hacks
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Illustrations (contd)

 Sovereignty issues

 Software has a nationality and is therefore subject to laws that are often 

extraterritorial.

 Societal issues

 Increasingly widespread global surveillance.

 Loss of freedom.

 Economic and state espionage.

 https://www.digital-prison.com/global-surveillance-map
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Technological Responses
DISRUPTIVE INNOVATIONS & NEW MARKETS
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Challenges

 The markets for trusted technologies, sovereignty, and the protection of 

fundamental values have enormous potential.

 The solution must come, and will come, from civil society (businesses 
and citizens).

 https://european-alternatives.eu

 Everything still remains to be invented.

 The following are just a few ideas among many other possibilities. 
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Technological Advances in AI

 RISC-V revolution to be launched

(finally!)

 Development of SLMs/RAGs

 Improvement in data quality

(combining efficiency and

minimization/frugality)
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Optimal Data Protection 

 Homomorphic encryption

 Processing data in encrypted form (AI, database queries, etc.)

 Current techniques (FHE) are incompatible with operational,

environmental, and energy challenges.

 New trends: HbHAI (Hash-based Homomorphic AI)

 https://hope4sec.eu/pages/homorphic-artificial-intelligence.html

 Reduction in data size and computation time by a factor of between 3 and 10

 Use of native existing tools without rewriting

 Advantages: cancel leak impact, cloud provider no longer can access

users’ data
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Security and Protection of Freedom

 Low entropy encryption

 Encrypted data is immediately detected

 Transmit highly secure data without detection

 Illustration: sensitive data encrypted as a log file (key size 256 bits)

 TRANSEC technologies (multi-level, CCC)

 Conceal the very existence of a transmission

 E.g.: https://hope4sec.eu/pages/multi-level-data-protection.html 

 High-volume hidden communications on social networks

 Variable algorithm cryptology (as many algorithms as users)
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Conclusion
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Huge Challenges Ahead

 We have become more dependent on digital transformation than on 

any other technological revolution in history.

 The risks have never been as great as they are now.

 Innovation is no longer just a question of wealth creation, but also of 

societal resilience.

 HR - Human beings are the new rare earths.

 The challenge of training, skilling, reskilling and upskilling. 

 An extremely worrying decline in scientific teaching, particularly in 

mathematics.

 A demographic and economic time bomb.

 BUT enormous potential and markets to be created.
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Questions & Answers

24


