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Loy The first rule of unrestricted warfare. is that there are no rules, with nothing forbidden’ . ..

(Colonels'Qiao & Wang, 1999) - “
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: My Background

Scientific background (Ing. - Ph D - HDR) in.mathematics and computer science.

22 years in the Army (French Marines Corps/Infantry)

+Regimental period on the field = leadership-training (platoon, company) and Method of toetical T

reasoning (MTR)

< Technical operational positions in_and around.the intelligence domain__= intelligence techmques
(offensive) (cyber)security

NATO certifications :
o Information Operations-Course.(Info@ps; 2008)-&Information-Warning and-Intelligence Systems-(2004) -4

Head of aresearch lab at ESIEA ( )

< Research in (cyber) security with the attacker and/or hacker's perspective

International consultant (operational security field)

R\&D and analysis of many real cases/targets
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__"Introduction
(. What Are We Speaking About?

“:What is the Context?.
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Introductlon What Are We Speaking About

e Global hysteria about “cyber”

If you are not “cyber” you do not éxist! World of the cyber-everything
What about target that are not connected to anything

In-fact this‘is a‘limited and biased view
A'lot of attacks are not/cannot be taken into account
For the-Nation'States;-effers an easy-butiillusory'management of problems in-a difficult budgetary context-
Justifies'sliding towards citizens' mass surveillance (democracy or ”democratorship”?)"

IMlustrative present day issue: total failure in Islamic terrorism management, recent aétio'n‘sT s
against Nuclear. Plants in France. (2017)

History: terrorist attacks.in the 80s/90s vs present:day.terror attacks

e The danger would be to badly prepared and protected against other forms of
' attacks ;

* ‘Companies-and economic entitiessmust also-be seen as critical infrastructures —:
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—The (cyber)World is Not Enough

e Cyber.is just ONLY-one more dlmen5|on but not necessarlly
the-most prevalent one '

« Main-interest of cyber:-intelligence step optlmlzatlon and

speed up, partially remove time and space.

+ Gathering a lot of information becomes easy (but greater noise and Iower : ﬁ
quality): open data, social networks (e.g collabarative espionage)...

» Huge capability of analysis, processing and intelligence!source

v

« For the attacker, the cybér tools/step may be the most
unsure aspect (e.g. exploiting a 0-day against a server).
+No.serious-operational would base an operation mainly on the cyber part...
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~“The (cyber)WorId is Not Enough (cont“;)

e The optimal view.of the Russian and Chinese doctrines

Information and. operational field is. far-greater than the'purecyber field

Select a target; choose an effect.to.achieve on.it, take the-most convenient tools/techmques
to succeed

Present day paradlgm of attacks: the |mpersonat|on of the leader to embezzle companys
money. | 7 e

3

Adopt a largerview-in time and space

Fundamental error: to confuse goal and means/tools.
True target: humans and assets.not computers..

Fact:
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Aim of Reséarch

»_Evaluate the actual security of any systems.and especially large crltlcal
infrastructures.

- _For attackers, there.is no such.thing as Ethics or state of soul: as far as attacks S
are concerned there are.those that succeed and:those that fail

* Combine the perspective/greed of the attackers and the power of O
InfoOps

« Black InfoOps: InfoOps + warfare art and techniques + hacking tools _+7_':>
mtelllgence tools

»- Formalization approach ‘to enable automated pre- processmg atd— ==
generalized attack paths identication:. e
« See'my research papers in the bibliography section
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"~ Black InfoOps

TS :'His'tory
~:Definition.and Concepts

[ __Examples
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~NATO InfoOps

Information Operations - 10 are described.as:the-integrated employment of
electronic warfare (EW), computer network operations (CNO), psychological
operations_(PSYOP), military.deception (MILDEC), and operations security .. ..
(OPSEC), in concert with specified supporting and. related capabilities, to.
influence, disrupt, corrupt _or usurp. adversarial human and automared

decision:making while protecting aur own.

» Category of directand indirect support operations for the United States Military. Puinshe_:di bv e
' NATO as AJP;3.10 ALLIED JOINT DOCTRINE FOR INFORMATION OPERATIONS" (2009),
te US Army version as JP 3.13 (Joint Staff) as Information Operations" (2012, modified 2014).
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-InfoOps Examples
. Lebanon.conflict (2006)
e Case study (US)‘:

e Case study (Russia):

o Still ohgoing operations (US. & Russia): Syrian -confl'ict,'.'.-.h.u:..:.-
Ukrainia crisis, Skripal case, lranian crisis... S e
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~InfoO'ps - Pr'os & Cons

Global view
Joint coordination of different means/domains and actors
Useofthe'intelligence domain.

Still too restricted. Does not take ithe full domain  possible ‘(e:g. phy"‘si;al |
domain): Soft targets only SESS

timited effects (target: informationand mind)

Limited efficiency wrt accountability concerns (the operation must be neltﬁer
traced nor attributed). Ideally the operation-itself mustbe invisible

Requires to be superior (politically, technologically...) to the target, opponents
or-even-allies

Must be compliant with international-and local regulations
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~Black InfoOps

» Term-coined-to describe the -set of total war and attack
techniques '

» Combines

+ Classical InfoOps:approach

« "Russian and more recently Chinese doctrines

« Terrorists’ approach

» Hackers' approach (only the result matters not the method)

« Intelligence and military warfare techniques b A
Exploit all aspects (cultural, sociological, psychological, emotlonal :)=0f thetr .
target environment
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~Founding Doctrine

e Colonels- Qiao~& -Wang “Unrestricted Warf'qré(‘-v :
(1999) | * 2z

«The first rule of unrestricted warfare-is-that-there are no rules Wlth-.
nothing forbidden

-JToday there-is-nothing‘inthe world that cannot be con5|dered as B

potential weapon.
¢ Concept of “building the weapon to fit the fight (or the target)
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o

paRE golitical crisis. (...)

g ¢..) iR attacklng side secretly musters large amounts of capltal

without the enemy nation being aware of this at all and
launches'a sneak attack against its |financial markets, then
after causing a [fmancral crisis)| buries a computer virus|and
hacker detachment in the opponent’s computer system in
advance, while at the sameé time carrying out a network
attack against the enemy so that the civilian electricity \\
network, traffic dispatching network, financial transaction
network, telephone communications network, and mass
media network are completely paralyzed, this will cause the
enemy nation to fall into social panic, street riots, and a
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BIackInfoOps - Pros & Cons

Global view—and “full “effect: “physical = sphere, "'mind, ~economic ésseté,
information..: '

Hard (physical-infrastructure; economic activities..:) and-soft targets \ ke

Can-be performed-by actors-that ‘are {politically, technologically:. } mferlor 0
the target or opponents (weak te strongratio) : ~

No legal limitations (from the attackers' perspective)
No operationallimitations

Partial -accountability issue, if attackers do care about their securlty -and-
identity: terrorists-do-not, hackers-or rogue states may. :

The attacker-may-put-himself-at risk-(especially when acting on-the- physical
sphere)
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~Black InfoOps - [dentified Cases

e Estonia (2007)
e Crimea-(Nov. 2015)

o

e A few other recent cases: USA 2012, China 2017, 'Frani’cﬂe' 2
--2017-..(alas non-public-and/er-under-current mvestlgatlon)

. Generally, the few known cases do not exploit all the power—----'--
of Black'InfoOps due to lack of methodology, of care and or’t
_tactical refinement.
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' _'.‘é_f}‘“i"?‘:GeheraI Methodology

(. Operational Steps
*3Key Features | .. "
i Target Graph & Connectivity
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Aims

_Choose a target (critical infrastructure) and an effect to create on.it. .. .

The attack must be perceived as sudden and immediate (prevent aII
warning signals)

Minimize the attackers efforts. The actors and means used durlng the “

attack itself must be reduced as much as possible

Maximize the time-for.the target-to-understand what happened' and-to-- -

recover. Optimally, it may be necessary to-ensure that the attack s
attributed to a third-party

Protect as much as possible the attackers (identification, exfiltration) |
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: ~Steps' — Intelligence

» |dentification -of -all'- exploitable  weaknesses -
(informational, ‘physical, IT, human,
organisational, environment..:) ‘

« Maximal use of data collection (OSINT, HUMINT, SIGINT, ELINT )
« Exploit the huge potential of Open Data

« Perform an extensive data analysis (intelligence step). Most of the &
. sensitive data are derived from innocent-looking, non sensitive data.. . __|

« Use the power-of data science
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Steps - Plannlng & Manoeuvre

 Build the planning-of the attack with the different requlred
{eyber, physical, human:..} components.

« You must think injterms of:military operations for the combination of means S

(action; support, supply, cover...).
+ "Organize the generation of forces (actors, means)

e Conduct of the-manoeuvre

«Perform constant intelligence operations during the;manoeuvre to observe 2!

-—and anticipate the target's reactions and behaviour )

« Itis necessary to have permanent variation capacities. You must adapt to fhe
target permanently always at least one step ahead : -

Black Info Ops Approach to Evaluate Critical Infrastructure Security
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Key Feature | - Domino Attack Pr|nC|pIe

The attack must be thought like:-an:
initial impulse ~creating a domlno
effect.

This i initial - impulse ~must -be—~
naturally amplified by the “self~"
amplifying ability of the target and

its environment

Minimizes the attacker's efforts and
reduce its own exposure risk

“ExamplesT T

o Perform-zone control or social disruption-using the crowd (Watts-Riots; 1965; France-2005- 2010; racial riots USA).
See.my Brucon 2009 talk - Strikes that block vital economic entities or resources
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—Key Features Il

» The. larger the target or its environment the greater the
domino effect’ and - the “self-amplifying propertles are

possible and important.
« Increase the size of the attack graph and play on its connectivity (see furthe\r) ..

g o

* The further away from the target, the less imputable the 7

' 4
]

_attack, but the stronger the domino effect must be \

—.

» As a:icorollary, third-party targets may be involved due to
their -functional critical link-with-the primary target (see
Case Study 1)

. As a target, | have to determine whether | am a critical third- party component 2
for others (must be included in my BCP)
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Key Features |l

e Understand the environment specificities and features:

« The sociological and cultural characteristics must be understood precisely. . = |
« What is possible in a.country may be not in.another country.

e Examples

» Instrumentation_ of trade/labor union staff: favorable to the attacker in 5
countries like France, Spain, Italy... but not in countries such as Germany or the i
USA

- Finding explosive and arms: easy in the USA, Russia, Central _Europe but_
difficult to very difficult in Western or Northern Europe.

« Misc.: age and state of mfrastructures ava|Iab|I|ty of quahﬁed staff, budgetary
difficulties, climatic events..
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Key Features IV

e As much as-possible, create and exploit-an asymmet‘:ry“i"h'
favour of the attacker that will-disrupt the-possibilities-of -~

reactionor protection of the target or lawenforcement — |
. Ex. 1: when facing a strike or riot, the state or target is limited in its p055|bllrty ¢
of reaction (societal or ideological asymmetry)

« Ex.'2: in a democratic state, the management of journalists or act|V|sts |s  "
delicate (strong media impact, political asymmetry) S

« EX. 3: the cost or conditions of recovery are tremendously hlndermg the (o=
defence side (economlc asymmetry) e
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104 88 87 9939
58 57 51 61 51 19

> _ : | 147 128 127 141 132 57
s Ta,rgetGraph : \ 144 127 124 141 127 53

" "'Targ'e't C, and its environment (external components ' o7 46 47 52 323
C, toC;) as a dependency graph. N 136 133 122 143 119 46

161 152 142 165 141 36

- Bach-C ean-itself be decomposed-into a similar graph:
~Theése.components—are--physical,- -human- parts,
_Services...

e LS s S : : - Initia 93%dependencies of depth 5
Dependence matrix A ‘ /. between:.C, and Cs

: -
Black Info Ops Approach to Evaluate Critical Infrastructure Security E ECOLE D'INGENIEURS
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“Target Graph (2)

* In both cases, there exist a dependency chain between the
target C, and component C.

..Component C. is not protected-enough against attacks. |, TS S
«--By-attacking,Cs;-the attacker tries to-obtain a*“domino effect” by exploiting:these—-4

existing (unforeseen).dependencies

“+'In_ real cases_(dense dependencies), the number of |

possibilities is such

+ that there exist a large number of “variants” for the attacker (planning and—=""""
conduct of manoeuvre phases) ” ol o s

+ The mapping is far too complex for the defender to analyse and to prowde a
strong-and-aware-enough-defence of target C;. :
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“Target Graph Connectivity

e The attacker must design its attack by considering an !
attack graph that is always.beyond the target awareness ... .

and ability to- manage complexity. S e i

+ “Builda: larger graph by considering additional components (see Case study H) okt
each being an-additional-graph S

+ The intelligencestep-aims at finding secutity flaws and dependenaes ‘that S B
enable to connect them-to-the initial target-graph e,

e Use the Perron-Frobenius theorem-to-check the validity' Of
the attack graph (from the attacker's perspective it must
be strongly connected)

Black Info Ops Approach to Evaluate Critical Infrastructure Security
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'Target Graph Combinatorial Structures .

* Depending on_the target and effect to obtain,
you:-have to -consider suitable combinatqrial----‘*
structures e

..Optimal -paths —=>'-attack ‘paths. Find-the optimal sequences “of- :
components‘to use for the-attack. The optimality criterion strongly -,
depends on-the attack-key features:-Alternative-paths' must-be alwaySH A=
be considered for attack variants. A o

+ Optimal structures such as vertex cover, independent sets... That SRR
enable to identify the components to strike, to affect the Whole T
target instantaneously or by percolation effect

« Many other graph structures and properties can be used.
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Case Studies

e | et us now analyze two-case studies; -have worked on.

«-US-Electric Grid (initial physical target) = economic and social d|srupt|on (fmal
effect-after amplification) S

.- Critical-economic entities: (initial-target) = Military operation-(final functlonal -

target)
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| W "“i"g‘*Ca se Study |

(. Security Analysis of the US Electric Grid
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Rationale and Aims
e | arge:scale study.in 2013 —-2014

* Context: _
«-The-huge-prevalence of theindustrial*private sector over-the public-sector -

«Old; poorly maintained infrastructdre, without sufficient investments

- ~Geographical—=reality: "vast “country, widespread infrastructure; not:-enotigh-
redundancy;-few-humanresources-for the protection of sensitive-pqints

e Electricity supply is of-vital importance-in-todays society
+ When disrupted; everything associated with the cyber space becormes tseless—==
+ It'is not possible to put an entire country on backup power generators). =7 T
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It's way too easy to cause a massive blackout e A s
inthe US Assault on California Power Station Raises Alarm on Potential for

Updated by Brad Plumer on April 14, 2014, 11:00 a.m. ET W @brad er brad T.C Tel‘l'OI'ISITl

April Sniper Attack Knocked Out Substation, Raises Concern for Country's Power Grid
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A look at the Apnl 16 attack on PG&E's Metcalf Transmission Substation
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If you wanted to knock out America’s electric infrastructure and leave everyone in t
dark for a few weeks, it might not be that difficult.
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- Mid-term consequences of suchan attack even meore-

— Tactical Fheme

 Target-and take down-the electrical-power grid of most of
the-western part of the United States (including California
which ranks as worlds 8th largest economy in 2015) |

* Desired effect: to create a blackout of at least two days ™ 777~

+ Domino effect: general eIectrIC|ty outage (knock-on effect) = massive soaal

disruption (riots, lootings, massive social disorder...) = major economic |mpact NG

(drastic impact on the Nasdaq index, drops in USA and global stocks markets
social instability of country...)

severe
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Intelllgence Step

e ‘Full and.detailed mapping the U.S. electrical grid (including generatlng
stations,.  transmission.--lines, . distribution-‘lines, .~ sub-stations).
Identification .of..the.. sections--of -the -grid -which..correspond. to- -+
redundant .sources-or ‘logistic support between-the three main. U.S~-
electrical-areas (western,-eastern parts and Texas area).

g o

Geographical problems and constraints.

v

3 Gathering technical data on_critical infrastructures such 'as nuclear b
plants, especially their. external electrical grid.or their emergency back-_. __|
up generators (vital facilities-not only to ensure the-proper functioning -

-of the -nuclear-plant but also in-case of emergency situations [coollng

.—system}).

Black Info Ops Approach to Evaluate Critical Infrastructure Security




mf@secunty

“Intelligence Step I

»_Collecting and analyzing various types.of other-openly available data: ’ .. .

- Road system (identification' of the roads which are close to the
power infrastructure, and . details | about . special road/traffic |
regulations around the sites (for example, the vehicle weight and |
dimension regulations). A
Sitemap and..data. on the. security. system: .of .- the- mfrastructure”._
(monitoring system)

Data, on-Response“units (rescue-teams;-fire-fighters, police, army;-—---»-'-‘--
national guard..:)-and also various-data-such-as the number-of peeple
working on the spot; the kind-of facilities or past incidentsrecorded-
from the press-for-instance. e
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Intelligence Step 11 (cont.)

e Collecting-and-analyzing various-types-of other openly

available data:

< "Data on weather ¢onditions:and its impact on passible rescue operations....The = = ;
time when the attack is launched; is'as important as the'manoeuver itself: As
an-ilustrative-example,-attacks thattake place in winter or during'a heat wave-<=—-
when.the electricity consumption-is-high- willmaximize the final effects. :

« - Any helpful detail to plan the attack-and increase its success probability.
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: ~Inte||igence Step 11|

 All data-have been-processed to

«ldentify —a~few- tens of rrelevant facilities(electrical pylons+and towers
substations, production-plant..)

Select -the-facilities that: could be of -interest to-attackers: spotted areas-of-
difficult access for trucks or helicopters, facilities for.which |nC|dent detectlan
and repairs are difficult...

Draw up_a graph whlch has a sparse and .very simple structure due ta. the 5 i
nature of the electrical grid. ‘

Apply the “Vertex Cover Algorithm” to identify minimal sets of graph nodes to “
be destroyed in order to get a global impact on the whole graph

* Association rules extraction:

Black Info Ops Approach to Evaluate Critical Infrastructure Security
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Results and Attack

» We have -identified several small-sets-(vertex'-cover: of
about ten nodes) to destroy in order to affect the entire

infrastructure

« The attack step can be carried out by a relatively small group of persons W|th a
light armament. ]

« [tis even possible to target several sets in parallel while deploying

« several operational teams on the ground. This enables to maximize the ”
probability of success (operational redundancy) while minimizing operatlonal 3
risks ofiattack failure (e

Black Info Ops Approach to Evaluate Critical Infrastructure Security
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~ ~'Case Study Ii

(| How to Make a Military Operation Fail

Black Info Ops Approach to Evaluate Critical Infrastructure Security




Rationale and Aims

*-Studyand -simulation condycted in, 2008 for the French:Navy
(published under "an “anonymized” version in the National |
Deferice Journal 2009) 2B R

« Show that the bunker approach (e.g. Military port with high security zone) is not valid,
« "Analyze the enlarged version of the target's BCP. D e

g o

o

* Tactical theme:-delay the departure of-an essential battleship'for - A
an—allied ‘military operation by at least five days. In-case~of "~

—.

success, the military operation must/be cancelled

s Typical case of targets with absolutely nocyber approach angle -

s

(Source: Fu Lin Ph D Thesis 2012) S | eq
Black Info Ops Approach to Evaluate Critical Infrastructure Security ECOLE D'INGENIEURS
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Intelllgence Step

e After this step, the-following main targets were selected

SUD Huiles, an:oil supplier-which obtained the public contract forithe Navy

HeliMeca, ~a~supplier:-of specific mechanical i pieces for-the ship and-its -
armament A b

The-Navy; due te.budgetary difficulties always orders oil-and mechanlcal pleces

at'the very last moment (at-the eleventh-hour)

SUD-Huiles-and-HeliMeca have -management issues resulting in-strong soual
tension with very virulent-unions

The delivery of.oil can only be made from-heavy tonnage trucks and only QR a

direct route (between:sea and mountain) is possible, passing through sensitive ...

distri_cts.

Black Info Ops Approach to Evaluate Critical Infrastructure Security
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—Course of Events — Event 1

Two main-events (many-side events, see-the 2009 paper) AII
bricks-of attack-drawn from real cases.

« Event 1 (as seen by a neutral observer).- A hard strike is triggered in com'ba“hy e
SUD: Huiles: Confidential company documents were “sent to a3 major daily~"
newspaper,-which-evoke-a plan of massive redundancies, motivated by-heavy-=—#*
losses.-of the company;-due;-according to these documents, to embezzlement. ‘.-

of funds operated by the plant manager.

A_search by.the. financial brigade.a--bit-later on‘in-the computers of the. + 3
company confirms the veracity of these documents. The plant's activity stops. ...

* Explanation (what the attacker really did)

e Resulting effect: functional failure, the oil is not delivered,

the battleship-cannot leave

Black Info Ops Approach to Evaluate Critical Infrastructure Security
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Course of events — Event 2

 _Event 2 (as seen.by. a neutral observer).- The day after, clashes between
gangs degenerated .in sensitive district. They‘are relatively.common ih
these -neighborhoods. Cars blaze, many. wounded with knives-andi.an . .
explosive-situation monopolizes the attention of-the police. The origin--«
of-these confrontations seems-to come-from threats and insults- with— -
community-—and-racial “characters-—-posted—in -particular on the srce
youtube and dailymotion:

U Ten5|on is ‘gradually rising but-the government-in-place, in an eIectoraI

situation, wants to-manage the crisis smoothly

Explanation (What the attacker reatly did)

Resulting effect:-media-diversion,; pressure-en-the -pelitical-world,-variation-(second option}=by_zone
control

¢ Events 1 and 2 seem (and must) appear as uncorrelated
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___~Conclusion
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~Lesson Learned

e |t is.unlikely.that pure cyberattacks W|II represent the sole
dimension in-future attacks , =

« Pure cyberattacks are not sufficient to carry out large-scale attacks successful[y e
to causesignificant-damage Sk

+ "So far, very few-successful large-scale cyberattacks on critical mfrastructures
have been-recorded.

« However, the tyber-dimension :proves ta be both |mmensely effective® and
threatening-for-the inteltigence and-planning steps. =

o Many other existing large -areas-of-vulnerabilities acrdSs'--—r-;»--
the world (critical infrastructure, targe companies..). Many
interesting and powerful scenarios derived.
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~Lesson Learned (2)

» We conclude-that-economic and political decision- makers
do-not think globally enough , =

- No--global--mapping -of “functional dependenues W|th
respect to external components

. Less and less resilience

» Nation States, population, companies are no longer prepared to face extreme “

. canditions A

« This takes part in the self-amplifying properties of the target which the
attackers may rer on
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TakeAways W
e As a-:-company. -leader--(CEO), to—evaluate your aqtuql.

security
« If1T and IT security is an important dimension, it is' not THE ONLY 'dime‘h"si“c‘)‘n R
( ) R
Understand FIRST what your business REALLY is, what are its crltlcallty pomts
including your-externaltdependencies

You-need more aglobal, functional extended BCP than-a simple IT security plan =

Think in“terms of Intelligence and fot 6nly in terms of pure technical aspetts.™
The true target are human-beings (employees, contractors.:.) than computers SR

+ Evaluate your reSIIlence under this enlarges view i

+ CEO>CSO > CISO > IT Manager

 Criticality is a matter-of context: your context is not'the
same a the attacker's one. Think like he does! :
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; T 7 CritiCality is.a matter of context: your context is not the

same-a the attacker's one. Think always like he does!
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= -~ ~ Many Thanks for Your Attention.

Questions & Answers
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