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Presentation Outline

1. òKuznyechikó et al.

2. Securing the Implementation

3. CPA and DPA ðAttacks and Resistance

4. Results and Conclusions

5. Where to next ?
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Initial context and stakes

ÅStudy the symmetric GOST R 34.12-2015 aka òGrasshopperó Block cipher 
algorithm.

ÅProvide different implementations for FPGA and Microcontrollers

ÅCheck the resistance of the algorithm and its implementations to CPA and 
DPA attacks.
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«Kuznyechik » et al.
About Grasshoppers and Waffles
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òKuznyechikó (GOST  R 34.12-2015)* 2
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(*): for all those in hibernation for the last 5 years

Å Russian Standard , adopted 01/2016 

Å Symmetric Block Cipher algorithm

Å 128 bits Block size

Å 256 bits Key length

Å 10 sub-keys of 128 bits

Å Substitution -Permutation Network

Å Feistel Network for Key Schedule

Å 10 Rounds / 3 functions per round

XOR with Sub

Key i

Non-linear

permutation

(S-Box)

Linear

Transformation

Plaintext

9 identical

rounds

XOR with last 

Sub Key
Ciphertext



òKuznyechikó (GOST  R 34.12-2015)*
ÅLinear permutation L :

where:

and 
where :
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(*): for all those in hibernation for the last 5 years



The AES Cipher as brief reminder 2
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(*): Belgian Waffle ðour avatar for the AES Cipher 

Å NIST Standard , adopted 2001 

Å Symmetric Block Cipher algorithm

Å 128 bits Block size

Å 128, 192 or 256 bits Key length

Å 14 sub-keys of 128 bits

Å Substitution -Permutation Network

Å 14 Rounds / 4 functions per round 

(for 256 bit key length) 

*



Kuznyechik on FPGA

ÅSeveral variants where conceptualized and implemented

ÅHere the results of the first implementations :
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Encryption DELAY depending on the 

compactness of the model Encryption SPEED depending on the compactness 

of the model
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Securing the 
Implementation
ȮɑɒɗɔɎɧɑ ȳɑɗɬəɧɑ ȶɟɓəɑɣɔɖɔ
«Itõs not easy being green»
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Threat Matrix
ÅWhat do we face ?

Ą Power Consumption Analysis - Attack
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Physical Attacks

Invasive Non - Invasive

Active Passive

HUMINT

Side-Channel 

Analysis[é] !!!

Fault Injection

- Voltage Glitch

- Temperature

- hȌ(Laser,é)

Microprobing

SIGINT / MEASINT



Securing the Implementation
How can we protect ourselves against these attacks ?
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Enacting 

HARDWARE and SOFTWARE 

Countermeasures

Å Random Delay Insertion

Å Noise Generator

Å Shuffling

Å Masking

Å Dual -Rail with Precharge Logic

Chosen Solution !



Securing the Implementation
How does the masked òKuznyechikó-Implementation work ?

Random Mask Generation

XOR between the Plaintext and the mask before encryption
(or decryption )

Unmasking at the end of the encryption (or decryption )
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Securing the Implementation

ÅMasking AES -256 works the same way

2
0
.0

3
.2

0
1
9

K
U

Z
N

Y
E

C
H

IK
 

-
O

p
ti
m

iz
e

d
 I
m

p
le

m
e

n
ta

ti
o

n
s
 &

 D
P

A
 A

n
a
ly

s
is

 R
e

s
is

ta
n

c
e

14



Securing the Implementation

ÅComparison between implementations:
(Reference Platform XILINX Artix7 ( Speedgrade -1) )
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Implementation:
òKuznyechikó 

Standard

òKuznyechikó

Masked

AES-256

Standard

LUTs: 8810 10106 4846

Latches: 2167 2697 4540

Maximum 

Frequency:
28.5 MHz 28.5 MHz 28.5 MHz

Delay: 1526.2 ns 1596.2 ns 1920.0 ns

Encryption rate 83.9 Mbps 80.8 Mbps 66.7 Mbps



Preview of the CPA Theory
ÅLeakage Model
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Secret Key K

M Key

possibilities

N Plaintexts N Ciphertexts

NõPlaintexts NõCiphertexts

Attacked Component

Leakage Model

N Leaks

Theoretical 

Leaks

Mathematical

Distinguisher
Most likely key



CPA and DPA 
Attacks and Resistance
éafter that, the NSA, the CIA,é
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DPA Setup in FPGA
ÅXILINX Artix 7 XC7A35T & XC7A100T
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UART Receiver

UART Transmitter

128 - bit input 

buffer

128 - bit output 

buffer

Sub- key 

Scheduler

Encryption Block

GOST R 34.12-2015

òKUZNYECHIKó

RX

TX

RX_data_out

RX_done_tick

Data_ready

Sub_keys

TX_data_in

TX_start

TX_done

Ciphertext

Start_transmit

Transmit_done



Power Measurement 2
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[é]

add fp , sp , #0

sub sp , sp , #20

str r0, [ fp , #- 16]

mov r3, #0

str r3, [ fp , #- 8]

b .L2

.L3:

ldr r3, [ fp , #- 8]

add r3, r3, #1

str r3, [ fp , #- 8]

ldr r3, [ fp , #- 16]

mov r3, r3, asr #1

str r3, [ fp , #- 16]

.L2:

ldr r3, [ fp , #- 16]

cmp r3, #0

bgt .L3

ldr r3, [ fp , #- 8]

mov r0, r3

add sp , fp , #0

ldmfd sp !, { fp }

bx lr

[é]

ÅDirect measurement at the source

ÅUsually through a shunt resistor in the Power supply line

¶The voltage at measured at the resistor is linear proportional 
to the current through the circuit

19



EM -Field Measurement
ÅIndirect measurement

ÅCurrent through conductor = magnetic field

ÅMeasured through an H-Probe
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Hardware Setup
ÅData Acquisition Equipment (France)

¶Power measurement through shunt on Microcontroller

¶Power measurement through H-Probe on Artix Devboard
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ChipWhisperer CW1200

H-Probe + LNA

Data Acquisition Device

CW1200

Target FPGA Board



Hardware Setup
ÅData Acquisition Equipment ðRussia

ÅTwo Labs with ChipWhisperer CW1173 and special FPGA Target Board

¶Power measurement through shunt on Microcontroller

¶Power measurement through shunt on low noise FPGA Board XC7A100T
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Standard CPA with AES (trivial)
Complete AES Signature (1 trace):

Detail:
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Standard CPA with AES (trivial)
ÅAn algorithm can be mathematically strong but very weak in hardware 

implementations without countermeasures
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Key 

found 

with only 

50 traces



òKuznyechikó Traces on Microcontroller

ÅFull trace
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Masked ðKuznyechik on FPGA
ÅMasked / Non - Masked implementations have very similar signatures

ÅHere are 10+ traces superimposed (unsynchronized)
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