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Presentation Qutline

1.OKuznyeetdhi ko

2. Securing the Implementation

3. CPA and DPA 0 Attacks and Resistance
4. Results and Conclusions

5. Where to next ?
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Initial.context.and  stakes

@
2
’oo /
%, pasg pirate N
“es540 230"

(y) A Study the symmetric GOST R 34.12-2015 a k aGrasshoppero B | cpleek
algorithm.

A Provide different implementations for FPGA and Microcontrollers

A Check the resistance of the algorithm and its implementations to CPA and
DPA attacks.
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« Kuzmyeehiks » et al.

About Grasshoppers-andi\Waifles «
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St A Russian Standard , adopted 01/2016 9
A Symmetric Block Cipher algorithm O\ g

(V) A 128 bits Block size 1NN 8
A 256 bits Key length j/ N\ ——— ‘—/"\6 2

A 10 sub-keys of 128 bits ¥l RO = /A \ A ,} <

A Substitution -Permutation Network sl | ) /\\/"?‘) s

A Feistel Network for Key Schedule i‘ ——— / - P

A 10 Rounds / 3 functions per round et A= b g

;

5

PRMIRXERE ™) onRutow |l pamuiun (1 S, Rt | Ciphiestextxt

9 identical =

rounds =

=

C = X[kl LS X [ko] LS X [ks]... LS X [ko] LS X [k1](P) | 2

(*): for all those in hibernation for the last 5 years
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A Linear permutation L

Yes5q0 03

(Y) where: L(z) = R*(x)

R(z) = R(2s]...|[zo) x = 215|...||20

= (215, -, T0)| [T 15|21

and

where : [(15, ..., ) = 148115 + 32114 + 133713 + 1621,
+ 194211 4+ 192219 + 129 + 25128
+ lor 4+ 19226 + 19425 + 1624
+ 13325 + 3229 + 14821 + 1xg

- Optimized Implementations & DPA Analysis Resistance

where all multiplications are performed in GF(2)[X]/p(zx), with

plz)=a®+2"4+ 2%+ 2+ 1 € GF(2)[X]
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The AES Cipher.as-brief reminder

A NIST Standard , adopted 2001

A Symmetric Block Cipher algorithm
A 128 bits Block size

A 128,192 or 256 bits Key length

A 14 sub-keys of 128 bits

A Substitution -Permutation Network

A 14 Rounds / 4 functions per round
(for 256 bit key length)
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(*): Belgian Waffle @ our avatar for the AES Cipher
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E;:::Zi“ Kuznyechik-on FPGA
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(y) A Several variants where conceptualized and implemented

A Here the results of the first implementations

Encryption DELAY depending on the

compactness of the model Encryption  SPEED depending on the compactness
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Threat: Matrix

L SIGINTY/ MEASINT }

A What do we:face: ? .
A Power ConsumptionAnalysis s - Attack: :

2

Fault Injection <

Voltage Glitch %

Temperature S

hO(Laser, é) 3

Side-Channell 5

[ €] ' !  Microprobing Anallsiss o
Active %

2

Invasive

L HUMINT } Physical Attacks
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How can we protect ourselves-against theseattacks:s?

A Shuffling

:

Enacting ;

My | HARDWARE and SOFTWARE S
Countermeasures o

5

A Random Delay Insertion w £
O

A Noise Generator A Duall-Rail withiPrecharge ¢ ogicic =
)

>_

Chosen Solution !
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Securing the Implementation

How does the mas8ck @.d »n 6 & U zimpfementatiok work ?

=) Random Mask Generation

=) XOR between the Plaintext and the mask before encryption
(or decryption )

=) Unmasking at the end of the encryption (or decryption)

LS X[kl(x +m) = LS,M(X[k] () +m)

(S(X[k](x)) +m))
—Lsxmm+ (m)
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X[k10] LSmoX [ko... LS,y X [k1] (2 +m) = X[kio] LSX [ko]...LS X [k1](x) + L (m)
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(y) A MaskingAES--256 works the same way

Ak M.S:Sp(x +m) = Ape M oS (Sp(x) + m)
= AR ML(S,S4(x) + 5, (m))
= A (M.S, Sy(z) + Mcb (m))
= A M.S,.Sp(x) + M_.S,(m)

A o AddRoundK ey
M. : MixColumns
Sy ShiftRows
Sy, : SubBuytes
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Securing the Implementation

(y) A Comparison between implementations:

(Reference Platform XILINX Artix7 ( Speedgrade-1))

... |0Kuznye| 0Kuznyechi KE5-256
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LUTs: 8810 10106 4846
Latches: 2167 2697 4540
ST 28.5 MHz 28.5 MHz 28.5 MHz
Frequency:

Delay: 1526.2 ns 1596.2 ns 1920.0 ns

Encryption rate 83.9 Mbps 80.8 Mbps 66.7 Mbps
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Preview of the CPATheory

A Leakage Model

Attacked/Component:

N Plaintexts N Ciphertexts
N Leaks M.a them.atlcal Most likely key
Distinguisher
% ﬁ'ﬂ“* =
Leakage Model
N &laintexts M Key N &iphertexts
possibilities
Theoretical

Leaks
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- Optimized Implementations & DPA Analysis Resistance
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' DPA Setu P INFPGA"

j’o° Corsaire 0%6
o e

4w s AXILINX Artix 7 XC7A35T & XC7A100T .
T340 2130 o
c
[
N
o
R
2
RX_data_out - TCG
o <
RX 128 - bit input Data_ready EDL:
RX_done_tick buffer .
5§
o
2, £
g
e Sub_keys £
2
E
o
(@)

TX data_in Ciphertext
« x
TX_start 128 - bit OUtpUt ~ Start_transmit (I)
buffer ) _ u
TX_done _ Transmit_done L ’%
2

GOST R 34.12-2015
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Power Measurement

A Direct measurement at the source

A Usually through a shunt resistor in the Power supply line

1 The voltage at measured at the resistor is linear proportional
to the current through the circuit

| 2 an =,

0
iy 2

- O go L3
= (=)o)
T |ooo
D oo
& | o=
=6 & =]

J2:

[el
add fp., sp,
sub sp, sp,

stre Q[ fp,

mov r3;, #0

stre r3;[ fp,

b .L2

Idr- r3;[ fp.,

add r3;r3,

stre r3;[ fp,
ldr- 3;[ fp,

mov £3; 13,

stre r3;[ fp,

ldr- 3;[ fp,

cmp r3;, #0
bgt .L3

ldr- r3;[ fp,

mov rQ, r3
add sp, fp,
ldmfd- sp!, {
bx Ir

[€]

#0
#20
#-16]

#-8]

#--8]
#1

#--8]

#--16]
asr #1

#--16]

#-16]

#-8]

#0
fp}

20.03.2019

(D]
(&)
=
©
]
1)
0
(&)
o
1)
7]
>
@
=
<
<
o
(@)
o3
(2}
c
i
©
+—
=
(0]
=
Q
©),
=
©
(4]
N
£
=
o
(@)
1

KUZNYECHIK




o))
e
o
D
™
=
o
N

" EM-Field Measurement

‘;’o° Corsaire
~

A Indirect measurement

n
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(y) A Current through conductor = magnetic field

A Measured through an H-Probe

RF Magnetic Field
Probe

- Optimized Implementations & DPA Analysis Resistance

H-Probe Constructionss :
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A Data Acquisition Equipment (France)

o 1 Power measurement through shunt on Microcontroller
(V) 1 Power measurement through H-Probe on Artix Devboard

Data Acquisition Device
. . Cw1200
ChipWhisperer CW12000
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Target FPGA Board

H-Probe + LNA




DU MONDE NUMERIQUE =
.. Hardware Setup g
A Data Acquisition Equipment 0 Russia

Yes5q0 03

(y) A Two Labs with ChipWhisperer CW1173 and special FPGA Target Board
1 Power measurement through shunt on Microcontroller
1 Power measurement through shunt on low noise FPGA Board XC7A100T

nooo oo o CHIOS
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' Target
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*>" Standard|CPAwith AES (trivial)
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D

Power Trace View

Complete AES Signature (1 trace):

oty

T R o AT

H L]
Detal | . Fower Trace View
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' 2 x Serial
| Fll
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0.2 E
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— 1 x Comparison Idle
0.5
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" Standard|ICPA'with AES (trivial) - |

'

A An algorithm can be mathematically strong but very weak in hardware
o implementations without countermeasures

|Attack Scttings & X | [Results Table g >
Parameter Value L] 1 2 3 4 5 1] 7 g 9 10 1 12 13 14 15 “
PGE 0 0 0 0 0 0 2 0 2 0 2 0 0 2 0 2
Attack None 0 28 7E 15 16 23 AE D2 A6 AB [ 15 a8 [ CF AF 3C
\
i 0.6249 0.6345 c
TaBs edo  aew o aen 0B odm  obe  asw  oew  obn  obe L Key <
T eBe  ae  aee s omw  omm  olw  ame ek obu  omw  ome BT Y 2
., & found a
: ith | Da
witn on 0
‘ ) 4
o
7 50 traces g
8 o
=
’ q;)
10 ()
- Q.
" °
13 [}
N
14 E
15 s
(e
1 O
1
Preprocessin..  Atts..  Trac. Re.. Correlation vs Traces in Attack ~ OutputvsPointPlot  PGEwsTracePlot  Resulfs Table  Trace OutputPlot
[Python Console a > v
lib\logging\__init___py", lime 24§, in flush ~ [] SdiptPreview (Read Only) I
self stream.flush() ChipWhisperer Project File System Recent
IOError: [Errmo §] Bad file descriptor ""CPA attack script. ®? U
Logged from file ProgressBar py, line €3 MName
ErreTre (e G GoiEl TS B _ini Assumes that a project with XMEGA software AES traces is already open. LLl
) ® _init_.py - >
File "D:
\Programmes\ChipWhisperer\WinPython-64bit-2_7_13_1Zero\python-2_7_13_ amd&4\ [#] attack_cpa.py import chipwhisperer as o Z
1n_b\1mi§n:\_hmm_,gy", line 285, in emit 1# attack_cpa_decryptaes.py <| ' |from chipwhisperer.analyzer.attadks.cpa import CPA N
ST 1#] attack_des.py from chipwhisperer.analyzer.attacks.cpa_algorithms. progressive import CPAProgressive )
File "D: i i from chipwhisperer.analyzer.attacks.models. AES 128_abit import AES 128_8bit, SBox_output
\Programmes\ChipWhisperer\WinPython-€4bit-2.7.13.1Zero\python-2.7.13. amd64y o e e e e e TR o et v
lib\logging\__init _.py", line 845, in flush - - v
self.stream.flush()
IOError: [Errno 5] Bad file descriptor v
Run Edit Edit Copy
= L1 | | | |

Python Console  Project TextEditor  ScriptCommands  Debug Logging
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A Full trace

Grasshopper Atmel XMEGA Trace

| TTT T TS L PeTTeTTerrRR T I

IIII"""I '||||I||||| il Wi | |'."I'I| |. || |||| |H

. IR |1]\| |i||||||“|llll'|'M | “” '| ! | -'|'.I'|III.' | l||||||
'. il f'. l‘1 il r" w‘ |"1 Fl‘ H"|. | J”MW(IFU/'\,M“ I '/HH'I'\'}.* l“ i ||f|1|'|l| l“ w Ll |

W gLl
| /ll '(l\r
N y / ‘

| Sixteen repetitions of
identical period patterns Noise between 2

\ / cipher routines

Encryption routine
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... Masked o6 Kuznyechik on FPGA

;,9° Corsaire

A Masked / Non - Masked implementations have very similar signatures

Yes5q0 03

(y) A Here are 10+ traces superimposed (unsynchronized)
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