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Overview

Trapdoors are a two-face key concept in modern cryptography. They are primarily
related to the concept of trapdoor function used in asymmetric cryptography. A
trapdoor function is a one-to-one mapping that is easy to compute, but for which
its inverse function is difficult to compute without special information, called the
trapdoor. Such a trapdoor is essential in public key encryption algorithms and digital
signatures as it ensures that only the person who know the secret information can
decrypt or sign messages. In this case, the trapdoor mechanism is always public and
fully detailed.

The second concept of trapdoor considers by-design mathematical backdoors and
is a key issue in symmetric cryptography. In this case, the aim is to insert hidden
mathematical weaknesses which enable one who knows them to break the cipher.
The existence of a backdoor is hence a strongly undesirable property. While the
term of trapdoor has been already used in the very few literature covering this
issue, we suggest however to use the term of backdoor to describe hidden mathe-
matical weaknesses in symmetric cryptography in order to avoid ambiguity. This
thesis is focused on backdoors in block ciphers or, more specifically, on Substitution-
Permutation Networks (SPN).

Inserting a backdoor in an encryption algorithm gives an effective cryptanalysis
of the cipher to the designer. However, like any other cipher, this backdoor cipher
may be vulnerable to classical cryptanalysis. If a classical attack can easily break
it, the asymmetry between the designer and those who do not know the backdoor
disappears; thus, the backdoor cipher is just a weak cipher.

Differential [13] and linear [74] cryptanalysis are considered as the most impor-
tant attacks against block ciphers [64]. As mentioned in [41], any new cipher should
at least be accompanied by a detailed analysis of its strength against these two at-
tacks. The practical resistance of a block cipher against differential and linear crypt-
analysis is assessed by the differential probability or linear potential of an optimal
differential or linear trail respectively. When these values are low enough, the cipher
is said to be practically secure. To prevent differential and linear cryptanalysis, the
cipher designer chooses primitives which provides high resistance against both these
attacks. Nevertheless, the mathematical structure of the backdoor strongly reduces
the choice of these primitives and the usual strategies may no longer be useful.

In [76], Matsui presented an algorithm that computes an optimal trail in a Feistel
cipher. In other words, the execution of this algorithm can prove the cipher practical
security. The algorithm complexity remaining too high for the cipher FEAL, two



successive improvements have been proposed in [87] then [3]. Although an adap-
tation of Matsui’s algorithm is straightforward for SPN, the block size of modern
ciphers makes it computationally infeasible. The first contribution of this thesis is
an improvement of this algorithm for SPN [§] and has received a best paper award.
We introduce several optimizations paying special attention to SPN whose diffusion
layer is a bit permutation. Because bit permutations do not provide high diffusion,
the cipher security is hard to establish without a close analysis. Such mappings are
generally chosen for efficiency purposes. On the contrary, diffusion layers providing
high diffusion yield sufficient bounds to prove the cipher security but can be more
computationally expensive. Therefore, such an algorithm is more useful for SPN
using bit permutations.

Spending months computing the practical security of a known cipher is not a
problem. However, the cipher designer has to repeat this search several times in
order to optimize the choice of the cipher components or the number of rounds.
Our algorithm meets this need since its execution time on the full PRESENT [17] is
below one second on a laptop computer.

Now we have a tool to evaluate the security of an SPN with regard to differential
and linear cryptanalysis, we turn our attention to backdoor ciphers. The family of
backdoor ciphers covered by this thesis is a generalization of the imprimitive ciphers
introduced by Paterson in [88]. For such ciphers, the round function preserves a
partition of the message space no matter the round keys used, and hence the same
applies to the full cipher. This partition forms the backdoor and yields a powerful
cryptanalysis with a suitably chosen key schedule. Even if the mathematical theory
of the backdoor is given, no general algorithm details how to construct the primitives
of the cipher. Moreover, the author wondered what are the possible partitions for
this backdoor. Caranti and al. [3I] answered this question by proving that only
linear partitions can be considered. Along a similar line, Harpes considered in his
thesis [50] backdoor ciphers mapping a partition of the plaintexts to a partition of
the ciphertexts. As these partitions are not necessarily equal, this family generalizes
Paterson’s one. These ciphers are called partition-based backdoor ciphers.

The main contribution of this thesis is an extension of Paterson and Harpes’
works for SPN. In our study, we consider an SPN mapping a partition of the plain-
texts to one of the ciphertexts, no matter what the round keys are. In other words,
we assume that this property holds independently of the key schedule and the ci-
pher key. Firstly, we prove that the round function of such an SPN must at least
map a linear partition to another linear one. This result generalizes [31] since we
consider the full cipher and not only the round function. It should be stressed that
the apparent combinatorial aspect of our assumption is reduced to an algebraic one.
Since it is easy to show that any linear transformation maps every linear partition
to another one, the diffusion layer can be bypassed so that the substitution layer
necessarily maps a linear partition to another one.

The substitution layer consists of several S-boxes evaluated in parallel. The
natural problem that arises is to determine the properties the previous result implies
on each S-box. This refinement is far more complicated than the previous one
because it requires a deep analysis of the structure of the linear partitions with
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respect to the substitution layer. We eventually managed to prove that at least one
of the S-boxes must map a linear partition to another one. To summarize, the study
of the full cipher is reduced to that of the S-boxes.

In the light of this result, we are now interested in designing an S-box mapping a
linear partition to another one with the best resistance against differential and linear
cryptanalysis. We show how the Krasner-Kaloujnine embedding theorem yields an
internal decomposition of such S-boxes. Using this decomposition, we manage to
derive bounds for the differential and linear properties of backdoor S-boxes and we
present an algorithm to design a-boxes which almost reach these bounds. Combining
our reduction result with these bounds, we derive a criterion which can prove that
an SPN does not belong to this family of backdoor ciphers. All these results were
published in [9] and [12].

The last part puts into practice our theoretical treatment of partition-based back-
door ciphers. First, we present a toy backdoor SPN and break it with a key-schedule
dependent attack suggested by Paterson but not detailed. Finally we present BEA-
1 (standing for Backdoored Encryption Algorithm), a real-size backdoor cipher in-
spired by the current standard of symmetric encryption, namely the AES. Our cipher
encrypts 80-bit data blocks using using 120-bit cipher key and is designed to resist
linear and differential cryptanalysis. Conversely, the backdoor enables recovery of
the full 120-bit cipher key in just a few seconds on a laptop computer using only 2'6
chosen plaintext blocks. This cipher was presented in [I1] as a challenge. Its crypt-
analysis was then outlined in [I1] and detailed in [I2]. It should be mentioned that
my teaching activity led me to consider Venn Diagrams. As a result, we published
a new infinite family of Venn diagrams in [7].

This thesis is organized as follows. Firstly, Chapter 1 recalls the definition of
substitution-permutation networks and the differential and linear cryptanalysis. An
algorithm performing a security analysis with respect to these attack is then de-
scribed in Chapter 2. Backdoor ciphers are then the focus of this thesis from Chap-
ter 3 to the end. In this chapter, we investigated the structure of partition-based
backdoor ciphers and prove that their study can be reduced to their S-boxes. Next,
Chapter 4 is devoted to the analysis of such S-boxes and ends with a toy backdoor
cipher illustrating the results of these two chapters. Finally, Chapter 5 concludes
our work by introducing BEA-1, a real-size backdoor cipher, and explains how its
backdoor can be exploited to break it effectively.
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Chapter 1

This chapter aims at offering an introduction of substitution-permutation networks
and their cryptanalysis. We start with some notations, terminologies and basic
results. Then, we present in Section 1.2 the main definitions concerning blocks
ciphers and we focus particularly on Substitution-Permutation Networks (SPN).
After given an example of such ciphers, we explore the two mains attacks of SPN,
namely differential and linear cryptanalysis, in Sections 1.3 and 1.4 respectively.
Finally, we conclude this chapter with a discussion on the security of SPN against
these attacks.

1.1. Preliminaries

Let us begin with some notations and conventions. The cardinality of a finite set
E is denoted by #FE. The complement of a subset F' of E consists of all elements
in £ not in F' and is denoted by F°¢. Let f be a mapping from F to F and g be a
mapping from F' to G. The composition of g on f is the mapping go f from E to
G which maps x to g(f(z)). A permutation of E is any bijective mapping from F
to E. If 0 and 7 are permutations of F, then we often write o7 instead of o o T,
namely we omit the small circle when composing permutations to fit the abstract
formalism of permutation groups.

Let n and m be two positive integers. The Galois field of order two is denoted
by Fy. Every the vector space considered in this thesis will be over the finite field
Fy. The set of all n-bit sequences is identified with the n-dimensional vector space
F3. In this space, the addition denoted by + can be seen as a bitwise exclusive or
(Xor). The zero vector (0,...,0) is simply denoted by 0,,. The concatenation of two
binary vectors z and y is denoted (z | y). Similarly, if f:F} - Fy and g : F}* - Fp
are two mappings, then (f || g) denote the mapping from F5*™ to F3*™ which maps
(z || y) to (f(x) || g(y)). Moreover, we should mentioned that the space F3™ will
be often identified with (F})™ by gathering the bits in m bundles of n components.

Now, let us recall basic properties on linear algebra. For a complete introduction,
the reader should refer to the work of Lang [68]. The dot product of two vectors x
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and y in F%, denoted by (z,y), is defined by the rule

n—1

(zy)y=axy =yxa’ =) zy,
=0

where 7 denotes the transpose of z. It is well-known that the dot product is a
bilinear form, namely for all z,y,z in F} and all A in Fy, it holds that

(r+y,2) = (2, 2) +{y,2), (w,y+2)=(z,y)+(z,2), (Az,y)=(2,\y) =\ (z,y).

In addition, the dot product satisfies the followings two properties:

 (symmetric) for every x and y in F%, (x,y) = (y,z).
 (non-degenerate) for any = in F3, if (z,y) =0 for all y in F}, then z = 0.

If E is a subset of F, we denote by E* the set of all elements z in F} which are
perpendicular to all elements of E with respect to the dot product, that is to say,

B ={zeFy | Vye B, {a,y) = 0.

It is easily seen from the properties of the dot product that E* is a subspace of 5.
Therefore, E* is called the orthogonal space of E. Moreover, E* = span(FE)*.

Definition 1.1 . Let L :F} - FI* be a linear mapping. There exists
a unique mapping LT : F7* - [F7, called the transpose of L, such that

(L(z),y) = (x, L (y))

for all z in F and all y in F7*. Furthermore, if A is the nxm matrix in [y satisfying
L(x)=xx A, then LT is given by L7(y) =y x AT.

First, observe that for all elements = and y of Fy and FJ*, we have
(L(x),y) = L(x) xy" =z x AxyT =2 x (yx AT)" = (z,L7(y)).

It remains to prove the uniqueness of this mapping. Suppose that L’ and L” are
two mappings from F3' to FJ satisfying the required property. Let x and y be
elements of F% and FJ'. By assumption, it follows that (z, L'(y)) = (x, L"(y)), or
equivalently, (x, L'(y) + L"(y)) = 0 because of the bilinearity of the dot product.
Therefore, L'(y) + L"(y) = 0 as this equality holds for all  in F% and as the dot
product is non-degenerate. Consequently, L'(y) = L"(y) as desired.

Proposition 1.2. Let L :F} — F7* be a linear mapping. The kernel of LT is the
orthogonal space of the image of L, that is Ker(LT) = Im(L)".

By definition, the kernel of LT is the set of elements of F7* mapped to 0,
by LT. If y lies in FJ', then L7(y) = 0 if and only if (x, L7(y)) = 0 for every z in F}
since the dot product is non-degenerate. Next,
Ker(L") ={y e F3" [ Vo e F3, (2,L7(y)) = 0} ={y e F3' [ Vo e F3, (L(z),y) = 0}
_{yeFy | Vo eTm(L), {z,y) =0} = Im(L)*.

The result is proven.
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1.2. Substitution-Permutation Networks

Cryptology is the science of secrets. It aims at enabling two people, called Alice and
Bob, to communicate over an insecure channel. A channel can be any medium of
communication, for instance a telephone line or a computer network. It is said inse-
cure whenever a third party can intercept or modify the sent messages. Cryptology is
divided into two complementary parts. On the one hand, cryptography gathers the
methods to protect the information. Naturally, this includes confidentiality which
ensures that an adversary intercepting the messages cannot gain information about
the content of the communication. However, cryptography is equally interested in
integrity (ensuring that the message you received was the message sent) and au-
thenticity (ensuring the source of the messages). On the other hand, cryptanalysis
intends to break the security provided by cryptography.

Confidentiality is provided using an encryption algorithm. In symmetric key
cryptography, Alice and Bob must share a secret key before they can communicate
over an insecure channel. Assume that Alice wants to communicate with Bob. The
message she wants to send is called the plaintert. Then, using the secret key, Alice
encrypts the message. The resulting data is called the ciphertext and should conceal
any information about the plaintext. Next, Alice sends the ciphertext to Bob. The
latter can decrypt this ciphertext using the same secret key and hence recover the
original message.

Symmetric key encryption algorithms are divided into block ciphers and stream
ciphers. In this thesis, we consider only block ciphers, for an overview of stream
ciphers the reader can consult [77] for instance. A block cipher is an encryption
algorithm processing fixed length blocks of data using a secret key, called the cipher
key [39]. We introduce now its formal definition.

Definition 1.3 . Let n and x be positive integers. A block cipher
is a mapping E : Ff xF} — FZ that takes a x-bit cipher key K and an n-bit plaintext
p and returns the n-bit corresponding ciphertext ¢ = F(K,p).

Furthermore, for each cipher key K in F%, the mapping Ex : p — E(k,p) is required
to be a permutation of Fj.

N\

The integer n is the block size of the cipher and « it its key length. The mapping
E is the encryption function associated with the cipher key K. Its inverse mapping
is the decryption function and is denoted by Dg. It is worth observing that each
encryption function Ex must be bijective to enable decryption. Indeed, assuming
that Ex in not injective, there exist two different plaintexts p and p’ such that
¢ = Ex(p) = Ex(p'). Then, the receiver who wants to decrypt ¢ cannot decide
whether the corresponding plaintext is p or p’. Moreover, the mapping E is either
bijective or not injective because [} is a finite set, justifying the definition.

A block cipher on its own cannot be used to encrypt any message. In fact, it
processes only fixed length messages by definition. Generally the block size n ranges
between 64 and 128. In order to encrypt long messages whose lengths are not
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Figure 1.1: Representation of an iterative block cipher (see Definition 1.4).

necessarily a multiple of the block size, we must specify how this primitive is used.
These specifications are called modes of operation of a block cipher. Informally, a
mode of operation splits the message into several n-bit blocks. Then, these blocks
are linked together and encrypted using the block cipher. The first standardization
of modes of operation was in [84], originally for the Data Encryption Standard
(DES [83]). In this publication, four modes were presented called ECB, CBC, CFB
and OFB. After the publication of the next standard of block ciphers, namely the
Advanced Encryption Standard (AES [85]), another standardization was published
by the National Institute of Standards and Technology in [86].

Block ciphers come in all shapes and sizes. Let us now introduce an important
class which includes almost all modern block ciphers.

Vs

Definition 1.4 . A block cipher F : F%§ x F? is said to
be an r-round iterative block cipher if it can be decomposed as follows.
o An algorithm called the key schedule processes the cipher key K in F4§ and
produces r round keys k% ... kl=1] in F..
o There exists a mapping F : FL, x F — F2 called the round function, such that
any encryption function Fx can be written as

EK = Fk[r—l] 0.0 Fk[o] .

The integer [ is called the round key length. For significant proportion
of iterative block ciphers, the round key length is equal to the block size. The
mapping Fy from F% to Fy which maps a block z to F(k,z) is called the round
function associated with the round key k. Naturally, each mapping Fj, must be a
permutation of F}. A diagrammatic representation of an iterative block cipher is
given in Figure 1.1.
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Iterative BC Key-Alternating BC SPN
kL] ® kL @
kL] F o
F/
s

Figure 1.2: The round functions of iterative block ciphers, key-alternating block
ciphers and SPNs (Definitions 1.4, 1.6 and 1.10).

Definition 1.6 . A key-alternating block cipher is
an iterative block cipher such that
o the round key length is equal to the block size n,
« there exists an unkeyed permutation F” of F} such that each round function
F), maps a block = to F'(x + k).

The round function of a key-alternating cipher is illustrated in Figure 1.2. As
said in [40], a key-alternating cipher consists of an alternating sequence of unkeyed
rounds and simple bitwise key additions. Indeed, when considering two elements
of F}, their addition corresponds with the addition in the vector space F, namely
a bitwise addition in Fy. Moreover, the addition in the finite field Fy is just an
exclusive or (XOR). Consequently, this operation is often denoted by the symbol @
in cryptography. However, since we will consider direct sums of vector spaces, we
denote the sum in F} by the symbol + to avoid confusion.

It should be mentioned that in the encryption process of a key-
alternating block cipher, a round key is added after the last round. According
to Kerckhoffs’ Principle [59], the attacker knows every detail of the encryption,
except of course the secret key. Therefore, if the encryption ends with the unkeyed
permutation F’, the attacker can undo this step. To save useless processing, the
last step must be unknown to the cryptanalyst. Summarizing, the key schedule of
an r-round key-alternating cipher derives r + 1 round keys k(% ... k[l in F} from
a cipher key K in F§ and the last key k[l is added at the end of the encryption.

Denote by aj, the permutation of F} which maps x to = + &, that is to say ay
represents the addition of the round key k. Assume that k[%, ... k[l are the round
keys derived from a cipher key K. Then, the encryption function is given by

Ek = Qg[r] © F'o g [r-1] O+ O F'o Qo] -

For-1 FLo

Closely related to key-alternating block ciphers is the concept of long-key cipher
introduced by Daemen and Rijmen in [40].
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Definition 1.8 . A long-key cipher is a key-alternating
cipher with a trivial key schedule. The cipher key consists of the concatenation of
the r + 1 round keys, and hence is n(r + 1)-bit long.

Certainly, long-key ciphers are not used in practice as they require too long
cipher keys. They are used only to study key-alternating ciphers. By the long-key
cipher associated with a key-alternating cipher, we mean the cipher obtained when
we ignore its key schedule and consider independent round keys.

In his seminal paper in 1949 [91], Shannon introduced the main design principles
used nowadays in block ciphers, namely confusion and diffusion. To quote Shannon,
“The method of confusion is to make the relation between the simple statistics of the
ciphertext and the simple description of the key a very complex and involved one”
and “in the method of diffusion the statistical structure of the plaintext which leads
to its redundancy is dissipated into long range statistics in the ciphertext” These
concepts can be interpreted in several ways, a nice adaptation is due to Massey [73]:

Confusion: The ciphertext statistics should depend on the plaintext statistics in a
manner too complicated to be exploited by the cryptanalyst.

Diffusion: Each digit of the plaintext and each digit of the secret key should influ-
ence many digits of the ciphertext.

A class of key-alternating block ciphers directly inspired by Shannon’s work is
the Substitution Permutation Networks (shorten as SPN). The round function of
an SPN consists of three distinct stages: a key addition, a substitution layer and
a permutation or diffusion layer. The key addition includes unknown material to
the cryptanalyst, the substitution and diffusion layers provide respectively confusion
and diffusion. One of the primitives of any SPN is called a Substitution-box or simply
an S-boz.

Definition 1.9 . An n-bit S-box is a mapping form F} to Fj. In this
thesis, we require an S-box to be a permutation of [F7.

In the substitution layer, the nm-bit data block is seen as m bundles of n bits.
Then, m S-boxes are evaluated in parallel on each bundle of the block. For this
reason, the substitution layer is said to be a bricklayer function [39]. On the other
hand, the diffusion layer consists of the evaluation of some linear mappings (generally
one) but processes the data block as a whole since it is intended to provide diffusion.

Vs

.

Definition 1.10 . Let m and n be positive integers and let Sy, ..., S,,_1 be
n-bit S-boxes.

o The substitution layer is denoted by ¢ and maps (x;)o<i<m t0 (S;(x;))o<icm-

o The diffusion layer is a linear permutation denoted by 7 : F5™ — F™.
A Substitution- Permutation Network is a key-alternating block cipher such that the
unkeyed round function F” is equal to mo 0.

Denoting by k[, ... k["] the round keys derived from a cipher key K. The




1.2 — SUBSTITUTION-PERMUTATION NETWORKS

encryption function of an SPN is hence defined to be

Ex =apmomoooaqprijo-0mogoayo .

-~ -~

For-1 F o]

A comparison between the round function of an iterative cipher, a key-alternating
cipher and an SPN is illustrated in Figure 1.2. It is worthwhile to note that the
substitution layer is the only step which is not linear or affine. In order to make
the cipher secure, the S-boxes must be highly nonlinear. The exact meaning of this
statement will be detailed in Section 1.5.1.

We should mention that the last round of an SPN may not include
the diffusion layer, see for instance the AES. Indeed, for all £ and x in F}™ we have

agom(z) =k+m(zx)=m(n(k)) +m(z) =m(r ' (k) +x) =T o ap1(sy ().

Thus, using an equivalent last round key, the encryption process ends with a per-
mutation known by the cryptanalyst. As a consequence, the diffusion layer in the
last round does not offer any additional security and is often removed for efficiency
purposes.

Before concluding this section with an example of a SPN, we introduce a class
of diffusion layers particularly used in lightweight block ciphers.

Definition 1.12 . A linear mapping 7 : Fy™ — F3™ is said to
be a bit permutation if there exists a permutation ¢ of [0, nm[ such that

71'(1’0, N 7$nm—1) = ([L‘¢—1(0), N ,CL‘¢—1(nm_1)) .

Despite appearances, using ¢~! on the indices is natural. The bit
with index ¢ is mapped to the index ¢(i). Equivalently, the bit mapped to the index
i was originally at the index ¢=1(3).

Let us introduce a 5-round SPN, called TOoYCIPHER, which en-
crypts a 16-bit block using a 16-bit cipher key. Thus, for this cipher » = 5 and
nm = k = 16. The substitution layer o evaluates in parallel one 4-bit S-box denoted
by S. This S-box is given in hexadecimal notation at the bottom of Figure 1.3. For
instance, S maps 2 to D or equivalently S(0010) = 1101. Similarly,

o(2,F,F,1)=(5(2),5(F),S(F),S(1)) = (D,6,6,3) .

The diffusion layer 7 is the bit permutation associated with the permutation ¢ of
[0,16] defined by the formula

¢(i) =4(imod 4) + | £].
This bit permutation is drawn from the block cipher PRESENT [17] and its small

scale variants SMALL-PRESENT [69]. For instance ¢(0) = 0, ¢(1) = 4, ¢(2) = 8§,
»(3) =12, ¢(4) =1 and

01 2 3 1 5 6 7 8 9 10 11 12 13 14 15

7(D663)=7(1 101 0110 0110 0011)
= (1000 1110 0111 1001)=8E79.

0 4 8 12 1 5 9 13 2 6 10 14 3 7 1115
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Figure 1.3: The encryption algorithm ToOYCIPHER.
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Key Schedule

Message encryption

0000 0000 0000 0000 = 0000  Plaintext
k0] 0000 0000 0000 0000 = 0000 — 0000 0000 0000 0000 = 0000  After ®k[O]
S/@1 0111 0001 0000 0000 = 7100 0111 0111 0111 0111 =7777 After o

0000 1111 1111 1111 = OFFF After 7
K1 0010 0000 0000 1110 = 200E — 0010 1111 1111 0001 = 2FF1  After @k[!]
S/@®2 1101 0010 0000 1110 =D20E 1101 0110 0110 0011 =D663  After o

1000 1110 0111 1001 = 8E79  After 7
k(2] 0100 0001 1101 1010 = 41DA — 1100 1111 1010 0011 = CFA3 After @k[2]
S/@®3 1100 0010 1101 1010 = C2DA 1110 0110 0001 1001 = E619  After o

1001 1100 1100 0011 = 9CC3  After 7
k3] 0101 1011 0101 1000 = 5B58 — 1100 0111 1001 1011 =C79B After ®k[3]
S/e4 0010 1111 0101 1000 = 2F58 1110 1000 1011 0000 = E8BO  After o

1110 1000 1010 0010 = E8A2  After 7
k4] 1110 1011 0000 0101 = EBO5 — 0000 0011 1010 0111 = 03A7  After @k4]
S/@5 0101 1110 0000 0101 =5E05 0111 1001 0001 1000 = 7918 After o
k5] 1100 0000 1010 1011 = COAB — 1011 1001 1011 0011 = B9B3 Ciphertext

Figure 1.4: Encryption of 0000 with TOoYCIPHER using the cipher key K = 0000.

The round function Fj consists of an addition with k, a substitution layer then a
diffusion layer. With k = 200E and x = OFFF, we have

Fi(x) =7 oo (OFFF + 200E) = 7 0 0 (2FF1) = 7(D663) = 8E79.

As explained in Remark 1.11, the last round does not have a diffusion layer. An
illustration of the whole encryption of TOYCIPHER function is given in Figure 1.3.

The key schedule derives 6 round keys k1 ... k5] from the cipher key K. The
first round key k0% is equal to the cipher key K. To compute the round key kli+1]
form kU1, apply the S-box S to the first bundle and add a round constant r; to the
next bundle. The constant r; is just the binary decomposition of the integer i + 1.
Then rotate by 5 bit positions to the left all the bits to obtain kli+1]. In Figure 1.4,
we describe step by step the whole encryption process of the plaintext block 0000
using the cipher key 0000.

1.3. Differential Cryptanalysis

One of the most important and powerful [39, [64] attack against block ciphers is dif-
ferential cryptanalysis, proposed by Biham and Shamir in [13| [14]. A formalization
of this attack was then proposed by Lai, Massey and Murphy in [67]. Differential
cryptanalysis is a chosen plaintext attack which requires the encryption of pairs of
plaintexts that have a fixed difference. Then, the attack exploits a non-uniform dis-
tribution of the differences between pairs of outputs to recover partial information
on the last round key of the cipher. This section is organized as follows. First we
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give the main idea of the attack and illustrate it with an example. Then, we explore
the theoretical framework of this attack in Section 1.3.2

1.3.1. General Idea of the Aftfack

The difference between two elements x and x* of I} is defined to be x —x* but since
each element is its own additive inverse in F7, it is simply equal to z +z*. The main
property used in differential cryptanalysis is that for every round key k, we have

(z+k)+(x"+k)=x+a". (1.1)

In other words, the difference between x and x* is invariant under the round key
addition.

A successful differential cryptanalysis relies on the existence of a differential
holding with high probability, which we define now. Let f be a mapping from F% to
F2. A differential over f is a pair (a,b) of elements of F%. Given a differential (a,b),
the elements a and b are called the input and output difference patterns respectively.
Then, a differential (a,b) predicts that when two inputs x and z* have difference a,
then their images f(z) and f(z*) have difference b with a certain probability. It is
easily seen that x and z* have difference a if and only if z* =  + a. Equivalently,
a differential (a,b) predicts that when x is uniformly distributed over F%, the value
f(z)+ f(x+a) is equal to b with a certain probability. This probability is naturally
defined as follows.

Definition 1.15 . Let f:F} - F} be a mapping. The
differential probability of (a,b) over f is denoted by DP(a,b) and defined to be

#{xelﬁ‘g\f(:v)+f(x+a):b}.
2n

DPf(&, b) =

Consider an r-round substitution permutation network E : F§ x Fi™ — F™ and
assume that the last round does not have a diffusion layer. Given a cipher key K,
we denote by Ex ("1 the r—1 first rounds of the encryption function Ex. Therefore

Er(D = Fyr-210 -0 Firop  and hence Fy = (g 00 0 1)) © Eg

In a classical differential cryptanalysis of E, we do not use a differential over the
r-round encryption function Ex, but on the (r—1)-round encryption Ex ("1, Then,
a differential (a,b) over r — 1 rounds can be exploited in a differential cryptanalysis
when its average probability over all the cipher keys is large enough.

The main idea of the attack is the following. Assume that (a,b) is an (r - 1)-
round differential which holds with probability ¢ for a significant proportion of the
cipher keys. Let K be the unknown cipher key. First, generate pairs (p,p + a) of
plaintexts and require their encryption under the cipher key K. The pairs obtained
are denoted by (¢,c¢*). In order to have some pairs (c,c*) satisfying ¢ + ¢* = b, we
may use C' x ¢~! plaintext pairs with C' > 5. Assume that % is a candidate for the

10
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last round key k["]. Then we decrypt the last round of each pair (c,c*) using the
candidate k£ and we denote

y=0'(c+k) and y*=o0"'(c"+k).

If the candidate key k is the right key, then the equation y +y* = b should hold with
probability ¢ since (a,b) is an (r—1)-round differential. Otherwise, when k is a wrong
candidate, we hope that the equation y + y* = b holds with probability significantly
less than ¢. This assumption is known as the hypothesis of wrong-key randomization
[51]. Indeed, it seems natural to think that the (r+1)-round differential (a,b) holds
with probability less than the (r—1)-round differential (a,b), and when k is a wrong
key, the pair (y,y*) is equivalent to an (r + 1)-round encryption of (p,p + a).

To recover information on the last round key, we may proceed as follows. For
each candidate k for the last round key, decrypt the last round for each pair (¢, c*)
and save the number Nj of pairs (y,y*) such that y + y* = b. Then the key k
maximizing the value N, should be equal to the last round key k["l. As will be
seen in the next example, we only decrypt partially the last round in an effective
cryptanalysis, and thus we recover a few bits of the last round key.

Let us now present a differential cryptanalysis of our SPN Toy-
CIPHER introduced in Example 1.14. Since this cipher consists of five rounds, we
must first find a 4-round differential holding with high probability. Finding such a
differential is generally not easy because the vast majority of the differentials are
useless in a differential cryptanalysis. For instance, the 4-round differential (a,b)
with
a=(0,8,0,0) and b=(0,0,7,0)

has an average probability over the cipher keys equal to 1.22 x 2716, This value was
computed via an exhaustive search, which is possible thanks to the small block size
and key length of this cipher. A differential cryptanalysis based on this differential
would require the encryption of more than 2!¢ different pairs of plaintexts (z,z+a).
However, there are only 2'6 such pairs since there are 2'¢ different blocks.

We will explain in the next section and in Chapter 2 how to find high probability
differentials, in this example we explain how such a differential can be used to recover
key information. Consider the 4-round differential (a,b) where

a=b=(0,4,0,0).

The average probability of this differential over all the cipher keys is

1
16

2688.2
—g 7 131 x 277,

D> DPp, »(0400,0400) » =+

KeF16

The repartition of all the differential probabilities DPp,_«)(0400,0400) is illustrated
at the top of Figure 1.5. For instance, there are 1298 cipher keys K such that
2624 2656

16 <DPg, 1 (0400,0400) < TR

11
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Initialisation: Find a High Probability 4-Round Differential

More than 90% of the cipher keys K satisfy DP ) (0400,0400) > 1888 /210 » 1.8 x 275,
More than 50% of the cipher keys K satisfy DP p,_«)(0400,0400) > 2624 /210 » 1.3 x 275

Nb of keys

27 276 275 24

ﬁfﬂ%
i .

0 1440 1888 2624 3520 4256 216 x DP
1472 1920 2656 3552 4288

1500

Part 1: Get Plaintext/Ciphertext Pairs

Choose N plaintext pairs (p,p*) such that p+p* = 0400 and request the corresponding ciphertext
pairs (¢, c*) encrypted under the unknown cipher key K.

p p* =p+ 0400
| |
J.[0]
4 Rounds : 4 Rounds
(3]
x I I x*
® e [4] ®
y y*
o S o S o S
z z*
® J[5] ®
$69%% $69%%
o c Co Cq e ] c5 c3

Part 2: Recover Some Bits of the Last Round Key

For each candidate k;[%), decrypt partially the last round of the pairs (c,c*) such that ¢; = ¢ for
all ¢ in {0,2,3} and ¢; + ¢} lies in {1,4,6,9,B}. The key k (5] maximizing the number of pairs
(y1,y7) satisfying y; + y7 = 4 should be equal to k; (5],

(o cy Co Cq e (o s c3
333 ) 333
® k, [5] ®
S & 57 JLS™ s ﬁ 51 ][ 8-
Y1 Y1

Figure 1.5: A differential cryptanalysis of TOYCIPHER.

12
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Moreover, this differential holds with probability greater than 2-° for 85% of the
cipher keys. In view of these results, the differential (a, b) holds with high probability
(compared to 2716) for a significant proportion of the cipher keys and can hence be
used in a differential cryptanalysis.

As explained before, a differential cryptanalysis requires the encryption of C'xq~!
pairs of plaintexts where ¢ is the average probability of the 4-round differential. With
C =5, this amounts to

16

2688.2

pairs of chosen plaintexts. To generate these pairs, choose N random plaintexts p
and form the pairs (p,p + 0400). Thus, all the bits of p and p* = p + 0400 are equal
except the bit with index 5, starting from 0. Let K be the unknown cipher key and
request for the encryption of all these pairs. Then, we obtain N pairs (¢, c¢*) such
that

N =5 x ~ 122 ~ 27

c=FEg(p) and c¢* = Ex(p+0400).

Let (p,p*) be one of these pairs and denote by (x,z*) its 4-round encryption,
that is = Fgw(p) and z* = Ex@(p*). The following reasoning is illustrated in
Part 1 of Figure 1.5. Assume that z + z* = 0400. Such a pair is called a right pair,
or equivalently we say that (p,p*) follows the differential (a,b). By extension, its
corresponding ciphertext pair (¢, c*) is also said to be a right pair. Adding the next
round key, the pair (z,z*) becomes

(y,y") = (z + kM4 2 + kM)

By assumption and according to Equation (1.1), the difference between y and y* re-
mains unchanged and is equal to 0400. We must now understand how this difference
propagates through the substitution layer. First, note that

Yo = Y5 » Y=y +4, Y2 =5 Y3 =Yz -

Denote by 2z and z* the images of y and y* under o. It goes without saying that
for each 7 in {0,2,3}, we have z; = 2/ and hence z; + z} = 0. It remains to explain
what are the possible values for the difference z; + 2. This is done by computing
the values z; + z; for all possibles y; and y; =y, +4 in Fi:

S(0)+S5(4)=85(4)+S(0)=C+7=B, S5(8)+S(C)=5(C)+S(8)=E+A=4,
S(1)+S(B)=8(B)+S(1)=2+3=1, S(9)+S(D)=5D)+S5(9)=F+B=4,
S(2)+S5(6)=5(6)+S5(2)=4+D=9, S(A)+S(E)=S(E)+S(A)=5+1=4,
SB)+S(7)=8(7)+S(3)=8+9=1, S(B)+S(F)=S(F)+S5(B)=6+0=6.
Therefore, the difference z; + 27 lies in the set {1,4,6,9,B}. Finally, ¢ and ¢* are

obtained by adding the last round key &[5! to 2z and z* respectively, so c+c* = 2+ 2*.
To summarize, we have proven that if (p,p*) is a right pair, then

Co+Ch=cot+cy=c3+c3=0, and ¢ +cj€{1,4,6,9 B}. (1.2)

13
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Success probability

100%

90%

80%

0 — 1 bit
e 2 bit
0% 3 b%ts
50% 4 bits
20%

10%

0% t t t t t t t t t
0 5 10 15 20 25 30 35 40 45 c

Figure 1.6: A differential cryptanalysis of TOYCIPHER.

To recover information on the last round key, we must count for each candidate
key k the number of pairs (¢, c*) satisfying the equation

o lc+k)+ol(c" +k)=0400.

According to the preceding discussion, if a pair (¢, c*) does not satisfy (1.2), then
this pair is necessarily a wrong pair. To avoid useless computing, we apply a filtering
process which discards the wrong pairs and we denote by F the set of the filtered
pairs. Let k be a candidate key and let i be a bundle index in {0,2,3}. For each
filtered pair (c,c*), we have

ci=c; and hence S7'(c;+k;)+S(ci+k)=0.

Therefore, this differential gives no information on k;[®! for each 4 in {0,2,3}, so
we can only recover information on k;[5]. This is good news because we would
otherwise have to decrypt the last round for all of the 2!6 possible round keys,
yielding a complexity greater than the brute force. Finally, the cryptanalysis ends
as follows. For each k; in 3, compute its score

Ni, =#{(c,c*) e F| S (e + k1) + S7Hc; + ky) =4} .

Then, the higher the score Ny, is, the more likely &y is equal to k;[%l. This step is
illustrated in Part 2 of Figure 1.5. The experimental success probabilities of this
differential cryptanalysis with respect to the constant C' are given in Figure 1.6.
Define the rank of the right key k%] to be

Rk = #{k,‘l EF% | Nk1 > Nk1[5]}'

If the rank is equal to 1, then the cryptanalysis recovers the right bundle within the
set F1, giving four bits of information. When the rank is less than 2, two choices
remain for k;[% instead of 16. Thus, we have at least three bits of information.
Similarly, we have (at least) two bits of information when Nk > 4 and one bit if
Nk > 8. As can be seen in Figure 1.6, when C' =5 this attack recovers one bit of
information with probability 90.2%, two and three bits with probability 74.7% and
65.2%), and recovers the exact bundle with probability 50.9%.

14
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1.3.2. Differential Trails

Having explained how a high probability differential can be exploited in a crypt-
analysis, now is the time to present the theory of differentials. This presentation
is inspired by the works of Lai, Massey [67] and Daemen, Rijmen [39, 40]. In this
section we consider a generic r-round SPN E : F§ x F7™ — F3™ such that for each
cipher key K,

Ex = Fyr-11 0+ 0 Fyo with Fiag=moooayn.

It is worth observing that the last round includes and ends with a diffusion layer.
This definition makes sense here because the differentials used in an attack have less
rounds that the whole cipher. Thus, the SPN considered here should be thought as
a reduced-round version of the cipher attacked.

The standard method used to find a high probability differential relies on the
study of a difference propagation through the components of the SPN. We have al-
ready seen that a difference remains unchanged by a key addition. The next propo-
sition describes how a difference propagates through the substitution and diffusion
layers.

Proposition 1.17. Let a and b be two difference patterns in F3™. Then

m1 1 ifn(a)=0b
DPU 5 b S DP 3 iy bZ d DPﬂ— y b = ’
(a,) g s: (65,51 o (a,0) {0 otherwise.

In other words, given an input difference pattern a, each S-box .5; transforms
independently a; to b; with a certain probability and the diffusion layer always
maps a to m(a) = b. Following the idea of propagation of a difference through the
encryption process, we introduce the next definition.

Definition 1.18 . An r-round differential trail is a family
T = (al®; ... al"]) of r + 1 difference patterns in Fy™. Let K be a cipher key. The
fixed-key differential probability of 7 is defined to be

#{reFm|vi<i<r, B (z)+ B (z+al0) = olil}

2nm

DPp, (T) =

Let (z,x*) be a pair of plaintexts. We should say that (z,x*) follows the differ-
ential trail 7 = (al"), if

o the difference between x and z* is equal to al’l, and
o for each 1 <7 <r, the difference between the i-round encryptions of x and x*
is equal to alil.

Using this vocabulary, the fixed-key differential probability of 7 can equivalently be
defined as the probability that a pair chosen uniformly at random follows the trail
T given that its difference is equal to the input pattern al%l. Therefore, the trail
T predicts the evolution of an input difference after each round of the encryption

15
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process whereas a differential only predicts its output difference. These two concepts
are related via the following proposition.

Proposition 1.19. Let (a,b) be an r-round differential and let K be a cipher key.
Denote by E,; the set of all trails (all),., such that al% = a and al”] =b. Then

DPg, (a,b) = Y DPp,(T).
TeEqy

This result is in fact quite intuitive since each pair following the differential
naturally follows one and only one trail, namely the trail consisting of its inter-
mediate differences. Conversely, a pair following a trail (al?),, such that al% = a
and al"l = b obviously follows the r-round differential (a,b). So far we have only
considered fixed-key probabilities. However, these results do not describe what can
be expected when attacking an unknown cipher key. For this purpose we introduce
the next definition.

Definition 1.20 . The (expected) differential probability of a trail T,
denoted by DP(T), is the average fixed-key differential probability of 7 over the
associated long-key cipher.

Recall that the long-key cipher associated with our SPN is the cipher obtained by
disregarding the key schedule and considering independent round keys. Explicitly,
the differential probability of 7 is given by

DP(T) = x > DPp(T).

By virtue of Proposition 1.17, a difference can have a probabilistic
transition only during the substitution layer. Given a trail 7 = (al"l),, we denote
by bl the element 7= (ali*11) for each i < r. Thus, an r-round trail can alternatively
be seen as the sequence ((al,bli)),.,.

Theorem 1.22. Let T = (all),, be a differential trail. The differential probability
of T is given by

r=1 r—1m-1
DP(T) = [[ DP,(a!,5l1) = TT [T DPs, (a;17, b;(1).
i=0 i=0 ;=0

This theorem has a significant practical impact since the differential probability
of a trail can be computed by multiplying a few differential probabilities over the
S-boxes. Computing the full differential probability matrix DPg, of the n-bit S-
box S; has complexity O(2?"). Since substitution-permutation networks generally
have n-bit S-boxes with n less than or equal to 8, all these matrices are easily
computed. Moreover, the formula of the previous theorem can be simplified further
by introducing the notion of active S-boxes.

16
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Definition 1.23 . Let T = (al),c be a differential trail with a
nonzero differential probability. The S-box S} is said to be active at round i if the
pattern a;[% is nonzero, otherwise S; is inactive.

Proposition 1.24. Let T = (all),, be a nonzero probability differential trail.
Let i < r and j < m be nonnegative integers. Then a;[? = 0,, if and only if b;[% = 0,,.
Consequently, Theorem 1.22 can be restated as

DP(T) = H DPSj(CLj [i],bj [Z]) e

i,j | a;[1%0

To simplify the notations, denote by a’ and ¥’ the patterns a;*1 and b;[%].
According to Theorem 1.22, DPg, (a’,b’) is nonzero as DP(T') is nonzero by hypoth-
esis. Because S is one-to-one, DPg;(a’,0,) is nonzero if and only if a’ = 0,,. Further,
DPg, (0,,b) is nonzero only when 0" = 0,,. Finally, observe that DPg, (0,,0,) = 1.
The result follows.

Definition 1.25 . The expected differential probability of an r-round differ-
ential (a,b), denoted by EDP(a,b), is the average fixed-key differential probability
of (a,b) over the associated long-key cipher.

Theorem 1.26. Let (a,b) be an r-round differential. Denote by E,; the set of all
trails (al);c, such that al®! = @ and al"] = b. The expected differential probability
of (a,b) is given by

EDP(a,b) = 3 DP(T).

TEEa,b

The expected differential probability of a differential is the theoretical value
reflecting its usefulness. However, this notion has two downsides. First, the set
E,;, generally grows exponentially with the number of rounds and it should be
very difficult to enumerate all its trails. Consequently, in real size substitution
permutation networks, it is almost impossible to compute an expected differential
probability. However, this value can be approximated using several high probability
differential trials.

Secondly, the expected differential probability does not take into account the
effect of the key schedule and provides only an average value. Thus, in a cryptanal-
ysis, we tacitly assume that the fixed-key differential probability over the cipher key
being attacked is approximately equal to its expected differential probability. This
assumption is known as the hypothesis of stochastic equivalence [67).

In Example 1.16, we have considered the 4-round differential
(a,b) with a = b =0400. Denote by (z,z*) the pair (4100,4500) of plaintexts and
consider the cipher key K =0000. Since x + z* is equal to 0400, this input pair has
the required input difference. Throughout the 4-round encryption process, this pair

17
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alo]

plo]

all]

pl1]

2]

pl2]

al3]

pl3]

Figure 1.7: A differential trail included in the 4-round differential (0400, 0400).
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al’l = (0,4,0,0)
bl = (0,1,0,0)
a1 =(0,0,0,4)
b = (0,0,0,4)

at?l = (0,1,0,0)
b2l = (0,4,0,0)
al¥l = (0,4,0,0)
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is transformed as follows:

T T* Difference

4100 4500 — 0400
Er@: 8B77 8B73 — 0001
Ex®: 3019 3119 — 0100
Er®): B265 B665 — 0400
Er@: 795F 7DSF — 0400

Since the output difference is equal to the output pattern b, this pair follows the
differential (a,b). More precisely, this pair follows the differential trail 7 = (ali);c4
where

al®=0400, alU=0001, al¥=0100, al¥¥=0400, al*=0400.

This trail is illustrated in Figure 1.7 where bl = 7-1(al?), as suggested by Remark
1.21. The active S-boxes are emphasized. Thus there are only four active S-boxes
in this trial, which is the minimum. The differential probability matrix of S is also
given in the same figure. As seen in Example 1.16,

1t Y1 € {1a37577}7 9 if Y1 € {276}7
S(y1)+S(y1+4): 4 if’y1€{8,9,A,C,D,E}, B 1fy1€{074}
6 if 4y  {BF},

This relation explains the row indexed by 4 of the matrix DPg. By virtue of Corollary
1.24, it suffices to multiply the probabilities of the active S-boxes to find that the
(expected) probability of the trail 7 is equal to 1.125 x 277, as shown in Figure 1.7.

It turns out that there are six trails associated with the differential (a,b). These
trails are given in Figure 1.8, sorted by differential probability. According to Theo-
rem 1.26, the expected differential probability of (a,b) is the sum of the differential
probabilities of these trails, that is

346133

———— ~1.32x27°.
8388608

6
EDP(a,b) = ZDP(’E) =
i=1
Recall that in the preceding example, we have found that the average fixed-key
of this differential including the key schedule is approximately equal to 1.31 x 275,
Thus, the theoretical expected differential probability is very close to the real value
in this example.

To conclude, it should be mentioned that the trail 7; is not the 4-round trail
which has the highest probability. Using the algorithm given in the next chapter,
it can be proven that the optimal 4-round trial is the trail 7,()(al’l),o, such that
all = 0505 for every i < 4. This trail has a differential probability equal to (13)% ~
1.49x 276 which is greater than DP(7;) » 1.2x275. However, we have computed that

1 1714.3 .
o SN 16T X270

> DPy, (05085, 0505) ~ 5

16
KelF;

Therefore, the differential associated with an optimal trail is not necessarily an
optimal differential.
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Ty Ts T3 Ta Ts Ts
al’l (0,4,0,0) (0,4,0,0) (0,4,0,0) (0,4,0,0) (0,4,0,0) (0,4,0,0)
blol (0,4,0,0) (0,4,0,0) (0,1,0,0) (0,1,0,0) (0,B,0,0) (0,B,0,0)
al'l (0,4,0,0) (0,4,0,0) (0,0,0,4) (0,0,0,4) (4,0,4,4) (4,0,4,4)
b1l (0,4,0,0) (0,1,0,0) (0,0,0,4) (0,0,0,1) (4,0,4,9) (9,0,9,4)
al?l (0,4,0,0) (0,0,0,4) (0,1,0,0) (0,0,0,1) (1,A,0,1) (A,1,0,A)
b2l (0,4,0,0) (0,0,0,4) (0,4,0,0) (0,0,0,4) (4,4,0,4) (4,4,0,4)
al?l (0,4,0,0) (0,1,0,0) (0,4,0,0) (0,1,0,0) (0,D,0,0) (0,D,0,0)
b3l (0,4,0,0) (0,4,0,0) (0,4,0,0) (0,4,0,0) (0,4,0,0) (0,4,0,0)
DP 64/164 42><62/164 42><62/164 44/164 24><42><62/168 26><4><6/168

1.2x26  1.1x27 1.1x27 1.0x2% 1.1x2719 1.5x272

4

Figure 1.8: The trails composing the 4-round differential (0400, 0400).

1.4. Linear cryptanalysis

After differential cryptanalysis, linear cryptanalysis is the main attack against block
ciphers. This cryptanalysis was introduced by Matsui in [74, [75] for the DES and
was the first attack which recovered experimentally a DES key. However, it should

be mentioned that the idea of linear cryptanalysis was proposed earlier by Tardy-
Corfdir and Gilbert [96] in an attack against the cipher FEAL-4.

Linear cryptanalysis is a known plaintext attack, which is an advantage over dif-
ferential cryptanalysis. The main idea of this attack is to use a linear approximation
of a reduced-round version of the cipher to recover information on some round keys.
As was the case for the presentation of differential cryptanalysis, we first formalize
the idea of linear cryptanalysis and give an example. Then we describe the theory
of this attack in Section 1.4.2.

1.4.1. General Idea of the Attack

For a linear cryptanalysis to be successful, one must find a linear approximation
of the cipher with high linear potential. First, let us define the concepts of linear
approximation and linear potential. Let f be a mapping from F} to FJ. Intuitively,
we want to approximate a linear combination of the output bits of f by a linear
combination of its input bits. In other words, we want a relation of the form

(a,m):(b,f(x)), (13)

where the n-bit vectors a and b are called the input and output selection patterns of
the approximation. Thus, a linear approximation over f is simply defined to be a
pair (a,b) of elements of F}. Of course, such an approximation holds with a certain
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probability. But it is worthwhile to note that, if Equation (1.3) quite never holds
then the relation

(a,z) = (b, f(x))+1 (1.4)
holds with high probability. From a cryptanalytic point of view, using Equation
(1.3) or (1.4) does not matter as they yield the same amount of information. The
worst case is when (1.3) holds for exactly the half of the inputs x. In this case, the
left side gives no information on the right side, and hence on f. The usefulness of
an approximation is characterized by its correlation or linear potential.

Definition 1.28 . Let f:F} — F} be a
mapping and (a,b) be an approximation over f. The correlation of the approxima-
tion (a,b) is defined to be

#{x e Wy [ (a,7) = (b, f(2))}
on

Cf(a,b)=2- -1.

The linear potential LP of (a,b) is the square of its correlation, namely

LP(a,b) = Cs(a,b)?.

The definition of the correlation can be equivalently restated as

Cp(a.b) =2 By({a,2) = (b f(2))) - 1.

Thus, the correlation of any approximation ranges from —1 to 1 included. Then,
the linear potential of an approximation ranges from 0 to 1. A correlation or linear
potential equal to zero gives no information. The closer the absolute correlation or
linear potential is to one, the more information it yields on f. Finally, it should be
noted that several authors speak about linear probability rather than potential. We
strongly encourage the term potential as this quantity is not a probability.

As for differential cryptanalysis, consider an r-round substitution permutation
network £ : 5 xF3"™ — 7™ and assume that the last round does not have a diffusion
layer, thus

Ex = (o 00 0aqymay)o El(g_l) :

A classical linear cryptanalysis of F is based on an approximation (a,b) over the
(r — 1)-round encryption Ex (1) which has high linear potential for virtually all
cipher keys K. Let K be a cipher key. Then note that

(b, BY D () + K1)
(b, BV () + (b, k1)

{a,z)

~— (a,z)

Since (b, k["-1) does not depend on z, the correlation of the approximation (a,b)
over ay—1] o Ex (1) is equal to the correlation of (a,b) over Ex ("1 up to the sign.
Therefore,

Cr(a,b) = + Cr(a,b)
LPRI(CI,, b) = LPR(CL, b)

R=E{,

§ 1.5
R =y o ESY. (15)

where {
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Assume that (a,b) is an (r — 1)-round approximation with linear potential ¢
for a significant fraction of the cipher keys and let K denote the unknown cipher
key. For the cryptanalysis to be successful, it turns out that we need N = C' x ¢!
known plaintext /ciphertext pairs (p,c). To recover information on the last round
key, proceed as follows. For each candidate key k for k["], compute the value

Pe=(2x #{(p.¢) | {a,p) = (b0 (c+ B))} - N)°.

Then the key k& maximizing the value P, should be equal to the last round key k"],
Again, the assumption that a wrong key &k should have a value Py less than Py is
called the hypothesis of wrong-key randomization [51].

In this example we describe a linear cryptanalysis of our ToyCiI-
PHER introduced in Example 1.14. Again we will not focus on how to find a suitable
linear approximation of the reduced-round cipher but rather explain how to use one.
Consider the 4-round linear approximation (a,b) where

a=b=1(0,0,2,0).

The average linear potential of this approximation over every cipher key is

1
216

6914.6

ot " 1.69 x 274,

Y. LPg, 1 (0020,0020) »
KeF16

This value was computed via an exhaustive search. The distribution of all linear
potentials LPp_«)(0020,0020) is given at the top of Figure 1.9. For instance, the
inequalities

4416 4480

76 < LP g, (0020,0020) < —
hold for 2400 cipher keys. Compared with Figure 1.5, the repartition of theses poten-
tials is more complicated and key-dependent than the repartition of the differential

probabilities. We will explain this weird behavior in Section 1.4.2.

Let K be an unknown cipher key. This linear cryptanalysis is known to be
successful only when C' x g7 plaintext/ciphertext pairs are available. With C' =5,

this attack requires
16

6914.6
known plaintexts. Assume we are given N pairs (p,c) such that ¢ = Fx(c). Let
k be a candidate of k[®]. Following the principle of linear cryptanalysis, we must
compute the value

N =5x 4T~ 28

Pe= (2% #{(p,¢) | {a,p) = (b, (c+ k))} - N)”. (1.6)
Observe that for each pair (p,c), it holds that
{(a,p) = (b0 (c+k)) < (0020, p) = (0020,07(c+k))

p— (2,]72) = (2,5_1(62 + ]{?2)) .
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Initialisation: Find a High Potential 4-Round approximation

More than 90% of the cipher keys K satisfy LP g, (1) (0020,0020) > 3840 /2'6 ~ 1.8 x 276,
More than 43% of the cipher keys K satisfy LP g, (1)(0020,0020) > 8384 /2'0 ~ 1.2 x 275,
Nb of keys

276 975 24 273 272
2500

s !
i

JEAJZI

1000
500 LI:H\L
0 3456 4416 5568 8320 10240 15296 17088 216 xLP

3520 4480 5632 8384 10304 15360 17152

Part 1: Get Plaintext/Ciphertext Pairs

Choose N plaintext pairs (p,p*) such that p+p* = 0400 and request the corresponding ciphertext
pairs (¢, ¢*) encrypted under the unknown cipher key K.

p
|
a0
: 4 Rounds
3]
|
k(4] @
SR E
k(5] ®
[SKIKIK4
Co C1 Co C3

Part 2: Recover Some Bits of the Last Round Key

For each candidate ko[P1, decrypt partially the last round for every ciphertext.
The key ko[®] maximizing (2 x #{(p2,y2) | (p2,2) = (y2,2)} = N)? should be equal to k;[?.

Co C1 Cy C3
i 3333
ke, 1] ®
Y2

Figure 1.9: A linear cryptanalysis of TOYCIPHER.
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Success probability
100%
90%
80%
70%
60% = 1 bit
50% 2 bits
40% 3 bits
30%
20%
10%
0%

0 5 10 15 20 25 30 35 40 45 c

Figure 1.10: A differential cryptanalysis of TOYCIPHER.

Replacing in (1.6) yields

Pe=(2x#{(p,0) | (2,p2) = (2,5 (e + k2))} - N ). (1.7)

Since the value P, does not depend on kg, k1 and k3, the cryptanalysis cannot give
any information on the corresponding bundles of the last round key. To recover
information on k(5] proceed as follows. For each candidate ks for ky[5], compute
the value Py, given in (1.7). Then the higher Py, is, the more likely ko is equal to
ko[51. This cryptanalysis is illustrated in Parts 1 and 2 of Figure 1.9 and its success
probability is given in Figure 1.10. For instance, if C' = 5, the attack recovers
one, two and three bits of information with probability 81.1%, 60.5% and 41.0%
respectively. Unlike the differential cryptanalysis in Example 1.16, this attack never
obtains four bits of information. This does not mean that the correct bundle ky[®]
is never recovered but that there is at least another key with a score greater than
or equal to its score.

1.4.2. Linear Approximations and Linear Trails

In this section, we explore the theory of linear approximations. All the results and
definition are drawn from the works of Daemen and Rijmen [39, [40]. Let f be a
mapping from F to 3. The matrix C; formed by the correlations between all the
selection patterns is called the correlation matriz of f. The next lemma explains
how the correlation matrix of a composition can be derived from the correlation
matrices of its components.

Lemma 1.31. Let f and g be two mappings from F} to F7. The correlation
matrix of the composite go f is equal to Cy x C,. Thus, for all a,b in F}, we have

Cyor(a,b) = Y Cy(a,i) x Cy(i,b).

y n
1€l

Consider a generic r-round substitution-permutation network E : FfxF3™ — F5™
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where the encryption function can be expressed for each cipher key K as
Ex = Fir1yo0-0Fy with Fig=moooaun.

Again, the last round includes and ends with a diffusion layer. First, we look at the
correlation of an approximation over the basic steps of the round function, namely
the key addition, the substitution layer and the diffusion layer.

Proposition 1.32. Let a, b be two selection patterns in Fy™ and let k£ be a
round key. The correlations of the approximation (a,b) over each step of the round
function are given by

m—1
Cak(a, b) = 5a’b(_1)(a,k) 9 Ca(a, b) = H CSZ.(CLZ', bz) . Cﬂ—(a, b) = 5a77TT(b) 5
1=0

By analogy with differential trails, let us introduce the concept of linear trails.
Even if the applications of linear trails are similar to the ones of differential trails,
these two concepts are by nature very different.

Definition 1.33 . An r-round linear trail is a family T = (al'),.,
of r + 1 selection patterns. The correlation contribution of T is defined to be

r—1
C(T) =[] Cro(al, al*11y.
i=0

When considering the fixed-key correlation of an r-round approximation or the
average of these correlations, the correlation contribution of a linear trail is just an
intermediate variable. Unlike differential trails, a linear trail does not have a concrete
meaning. Indeed, a pair can follow a differential trail but it is meaningless to say
that the messages (or worse one message) follow a linear trail. An approximation
does not consider the messages individually but the whole encryption function.

Definition 1.34 . Let T = (al),, be a linear trail with a nonzero
correlation contribution. The S-box §; is said to be active at round ¢ if the pattern
a;l is nonzero, otherwise S; is inactive.

Generally, we say that S; is active when b; is nonzero. However,
these two definitions are equivalent when considering bijective S-boxes, as ensured
by the following proposition.

Proposition 1.36. Let T = (al),, be a nonzero correlation linear trail. Let i < r
and j < m be nonnegative integers. Denote by bli] the element 77(ali*1]). Then
a;l1 =0, if and only if b;[] = 0,,. Consequently, Definition 1.33 can be restated as

C(T)= [] Cs;(a;/1,5,61) and  LP(T)= [] LPs,(a;,5,01).

i, | a; [0 1,5 ] a; 120

To simplify the notations, denote by a’ and b’ the patterns a;* and b;[] and
by S the S-box S;. Since C(7) is assumed to be nonzero, it must be the case that
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Cs(a’, V") is nonzero. We contend that Cg(a’,0,,) = darp,, where § is the Kronecker
delta. To prove this, first observe that Cg(0,,0,) = 1. Now, assume that a’ is
nonzero. By definition, (0,,S5(z)) = 0 for any = in F7. Next, the cardinality of
{x e FY | (a,x) = 0} is equal to 27! since any linear Boolean function is balanced.
This proves that Cg(a’,0,) = 0 whenever a’ is nonzero. The same argument proves
that Cg-1(b,0,) = 0y 0,,- Then, it is well-known that Cg-1(¥',0,) = Cg(0,,b") (see
[39, Equation 7.30]) and thus Cg(0,,b") = do, . It follows that a’ =0, if and only if
b’ =0,. Finally, Lemma 1.31 and Proposition 1.32 imply that

Cro(all ™y = % Co(al,c) x Cre,al™ ) = Y Co(al c) x 5(c, b))

nm nm
celFy celFy

m—1
= Cy(al,00) = TT Cs;, (a1, ;1) .
j=0

The result follows.

Let us now present the result relating linear trails and r-round linear approxi-
mations. The following proposition should be compared to Proposition 1.19, which
is its counterpart about differential cryptanalysis.

Proposition 1.37. Let (a,b) be an r-round approximation and let K be a cipher
key. Denote by E,; the set of all trails (all),c, such that all = a, al’] =b. Given a
trail T in E, 4, denote by (T, K') the element Y7o (al®l, kl]) of Fy. Then the fixed-key
correlation of (a,b) is given by

Crelab)= > (-DTR0(T).

TeEa,b

In contrast with differential, the correlation of an r-round approximation is a
signed sum of the correlation contributions of its associated linear trails. When the
high absolute correlation trails are added with the same sign, the amplitude of the
whole correlation will be higher. In this case, we speak of constructive interference.
Otherwise, when these trails have different signs, the whole correlation can be close
or even equal to zero and we speak of destructive interference. This result explains
the strange distribution of the correlations in Figure 1.9 of Example 1.30.

Definition 1.38 . The expected linear potential of an r-round approximation
(a,b), denoted by ELP(a,b), is the average fixed-key correlation of (a,b) over the
associated long-key cipher.

Theorem 1.39. Let (a,b) be an r-round approximation and denote by E,; the
set of all trails (ald),c, such that al% = a, al"] = b. The expected linear potential of
(a,b) is given by

ELP(a,b) = ) LP(T).

TGEa,b

This time, the sum consists of nonnegative terms and thus there is no destructive
interference. The expected linear potential is a powerful indicator of the cipher’s
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LP #Trails LP #Trails LP #Trails
1.60 x 24 1 1.80 x 2721 1 1.00 x 2728 2
1.27 x 210 2 1.13x 2721 2 1.13x 2729 15
1.42 x 2-11 4 1.27 x 2722 2 1.27 x 2730 21
1.00 x 216 1 1.42 x 2723 1 1.00 x 2732 15
1.27 x 2718 1 1.00 x 2-24 5 1.12x 2733 44
1.42 x 2719 1 1.13x 272 3 1.00 x 2736 55
1.60 x 2720 2 1.27 x 2726 15
1.00 x 2720 4 1.42 x 2727 7

Figure 1.11: All linear potentials of the linear trails associated with the 4-round
approximation (0020, 0020).

security against linear cryptanalysis. Nonetheless, it must be kept in mind that
the actual correlation is highly key-dependent as established by Proposition 1.37.
Finally, the expected linear potential has the same downsides as the expected differ-
ential probability. This value is generally impossible to compute precisely and one
should make the hypothesis of stochastic equivalence [51] to relate this notion with
the cipher’s security.

Using the preceding theory of linear approximations, we now study
the 4-round linear approximation (a,b) with a = b = 0020 introduced in Example
1.30. With an exhaustive search, we found that there are exactly 204 linear trails
associated with the linear approximation (a,b). In Figure 1.11, we gather the trails
according to their linear potentials. The trail which has the best linear potential
is simply the trail 7 = (al?);c4 where al?] = 0020. Since the diffusion layer is a bit
permutation, its transpose is equal to its inverse, that is 77 = 7=, It is then easily
seen that bl = 0020 for each i < r. By virtue of Proposition 1.36, the correlation of
T can be computed using the correlation matrix of S, given in Figure 1.12. Thus,

C(T)= JI Csla;!,0;1)=Cg(2,2)* = (-2)* = ().

i, | a;[i120

The linear potential of T is then (75)* » 1.60 x 27%. According to Theorem 1.39, the
expected linear potential of the approximation (a,b) can be computed as follows:

ELP(a,b) = ) LP(T)=1.63x2".
TEanb

As we can see, this value is dominated by the linear potential of the best trail. In
Example 1.30 we have found that the average fixed-key linear potential including
the key schedule is equal to 1.69 x 274, so is very close to the excepted linear poten-
tial. This shows that the linear potential of one high potential linear trail can well
approximate the average potential of the associated approximation.

We will not explain here the complex and surprising distribution of the fixed-key
correlations (a,b) illustrated in Figure 1.9. Indeed, these correlations depend on
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24 x Cg(a,b) 24 x LPg(a,b)

01234567809 ABCDEF 01234567809 ABCDEF
0116 - o 016 - - - - . - o
o 448 44 - 844 - - 44 1 11411 -411- .11
20 124 - - 4444 - - 44 - 20 - 91 - -1 111 - -11. .
3-8 - - - -8 - 44444444 3|- 4 o4 1111111
4 8 8 - . 8 - 8 4 4 4 - - co .
5 44 - 8 44 - - 44 - 844 5 11 - 411 - - 11411
6 44 - 4444 124 - 6 11 - - 1111 91 - -
7 S .08 - -84 4444444 7 S o4 - 411111111
8 44 - - 44 124 44 8 11 11 - - 91 11
9 8 -8 . 8 - 8 - 9 4 4 -4 4 -
A : S 124 -4 -4 4 4 4 4 A 911111 11
Bl- 84 4 4444 - 844 - - Bl- 411 1111 - 411 . .
Cl- 8-4-4-8 - 4 4 4 4 44 Cle 4114 - 11 - -1 1. 11
D - - 8 -8 - 8 - -8 D -4 4 - 4 4
E -8 - -8 - 444444444 E . co . 111111
F 44 - 84444 - - 44 .8 F 11 - 41111 - -11-4

Figure 1.12: The correlation and linear potential matrices of S.

the interaction between the expanded key and the 204 linear trails associated with
(a,b). However, we study another approximation whose linear potential distribution
is even more surprising but simpler to explain.

In the remainder of this example, consider the 4-round linear approximation
(a,b) where a = b = 0400. It can be proven via an exhaustive search that the
four linear trails 7q,...,7; presented in Figure 1.13 are the only trails associated
with (a,b). At the left of Figure 1.14 is illustrated the distribution of the fixed-
key correlations of (a,b), including the key schedule. Therefore, the correlation
Cg, (0400, 0400) respectively is equal to 0, 27® and 272 for a proportion of %, :
and % of the cipher keys. According to Proposition 1.37, the fixed-key correlation of
(a,b) is a signed combination of the correlations of the 7;, that is

4
Cp, (0400,0400) = Y (-1){75) C(T7) .
i=1
Seeing the trails 7; as elements of (F1°)% we have
T: = (0400, 0400, 0400, 0400,0400), 75 = (0400,0004,0100, 0400, 0400)
T5 = (0400, 0400,0004,0100,0400), T = (0400,0004,0001,0100, 0400).
Clearly, these four trails are linearly independent and thus, all the possible signed

sums are equally likely when considering the long-key cipher. These sums are given
at the right of Figure 1.14. This explains the distribution of the correlations of

(a,b).

1.5. Security Evaluation of SPN and Strong Primitives

As explained in Sections 1.3.2 and 1.4.2, the effectiveness of a differential is assessed
by its expected differential probability and the effectiveness of a linear approxima-
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Ti T2 T3 T4
all (0,4,0,0) (0,4,0,0) (0,4,0,0) (0,4,0,0)
b0l (0,4,0,0) (0,4,0,0) (0,1,0,0) (0,1,0,0)
al'l (0,4,0,0) (0,4,0,0) (0,0,0,4) (0,0,0,4)
b1l (0,4,0,0) (0,1,0,0) (0,0,0,4) (0,0,0,1)
al?l (0,4,0,0) (0,0,0,4) (0,1,0,0) (0,0,0,1)
b2l (0,4,0,0) (0,0,0,4) (0,4,0,0) (0,0,0,4)
al3l (0,4,0,0) (0,1,0,0) (0,4,0,0) (0,1,0,0)
b3l (0,4,0,0) (0,4,0,0) (0,4,0,0) (0,4,0,0)
C 8/ 61 8 61 8164 8 164
= 9-4 2-4 9-4 -4

Figure 1.13: The trails associated with the 4-round approximation (0400, 0400).

Nb of keys

-272 973
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28672

24576

20480

16384

12288

8192
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Figure 1.14: Correlations of the 4-round approximation (0400, 0400).
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tion by its expected linear potential. Naturally, a block cipher is resistant against
differential and linear cryptanalysis when there exists no effective differential and
approximation over the (r — 1)-round encryption function. Equivalently, the cipher
is secure when the maximum expected differential probability (MEDP) or linear
potential (MELP) is low enough, namely if the corresponding attacks require more
plaintext /ciphertext pairs than the block size allows.

According to Theorem 1.26, the expected probability of a given differential is
hard to compute and Theorem 1.39 establishes the same result for linear cryptanal-
ysis. Therefore, computing the MEDP and MELP are even harder. Nonetheless, we
have seen that the expected probability of a differential can be approximated by the
probability of its best trail and the same holds for a linear approximation. Relying
on these facts, Kanda et al. [57] introduced four measures of security which can be
divided into two categories according to the security they imply.

e The provable security of a cipher is evaluated by two measures called precise
and theoretical. The precise measure gives the MEDP (resp. MELP) whereas
the theoretical measure only gives an upper-bound of this value.

o The practical security of a cipher is assessed by two measures called heuristic
and practical. The heuristic measure gives the maximum differential proba-
bility (resp. linear potential) of all trails while the practical measure upper-
bounds this value.

Because computing even the heuristic measure can be a challenging problem, most
of ciphers’ security is assessed by the practical measure.

The standard strategy to design a secure cipher is to ensure that each differential
or linear trail activates many S-boxes and that all the S-boxes of the cipher have
good resistances against linear and differential cryptanalysis.

Definition 1.41. Let S be an n-bit S-box. The maximum differential probability,

correlation and linear potential of S, denoted respectively by DP§**, Cg** and
LPg™, are defined to be

DP§™ = max{DP(a,b) | a € (F})*, be Fy},
O™ = max{ C(a,b) [aeF}, be (F3)},
LPJ™ = max{LP(a,b) |a ¢ Fj, be (F5)"} = (CT™)2.

According to Propositions 1.24 and 1.36, these maximums can be
searched only for a and b both nonzero.

1.5.1. Perfect S-Boxes

This section deals with the resistance of S-boxes with respect to differential and
linear cryptanalysis. The theory covering this topic considers a larger class function.
Following [33], an (n, m)-function is defined to be a mapping from F? to F7*. There
are also known as vectorial Boolean function. Thus, according to our conventions,
an n-bit S-box is a bijective (n,n)-function.
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Let F be an (n,m)-function. For each @ in F% and b in F%*, denote by dr(a,b) the
number of solutions to the equation F'(x) + F'(x + a) = b. These values are clearly
related to the differential probabilities of F' by the formula

2" x DPp(a,b) = dr(a,b) . (1.8)

In Section 1.3.2, we have only defined the differential probabili-
ties for n-bit S-boxes. This notion can naturally be extended to (n,m)-functions,
precisely using Equation (1.8).

Definition 1.44 [20]). Let 0 be an integer. An (n,m)-
function F' is said to be d-uniform if for all nonzero a in F} and all b in F%*, it holds
that dr(a,b) < 0. Equivalently, F' is §-uniform if

2" x DPI* < § .

Let a be any nonzero element of 7. Obviously, for each = in [F}, there exists a
unique b in F7* such that F(z) + F(z + a) = b. Therefore

Z 5F(CL, b) =2".

belF 7

In order to minimize the maximum of the dp(a,b) with b in FJ', their sum must be
uniformly distributed over the all these values, proving the bound
a ) b) >2"n™. 1.9
ae(IFISI;*,}IEEFE" F(a7 ) ( )
Consequently, any (n,m)-function is at least 27 ™-uniform. An (n,m)-function
which meets this bound with equality is called perfect nonlinear [79]. Referring
to Equation (1.8), we see that F' is perfect nonlinear if and only if DPR* is mini-
mal. Thus, perfect nonlinear functions provide optimal resistance against differential
cryptanalysis.

It worthwhile to note that if z is solution to the equation F(z) + F(z +a) = b,
then so is x + a. Thus, when a is nonzero, 0z (a,b) is even (this result remains true
when a = 0, but requires another argument). It follows that

max Op(a,b) >2. 1.10

ae(F5)*, beFg ( ) ( )

Assume that F' is an (n,n)-function. According to Equation (1.9), F' must be 1-
uniform to be perfect nonlinear. However, Equation (1.10) ensures that any function
is at least 2-uniform. This proves that there does not exist perfect nonlinear (n,n)-

functions. Because (n,n)-functions are widely used in cryptography, particularly
n-bit S-boxes, Nyberg introduced the following definition in [82].

Definition 1.45 . Any 2-uniform (n,n)-function is said to be
almost perfect nonlinear (APN).
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Using the notation introduced at the beginning of Section 1.5.1, an
(n,n)-function F is almost perfect nonlinear if and only if DPR* = 2-(»-1)_ Addi-
tionally, we may stress that the term almost is misleading because APN functions

are optimal, as noted in [33].

Let F be an (n,m)-function. For each a in F} and b in FJ', denote by Ap(a,b) the
integer
Z (_1)(a,x)+(b,F(z)) ]

n
zelFy

The family Ag consisting of all the values Agp(a,b) is called the Walsh spectrum of
F. Up to scaling, the Walsh spectrum of F' is equivalent to its correlation matrix.
More precisely, for all selection patterns a and b in [ and F3" respectively, we have

Ar(a,b) =2" x Cp(a,b).

Indeed, denoting by E; the set of all elements z in F} such that the sum (a,z) +
(b, F(x)) is equal to i in Fy, we have

Ar(a,b) = Y (~1)leals®F@) o 3 ()04 3 (—1)! = By - #E, . (1.11)

:EEIFg zeFy xelq

Clearly, the set E; is the relative complement of Ey in F} and thus #E; = 2" - #Ej.
Replacing in (1.11), we obtain

Ar(a,b) = 24 Ey - 2. (1.12)
Next, observe that the set Ej is equal to {x € F} | (a,z) = (b, F(z))}. The result

then follows from the definition of Cg(a,b).

The nonlinearity of an (n, m)-function F' was introduced by Nyberg in [§1] and
is defined to be

NL(F)=2""1- 1 max

2 acFy, be(Fo)*

Ar(a,b)| = 2771 (1 - Cp™).

Referring to (1.12), it is easily seen that each value Ag(a,b) in the Walsh spectrum
of F'is even. Therefore, NL(F') is an integer. In addition, it can be proven that
the nonlinearity of F' is upper-bounded as follows:

NL(F)<2mt-2271

This inequality is known as the covering radius bound. An (n,m)-function meeting
this bound with equality is said to be bent. Since the right side of this inequality
is an integer if and only if n is even, bent functions cannot exist when n is odd.
Using the maximum absolute correlation of F', the covering radius bound can be

equivalently rewritten as
2" x Cp > 25
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Thus, the function F'is bent if and only if Cz** is minimal. This restatement stresses
that bent functions are exactly the (n, m)-functions which are the most resistant to
linear cryptanalysis. However, Nyberg proved in [79] that such functions exist only
if n > 2m. Therefore, n-bit S-boxes cannot be bent.

It turns out that these bent functions are exactly the perfect non-
linear functions introduced in the previous section, as shown in [79]. Thus, bent
functions are optimal with respect to differential and linear cryptanalysis.

Since the covering radius bound is not tight for every (n, m)-function, Chabaud
and Vaudenay improved this inequality in [35] Theorem 4]. Their bound is now
called the Sidelnikov-Chabaud-Vaudenay bound (shorten as SCV bound) because
Sidelnikov had published earlier an equivalent result in [92]. For the particular case
of (n,n)-functions, this bound gives

n-1

NL(F)<2mt-27% . (1.13)

Definition 1.48 . An (n,n)-function is said to be Almost
Bent (AB) if its nonlinearity meets the bound (1.13) with equality.

Using the notations introduced at the beginning of Section 1.5.1,
the SCV bound (1.13) can be restated in the following equivalent ways

n+1 n-1

2" x O™ > 2% max > 9=t LPR » 2-(n=1) (1.14)

Again, the term almost in the previous definition is misleading because AB functions
are optimal.

When n is even, the right side of the SCV bound (1.13) is not an integer. There-
fore, almost bent functions exist only if n is odd. To conclude, we should recall the
result of Chabaud and Vaudenay [35] linking AB and APN functions.

Theorem 1.50. Any almost bent function is almost perfect nonlinear.

By a power function, we mean an (n,n)-function F which has the form F(z) = z¢
when we identify the space F} with the finite field Fyn. Several almost perfect
nonlinear power functions are known when n is even, but they cannot be used as S-
boxes in a substitution permutation network because they are not bijective. Indeed,
it is proven in [33, Section 2.1.3] that an APN power function is a permutation of
F7 if and only if n is odd.

In Figure 1.15, we enumerate the known almost bent power functions of Fon with
n odd. According to Theorem 1.50, these functions are also almost perfect nonlinear,
which proves in particular that they are permutations of Fon. In other words, these
power permutations are S-boxes with optimal resistance against differential and
linear cryptanalysis.
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Function Exponent d Conditions  Proven in
Gold functions 2'+1 ged(i,n) =1 [45, 80
Kasami functions 22" -2/ + 1 ged(i,n) =1 [5]

Welch function 20 +3 n=2t+1 128, 29, [44]
Niho function 24251, teven n=2t+1 [43, 53]

3t+1

20+ 2% _ 1t odd

Figure 1.15: Known AB (and APN) power permutations x — ¢ over Fon with n
odd.

Function Exponent d Conditions Proven in
Gold functions 20+1 ged(i,n) =1, n=2mod 4 [45], 80]
Kasami functions 22" -2'+1  ged(i,n) =1, n=2mod4 [5§]
Inverse function 27 -2 - [66]

Figure 1.16: Known power permutations F' : x — x¢ over Fy. with n even such that
n+2

F' is 4-uniform and 2" x Cp*™ =272

When n is even, we already know that AB functions, and hence AB permutations
do not exit. The existence of APN permutations with n even has been a long-
standing open question. However, in 2009 Dillon et al. [I8] exhibited an APN
permutation on 6 bits. So far, it is the only APN permutation of F} known when n
is even, up to equivalence.

Therefore, when n is even we generally use n-bit S-boxes F' with parameters close
to AB and APN functions, namely 4-uniform permutations such that 27 x Cp** =
22" All the 4-bit S-boxes have been classified in [72] and we now know that these
values are optimal for n = 4. Figure 1.16 gives the known power permutations
with these parameters. Observe that if n is a multiple of 4, the only known power
permutation reaching these values is the inversion. This explains why the S-box of

the AES is affine-equivalent to the inversion in Fys.

1.5.2. Branch Number of the Diffusion Layer

In the previous section, we have describe how to design a substitution layer resistant
to differential and linear cryptanalysis. Now we focus on the diffusion layer of
an SPN. By virtue of Propositions 1.17 and 1.32, the diffusion layer alone cannot
provide any resistance to these attacks since it is linear. However, the diffusion
layer can enhance the resistance provided by the substitution layer. The wide trail
strategy is a design principle of block ciphers introduced by Daemen and Rijmen
n [39]. Following this strategy, the diffusion layer should ensure that any linear of
differential trail activate a large number of S-boxes.

The Hamming weight of an element x of F%, denoted by w(z), is the number of
nonzero components of z, that is w(z) = #{0<i<n|z; # 0}. By analogy, we define
the bundle weight of an element = in (F5)™ to be the number w,(x) of nonzero
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bundles of z, so w,(z) = #{0 < i <m | z; # 0,}. The following definition charac-
terizes the efficiency of the diffusion provided by the diffusion layer with respect to
differential and linear cryptanalysis.

Definition 1.51 . Let A : (F3)™ - (F3)™ be a Fy-linear
mapping. The differential branch number Bp and the linear branch number By, of A
are defined by

Bp(A) = min{w,(x) + w,( A(x)) |z e (Fy)™, z+0},
Br(A) = min{w,(z) + w,(A"(z)) | z € (F5)™, = #0}.

Clearly, the differential and linear branch numbers of A are upper-bounded by
m+ 1. The linear mapping A whose branch numbers meet this bound with equality
is said to be MDS or a prefect diffusion layer. In fact, prefect diffusions layers can
be constructed from MDS codes, the reader can refer to [39, Sections 2.2 and 9.6].

Let us consider a generic SPN. The branch numbers of the diffusion layer can be
used to derive important bounds on the maximal differential probability or linear
potential of a trail. Therefore, the cipher’s security can easily be assessed using the
practical measure. The following theorem comes from [39, Theorem 9.3.1].

Theorem 1.52. Consider a generic SPN and denote by Sy, ..., S,,_1 its n-bit S-
boxes and by 7 : F§™ — F5™ its diffusion layer. The maximum differential probability
and linear potential of any 2-round trail are respectively upper-bounded by

( max DPg™ )BD(TF) and (max LPg™ )BL(W) )

<m <m
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Chapter 2

Differential [I3] and linear [74] cryptanalysis are considered as the most important
attacks against block ciphers [64]. As mentioned in [41], any new cipher should at
least be accompanied by a detailed analysis of its strength against these two attacks.
We have seen in Chapter 1 that security of a cipher is assessed by the maximum
expected differential probability (MEDP) or linear potential (MELP). When these
values are low enough, the cipher is provably secure [57]. Nevertheless, computing
the MEDP and MELP or even finding a useful upper bound remains a challenging
open problem and the common proofs of security focus only on differential and linear
trails. A cipher is then said to be practically secure when the maximum differential
probability or linear potential of all trails gives rise to an ineffective cryptanalysis.
Finally, it should be stressed that all these security measures tacitly assume that the
round keys are independent. The cryptographer then assumes that these theoretical
measures reflect the actual security when the round keys are fixed and derived from
a key schedule. This hypothesis, called stochastic equivalence [67], seems to hold for
almost all secure ciphers.

To prevent differential and linear cryptanalysis, the SPN designer must first
choose S-boxes providing high resistance against both these attacks. These choices
define the substitution layer of the cipher. Concerning the diffusion layer, two main
families stand out. On one hand, the diffusion of the cipher can be done using a
bit permutation. Even if bit permutations do not provide the best security, they
are generally chosen for efficiency purposes. Indeed, in the last few years, many
lightweight block ciphers using bit permutations have been suggested [17, 36, 95].
A recent survey of lightweight block ciphers can be found in [I5]. On the other
hand, the diffusion layer can involve a more complicated linear mapping defined for
example as a matrix product over finite fields. Such mappings are generally more
computationally expensive but they also provide high diffusion, ensuring that every
trail activates a minimum number of S-boxes. Relying on this property, the designer
can derive bounds on the maximum differential probability and linear potential of
any trail and simply prove the practical security of its cipher.

However, the bounds obtained for an SPN which uses bit permutations may
not suffice to prove its security. In fact, bit permutations have the smallest branch
number possible among all linear permutations and the cipher security is hard to
establish without a close analysis. The same observation may apply for backdoor
ciphers since the mathematical structure of the backdoor strongly reduces the choice

37



CHAPTER 2 — SECURITY EVALUATION OF SPN

of the cipher’s primitives. Thus, the usual strategies to thwart differential and linear
cryptanalysis may no longer be useful. This motivate alternative methods to prove
the security with respect to these attacks.

In this chapter, we describe a fully automatic algorithm finding an optimal dif-
ferential or linear trail in an SPN. Our contribution was presented in [8]. The first
algorithm finding optimal trails was introduced by Matsui in [76] for Feistel ciphers.
Running his algorithm several times on the DES, Matsui found a permutation of
the S-boxes making the DES stronger against differential and linear cryptanalysis.
The algorithm complexity remaining too high for the cipher FEAL, two successive
improvements have been proposed in [87] then [3]. Although an adaptation of Mat-
sui’s algorithm is straightforward for SPN, the block size (from 64 to 128 bits) of
modern ciphers makes it computationally infeasible. This fact was also highlighted
by Collard et al. [37] who then proposed a few improvements to use this algorithm
on the cipher SERPENT. In addition, it should be mentioned that another variation
was exposed by Ali and Heys in [I]. They gave up finding an optimal trail to reduce
the complexity. On the other side, their algorithm cannot prove the cipher practical
security, but may still help the cryptanalyst to perform a differential or linear crypt-
analysis. Our algorithm is an adaptation of [3] [76} [87] for SPN. We introduce several
optimizations paying special attention to ciphers which have a bit permutation as
diffusion layer.

After a brief summary of differential and linear cryptanalysis, the next section
exposes a straightforward adaptation of Matsui’s algorithm to compute optimal
trails in substitution-permutation networks. An example of execution is then given
in Section 2.2. All our optimizations are explained intuitively in this example and
then formalized in Section 2.3. Finally, we present our results and close this chapter
in Section 2.4.

2.1. Search for an Optimal trail

Throughout this section, we consider a generic r-round substitution-permutation
network £ : F5 x F7™ — F2™ such that for each cipher key K,

Ex=Fy o0l with Fiag=moooayn.

As explained in Section 1.3.2 and 1.4.2, the last round includes and ends with a
diffusion layer because the linear approximations or differentials used in an attack
have less rounds that the whole cipher. We denote by Sy, ..., S,.-1 the n-bit S-boxes
of the substitution layer. Recall that the differential probability and linear potential
matrices of an S-box S are defined for all a,b in F} by the formulae

DPgs(a,b) =27" x #{x eFy | S(x) + S(x +a) = b},
LPg(a,b) = (270D x #{x e Fy | (a,x) = (b, S(x))} - 1)".
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The maximum differential probability and linear potential of S are then defined to
be

DP§™ = max{DP(a,b) | a,b € (F})"}, LP§™ =max{LP(a,b)[a,be (F3)"}.

According to Definitions 1.18 and 1.33, an r-round differential or linear trail is a
family (al®l),., of r + 1 patterns in F™. In this chapter, it is however more con-
venient to specify for each round the input and output patterns of the substitution
layer. Therefore, we equivalently define a differential or linear trail 7 to be a family
((ald,bld),., of r pairs of input/output patterns such that for each i <r -1,

is1] _ {W(bm) for differential trails,

(7)1 (bl1)  for linear trails.

The equivalence between these two definitions follows from Propositions 1.17 and
1.31. Additionally, if the diffusion layer 7 is a bit permutation, it can be proven
that (77)~! = 7. In this case, the same structure can be seen as a differential or
linear trail. Next, the differential probability and the linear potential of the trail T
are given by

r—1
DP(T) = H DPU(a[i],b["]) - H Dst(ajm,bjm),
=0

i, | a;[120

r—1
LP(T) =[] LPs(a!,0l1) = [T LPg,(a;!1,6;!),
=0

i,5 | a; [0

as established by Propositions 1.24 and 1.36. In other words, the differential proba-
bility of a trail is obtained by multiplying the differential probabilities of its active
S-boxes.

Definition 2.1 . An r-round differential trail which has maximum
probability among all r-round trails is said to be optimal. Naturally, we define an
optimal linear trail to be a trail which has maximal linear potential. In this case,
its probability (or potential) is denoted by p{").

It is worth noting that there may exist more than one optimal trail. In the
context of our search algorithm, a candidate for an input pattern a in F3™ is an
output pattern b such that DP,(a,b) is nonzero. Of course, if we search an optimal
linear trail, this condition becomes LP,(a,b) # 0. If T = ((al?l,bl4),., is an r-round
trail, we denote by T4 the sub-trail ((al*l bl*]), ;. Finally, we will need the
following definition.

Definition 2.2 . Let r; and r5 be integers such that 0 <r; <7rs.
Let 77 and 73 be r; and re-round trails respectively. The trail Ty extends Ty if
To[0r=11 = T In this case, To = T; || To[»"-11.
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2.1.1. General Principle

Let us now present a straightforward adaptation of Matsui’s search algorithm for
substitution-permutation networks. First, we explain how this algorithm computes
an optimal differential trail. Then we will detail the changes that need to be made
to compute an optimal linear trail.

Let us denote R the actual number of rounds of the SPN. The algorithm pre-
sented in this chapter computes an optimal R-round trail without requiring any
a priori knowledge. This algorithm is based on another search algorithm called
OptTrailEst which takes as arguments:

e an integer r > 2 representing the current number of rounds,
o the probabilities (p{")i<i<, of optimal i-round trails,
o an estimation p{") of the probability p{”) of the optimal trail searched,

and returns an optimal 7-round trail denoted by 7;("). The knowledge of (p{? )<,
and p{") speeds up the search. Next, an automatic management of the estimation p{")
will be proposed in Section 2.3.5 yielding the algorithm OptTrail. To summarize,
the search algorithm OptTrail takes only r and (p{?)<;<, as inputs and still outputs
an optimal r-round trail.

Let us now explain how the algorithm OptTrail can be used to compute an
optimal R-round trail from scratch. First, observe that p{!) can be easily computed
(cf Remark 2.8). Then, compute

7o) = 0ptTrail (r, (p{)icir) and  p{") = DP(T()

for r from 2 to R. The latter computation gives the desired result, as illustrated in
Figure 2.1.

The rest of is dedicated to the algorithm OptTrailEst given in Figure 2.2. Let
us explain how this algorithm works. First, suppose that the conditions on lines
8 and 16 are always true and that p{") is equal to 0. Under this assumption, the
algorithm runs implicitly through the tree of all r-round trails and saves one which
has a maximum probability in the variable 7,("). Observe that the first and last
rounds have a special treatment that speeds up the search. When the program
reaches the function Round (s, 7D, p(s=1)) the current trail is

T = ((al,09), . (a2, pl2))

s—2
DP(T¢ D) =[] DP,(all,bl) = pt==1) .
=0

The input pattern al*-!] for this round equals 7(b[*=2]). Then, for each candidates
bls—11 for als-1, the current trail 7=V is extended by (als~1] bls-1]) and the search
for the next round is called. Therefore, the program performs a depth-first search.
When the algorithm reaches the function LastRound(), it is not hard to compute
the output pattern "~ maximizing the probability of the last round. The trail is
then saved only if its probability is greater than the probability p{") of the best trail
75 found up to this point. It remains to explain the conditions on lines 8 and 16.
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p§Y psY p§Y
2 ps?
p&?
&
P&
psY

Input. The number R of round of the cipher.
Output. An optimal R-round trail 75",

1 p(gl) <~ max{DP,(a,b) | a,be (Fy)m}
o For r from 2 to R do

3 T« 0ptTrail(r, (p&?)icicr)

s pin < DP(T,™M)

5 Return T,(B)

Figure 2.1: Use of OptTrail.

s

Definition 2.3 (rank-s bound). Let 7 be an s-round trail with 1 < s <r. Its
probability is said to be less than the rank-s bound if

DP(T) < 2
( )<p(§r—s) :

This condition on the probability of the current trail allows to prune the search
tree without missing an optimal trail. It can be rewritten as

DP(T) x p§") < p”
and means that even if the trail is extended by an optimal (r — s)-round trail, the
probability of the whole trail would be less than p{".

The significance of p{") is now clear. If p{") > p{")  a trail expandable into an
optimal r-round trail can be cut. Furthermore, no trail will be saved because of the
condition on line 25. On the other hand, the closer p{") is from p{"), the stronger is
the pruning condition and the lower is the complexity of OptTrailEst.

Theorem 2.4. According to the results recalled in introduction of this section, the
algorithm OptTrailEst can compute an optimal linear trail simply by replacing
every DP by LP and every w(...) by (77)7!(...).

2.1.2. Proof of the Algorithm

Having explained the general principle of the algorithm, it remains now to prove the
optimality of the trail returned.
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Algorithm 1 - OptTrailEst(r, (p{V)i<icr, p{7))
Input. The current number r of rounds (r > 2), the probabilities (p{")i<i<, and an
estimation p{") of p{
Output. Depending on the estimation p{"), this algorithm returns :
o an optimal r-round trail 7,(") if p{") < p{) ;
o the empty trail if p{") > p{).

T« ()

For each non-zero output pattern bl do
Call FirstRound(b[0))

Return 7,7

Function FirstRound(b[%])
al)l <« argmax{DP,(a,bl) | a e F3™}
TO « ((alo) o))
p(l) <« DPU(CL[O],b[O])
If p() is not less than the rank-one bound then

If r>2 then
Call Round(2, 7, p())
Else

Call LastRound(7 M, p(M)

Function Round(s, 7 (-1 p(s-1)
als-1 « 7'(([)[3—2])
For each candidate bls-! for als1l do
p) « pG=1 x DP, (als-1, pls-11)
If p(*) is not less than the rank-s bound then
TG « TED | (als-1] pls-10)
If s+1<r then
Call Round(s+1, T() p())
Else
Call LastRound(7 (), p(®))

Function LastRound(7 (-1, p(r=1)
alr-11 « W(b[r—Q])
bIr-11 « argmax{DP,(al""1,b) | be Fym}
p(r) - p(r—l) % DPU(G[T—ILI)[T—l])
If p() > pl”) then
T « T (al-1,plr-1])
7;(T) <« 'T(T)
pgr) <« p(T)

Figure 2.2: The search algorithm OptTrailEst for an optimal trail.
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Lemma 2.5. Let s be an integer such that 1 < s <r. Let 7 be an s-round trail
whose probability is less than the rank-s bound. Then, there does not exist any
r-round trail extending 7 with probability greater than or equal to p{".

By contradiction, assume that 7. is an r-round trail extending 7 such that
DP(7,) > p{"). Then the probability of the (r - s)-round trail 7,571 is

_DP(T) xDP(T;Lsr-11) — DP(T || 7;l=11) _ DP(T;)
- DP(T) -~ DP(T)  DP(T)’

DP (7;[8,7“—1])

By assumption, DP(T) is strictly less than p{") / p{r=*). Note that this strict in-
equality implies that p{") is nonzero. It follows that

_ DP(T) p(T) p(r) B
DP (7,ls7-1) = LUPAS 5 SN e _ (=)
0 = 56 2 per) ™ 50 0 7

By definition of p{"=*), this leads to a contradiction which proves the result.

Theorem 2.6 . Depending on the estimation p{",
the algorithm OptTrailEst returns

o an optimal r-round trail 7,(") if p{") < p{) ;

o the empty trail if p{") > p{.

Suppose the condition on the bound to be removed. If p{") is less than p{"),
an optimal trail is saved in 7,("), otherwise 75(") remains empty. Then, Lemma 2.5
ensures that the pruning condition avoids only the trails which have probabilities
strictly less than p{"). The result still holds.

2.2. A Detailed Example

The algorithm OptTrailEst is a depth first search within the tree of all r-round
differential trails together with a pruning mechanism which cuts only non-optimal
trails. Any enhancement of this pruning condition directly impacts the algorithm
complexity. Thus, a good algorithmic optimization of OptTrailEst rests on the
right balance between cost and efficiency of such an enhancement.

Before addressing the formal treatment of our optimizations in Section 2.3, we
introduce an example explaining each of them intuitively. Let us consider a 16-
bit substitution permutation network quite similar to the TOYCIPHER presented
in Example 1.14. First, it is worth recalling that the differential probability of a
trail is computed over the associated long-key cipher. The key-schedule is thus
disregarded throughout this chapter. To make this example more interesting, the
substitution layer involves now four different 4-bit S-boxes denoted by Sy, S1, S
and S3. The definition of these S-boxes and their respective differential probability
matrices are given in Figure 2.3. As can be seen, the S-box Sj is optimal with
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x 01 2 3 45 6 78 9 A B CDE F
So(¢) E A 1 2 7 F D 6 C 3 0 9 8 4 5 B
S() C A E OD 3 1 8B 2 9 465 6 7 F
So(r) 5 9 F 8 6 0 A 37C 4 1E 2 D B
S(r) 9 5 7D AC 2 4ETF 6B O 1 8 3
24 x DPg,(a,b) 24 x DPg, (a,b)
0123456789 ABCDESF 0123456789 ABCDESF
0116 0116 -
1 2 2 2.2 .22 .2 1 2 2 . 2 2 4
2 224 - 22 2 6 2 2 2 2
3.4 24 2 2 3022 22 2 2 2 2
4 4 2 . 2 2 4l 2 2 2 - 2 4 2
5| 2 : 2 2 42 2 5.2 .02 44 2 . 2
6 2 2 - 42 2 6 4 : 4
712 2 2 2 4 2 2 712 42 2 . 4 .2
8l 2 2 - 22 -4 -2 .2 8 2 226 4
9 2 42 2 2 9. 2 2 2 2 2 42
Ao 2 42 22 2 2 A 2 - 2 4 2 .2 - 4
B 2 . 2 .24 - 2 . 4 B 2 2 2 2 2 2 2 2
c 2 . 2 2 - 22222 ¢ -2 2 - 2 4 2
D 2 2 4 - 22 4 D 2 .22 . 2
E|- 4 2 42 - 2 -2 E 2222 - - 44
F 4 - - 44 F 6 - 2 2. 2 2 - - 2
24 x DPg,(a,b) 24 x DPg,(a,b)
01234567389 ABCDESF 0123456789 ABCDESF
0116 : 0116 -
1 242 -2 - 24 1] 4 4 2 2 2 2
2/- 2 - 6 2 2 - 22 2 2 . 2 10 2
3 4 -2 -2 . .2 .2 3 2 2 2 2 4 4
4 2 6 2 2 2 4 2 - 2 2 4 6
5 4 : 4 5 4 8
6 2 2226 - 6|- 4 4 2 2 2 2
T2 2 4 S22 7 8
8 4 2 - 242 - 2 8l 2 2 4 6 2
9 2 2 . . 2 .8 9| 2 2 6 6
A 4 - - 4 A 6 - - 2 2 2 4
B 2 2 2 S8 -2 B 2 6 4 2 2
Cl- 242 42 -2 c 2 6 2 2 4
D 2 2 -8 2 2 D 426 2 2
El- 44 2 : 2 B 2 2 4 2 6
F 6 - 4 2 S22 Fl- 2 2 6 6

Figure 2.3: The S-boxes and their difference probability matrices used in Section
2.2.
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respect to differential cryptanalysis [72] whereas the others are not. More precisely,
their maximal differential probabilities are given by

4 6 8 10
D max - DPmaX - DPmaX - DPmaX =
%767 767 %7167 %716
The substitution layer of this cipher is the permutation o of (IF3)* defined by the
formula

U(ZL‘Q, ZE1,$2,$3) = (S()(QT()), Sl(l'l), 52(1‘2), 53(233)) .

For instance, o maps 0000 to EC59. Next, the diffusion layer is the bit permutation
associated with the permutation ¢ of [0, 16] defined by the rule

¢(i) =4(imod 4) + | £] .

Thus, this diffusion layer is exactly the same as the one of TOYCIPHER. We now
know the full specification of the round function.

Clearly, an optimal 1-round differential trail activates only the S-box which has
the highest differential probability, namely S3 for this cipher. As can be seen in
Figure 2.3, DPg,(2,8) = 1—2, so the pair (2,8) of input/output difference patterns
has the maximal probability over S3. Consequently, the differential trail

T = ((al®,517)) = (((0,0,0,2),(0,0,0,8)))

is optimal and holds with probability p{") = 13. In this example, the trail To(!)

happens to be the only 1-round optimal trail. However, if all the S-boxes are equal

to S, it goes without saying that there are many optimal 1-round differential trails.
max

For each 1 < w < 4, we denote by DP,) the maximal probability of a 1-round
differential trail activating w S-boxes. The previous discussion ensures that

max 10
DPE* = DP(T) = 1.

Naturally, a 1-round trail activating two S-boxes have maximum probability if and
only if it activates S; and S3 with their maximum differential probabilities. There-

fore,

max max max 8 10 80
DP(Q) ZDP52 XDPSg = E X E = 1_62

Similarly, we can compute that

max 3 max 480 max 2 max
DP(3) = q DPSZ = 1_63 and DP(4) = ljg DPSZ =

1920
164

Assume that the SPN described above consists of seven rounds. To compute
an optimal 7-round differential trail, the algorithm OptTrailEst requires the prob-
abilities p{? of optimal i-round trails for each 1 <7 < 7 and an estimation p{7”) of
the probability of the 7-round optimal trail searched. As explained in Section 2.1.1,
the probabilities (p{?);«; are obtained with five previous iterations of OptTrail.
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T T2 7.3 To® T 7o)
al®l (0,0,0,2) (0,0,4,0) (0,0,F,0) (0,0,F,0) (0,0,0,2) (0,0,A,0)
bl (0,0,0,8) (0,0,1,0) (0,0,4,0) (0,0,4,0) (0,0,0,8) (0,0,1,0)
alll (0,0,0,2) (0,2,0,0) (0,2,0,0) (1,0,0,0) (0,0,0,2)
bt (0,0,0,8) (0,2,0,0) (0,2,0,0) (4,0,0,0) (0,0,0,8)
al?l (0,0,4,0) (0,0,4,0) (0,8,0,0) (1,0,0,0)
b2l (0,0,9,0) (0,0,9,0) (0,8,0,0) (4,0,0,0)
a[3] (2707072) (4707070) (0787070)
bl (4,0,0,8) (4,0,0,0) (0,8,0,0)
Cl[4] (0787070) (4707070)
bl4] (0,7,0,0) (4,0,0,0)
al’] (0,8,0,0)
bl5] (0,7,0,0)
DP 10/16 40/162 63/163 40><63/165 120><42/165 120><43/166
Figure 2.4: The optimal trails of the example
Global variables
®
56) - 120><43/166 p(g?) — 120><44/167 10
Max probabilities for w S-boxes So S1 So S3
max max b[OJ
DP @Y =196 DP3)" = 1%/163
DP5Y" = %42 DPY = 1920164
6 rounds

Figure 2.5: Example of Run for OptTrailEst

These optimal trails are given in Figure 2.4. Recall that their probabilities are com-
puted by simply multiplying the differential probabilities of their active S-boxes.
For instance,

DP(7,®) = DPg, (F,4) x DPg,(2,2) x DPg,(4,9) x DPg,(2,A) x DPg, (2, 8)

_(8)3, 4 . 10 _ 40x63
_(E) X16 X 16 = 160 -

Finally, we choose p{7) = (120 x 4*) / 167 as estimation of p{7). Recall that an
automatic management of this estimation will given later in Section 2.3.5. But for
now, let us detail some carefully chosen steps of the algorithm OptTrailEst. The

parameters of this execution are summarized in Figure 2.5.

2.2.1. Search Algorithm for the First Round

Following the algorithm OptTrailEst, we must try to extend all the output patterns
bl0] of the first round. Intuitively, a trail activating (w + 1) S-boxes in the first
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Global variables

56) — 120><43/166 p§7) - 120><44/167 0] ©
Sorted candidates Si So S
plo]
DPg,(3,1) =46 DPg,(7,1) =2/16
DPg,(E,1) =416 DPg,(8,1) =%/
DPSO(57 1) = 2/16 DPSO (A, 1) = 2/16
6 rounds

Figure 2.6: Example of Run for FirstRound() — Part 1

round is less likely to be optimal than a trail activating w S-boxes in this same
round. Therefore, the patterns b[% should not be tested in the natural order but
according to the number of S-boxes they activate, or equivalently to their bundle
weights (see Section 1.5.2). Indeed, once a 7-round trail with probability higher than
the estimation p{7 is found, this estimation is updated and the pruning condition
is enhanced for the rest of the execution. Consequently, the earlier high probability
trails are found, the lower is the complexity of this algorithm.

Thus, the first pattern we may try to extend is b0 = (1,0,0,0). This step
is illustrated in Figure 2.6. Since a first output pattern b0 have just we been
chosen, we are now executing the function FirstRound. First, an input pattern a[°]
maximizing the probability DP,(al%, b[°1) must be picked out. Because Sy is the only
S-box activated by b0, this amounts to find an element ay maximizing DPg, (ag, 1)
and then define al% = (ag,0,0,0). All the nonzero differential probabilities of the
form DPg,(ap,1) are enumerated in Figure 2.6. These values are directly drawn
from the difference probability matrix of Sy previously given in Figure 2.3. Thus,
ao can be equal to 3 or E, it does not matter. Our current trail 7 is then equal to

T = ((@,6%)) = (((3,0,0,0,(1,0,0,0)))

and DP(T(M) = &. To obtain a 7-round trail, the current trail 7() must be

extended by a 6-round trail. In the best-case scenario, its 6-round extension is
optimal and the resulting 7-round trail has probability
4 120x4% 120 x44

X =

DP(TM (6) - =
(T2 P = 75 s 167

which is (greater than or) equal to the estimation p{7). Consequently, its probability
is consistent with our estimation and it is worth trying to extend the trail 7).
Assuming that our estimation is less than p{7), this means that the current trail can
potentially be extended into an optimal 7-round trail. This trail is then handled by
the function Round(2) and the input pattern for this second round is

atl = 7(b°)) = (0,0,0,8).

This function, helped by all its recursive calls, tries all possible extensions of 7 (1),
Unfortunately any of them yields an optimal 7-round trail.
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Global variables

56) — 120><43/166 p(g?) - 120><44/167 0] ®
Sorted candidates Si Sa S3
plo]
DPg,(1,9) =2/6 DPg,(8,9) =2/16
DPg,(2,9) =2/is DPg,(B,9) =%/
DPg,(4,9) =2/is DPg,(C,9) =2/
DPSO(G, 9) = 2/16 DPSO (E, 9) = 2/16 6 I‘Ounds

Figure 2.7: Example of Run for FirstRound () — Part 2

The next step of the algorithm OptTrailEst is simply to try to extend another
difference pattern bl%). Certainly, we try b0 = (2,0,0,0), then bl% = (3,0,0,0) and
so on. Let us skip these steps until we reach the pattern [0 = (9,0,0,0), represented
in Figure 2.7. Again, the function FirstRound requires to select an input pattern
al® that maximizes the probability of the current trail. Since this step is repeated
many times during the execution of OptTrailEst, all the input patterns

arg max{DPg, (a;,b;) | a; e F§}

for every 7 < n and every b; in I} should be computed and stored before running the
algorithm. This time, all the candidates ag have the same differential probability,
so we choose ag = 1 and the current trail becomes

TW = ((al, b)) = (((1,0,0,0),(9,0,0,0))) and DP(TW)= %

If T is extended by an optimal 6-round trail, the resulting trail has probability

2 12()><43_120><2><43
67168 167
which less than our estimation. Using the vocabulary introduced in Section 2.1.1,

the probability of the current trail is less than the rank-1 bound and this trail (and
thus all its extensions) can be discarded without missing an optimal 7-round trail.

DP(T(l)) ><p(ﬁ) =

Once all the patterns bl activating one S-box in the first round are handled,
we consider the patterns activating two S-boxes. Before trying to extend all these
patterns, we should test if this effort is worthwhile. Since DP(2)X is equal to 18602, the
best 1-round trail that can be obtained in the function FirstRound have probability

162 By computing

3
Dpmas @ _ 80 120x4% 20

80 120x4° ™
@ *Po” =76 * Tyge T 16 e

we see that this probability is greater than p{7) so these patterns must be considered.
Nevertheless, applying the same test to the patterns which activate three S-boxes
in the first round yields
480 120 x 4% 120
max (6) ey (
PPe *p” =15 T~ 16
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Global variables |
53) — 63/163 é?) — 120><44/167
p(g4) = 40X63/165 SO Sg Sg
Current trail
al?l = (0,2,0,0) all1=(0,0,4,0)
b0l = (0,2,0,0) b1 =(0,0,9,0)
DP(T®) = 62/162 ®
Max probabilities for w S-boxes S, S Ss
D E’i‘;" =10/6 DP?;SX — 480/163 pl1]
DP&y* = %/e2 DP @y =120/
Sorted Candidates
DPg,(2,4) =%/1s DPs,(2,8) = 1% ©
DPg,(2,F) =416 DPs,(2,2) = %hg o ﬁ S S ﬁ
DPg,(2,8) =2/is DPg,(2,4) = 2/i5 1 2
DPg,(2,9) =2/ DPg,(2,E) = 2/

DPSO(2,C) = 2/16
DPSO(Q,D) = 2/16

4 rounds
Figure 2.8: Example of Run for Round(3) — Part 1

Consequently, it is useless to consider the patterns b0 activating three or four S-
boxes in the first round. To conclude, using this additional costless test, we have
considered

4 4
()x161+( )><162:16OO
| 9

patterns instead of 216 = 65536.

2.2.2. Search Algorithm for the Round Function

To explain our optimizations of the function Round, assume that we have already
handle the first two rounds and that the current trail 7 () is as illustrated in Figure
2.8. This trail has a differential probability equal to % and the input pattern of
the third round is

al?l = (b)) = (2,0,0,2).

According to the function Round (3), every candidate b[2] for a[2] must be considered
and then tested by the pruning mechanism. However, we will create these candidates
recursively bundle by bundle. For this purpose, the output candidate patterns of
the two active S-boxes are sorted according to their probabilities. First, we choose
the best output pattern for Sy, namely byl2] = A, represented in Figure 2.9. Before
selecting the output pattern for the other active S-box, this first choice should be
tested as follows. The current probability for this round is DPg, (2,A) and it remains
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2 rounds, DP(7®) =6"/,6 2 rounds, DP(7®) =/

| | |
S7] @

|
al?] al?]
bl2] pl2]

4 rounds ©
ol3]
p(3]

Permutation + 3 rounds
Figure 2.9: Example of Run for Round(3) — Part 2

one active S-box. The differential probability of this other S-box is clearly upper-
bounded by DP{}}* and thus the probability of the round is upper-bounded by the
product DPg,(2,A) x DP}. Since it remains four rounds before reaching a 7-round
trail, the probability of any extension can be upper-bounded by

62 4 10 40x63
X .

2 max 4) _

(2.1)
This value is greater than the estimation p{7), and hence our first choice by?! = A
seems to be a good one.

We now introduce a second pruning condition for this same candidate. This
new condition applies whenever the diffusion layer of the SPN is a bit permutation.
Observe that the candidate byl%] = A activates two S-boxes in the next round. And no
matter what the choice of second candidate is, the input pattern of the next round
will activate at least two S-boxes. We have already upper-bounded the probability
of this round by DPg,(2,A) x DP}*. The probability of the next round is at most
equal to DP?;;X and it remains three rounds to reach the seven rounds. Therefore,
the probability of any extension is upper-bounded by

62 4 10 10 63
2 max max 3) _
DP(7®) x (DPg,(2,A) x DP{§* ) x DP{E xp{® = TR (2.2)
This probability is greater than the estimation and our first choice is now completely
confirmed.

Next, we focus on the second active S-box, namely S;5. Referring to Figure 2.8,
the first candidate that must be chosen is b3[2] = 8. With this choice, the output
pattern bl2] of this round is complete and equal to (A, 0,0,8). However, this pattern
must pass the two pruning tests before the current trail can be extended. It is
easily checked from Figure 2.10 that these tests involves the same computation as
in (2.1) and (2.2), so they accept the output pattern b[2l. Finally, the pattern
al3l = 7(b2]) = (9,0,8,0) is handled by the function Round (4).
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2 rounds, DP(7®) =6/,6 2 rounds, DP(7®) =/
l l l l
[ @
ol2] al?]
Sl SQ Sl SZ
pl2] pl2]
4 rounds ®
al8]
pl3]

Permutation + 3 rounds
Figure 2.10: Example of Run for Round (3) — Part 3

Once all the extensions of al3! are explored, the other candidates for al2! need
to be considered. According to Figure 2.8, the second best candidate for a3l is
b32l = 2. Again, the probability of any 4-round extension of the current trail is
upper-bounded by

w_ 6 4 2 40x6’

2
DP(T( ))x(DPSO(Q,A)XDPSS(Q,Q))xpO e XEXTGXI—65

This time, this upper bound is less than the estimation p{™) and this candidate is
discarded. In other words, the probability of the current trail is less than the rank-3
bound. Recall that the candidates are sorted according to their probabilities. Hence
the remaining two candidates 4 and E for as[? can also be discarded without any
additional computing. Since every candidate of the second active S-box has been
considered, this recursive call ends and we go back to the first active S-box.

Referring to Figure 2.8, the next candidate for agl?) is by!2) = F. Since this new
candidate has the same differential probability as its predecessor, the first pruning
mechanism computes the same upper bound as in (2.1) and validates this choice.
However, Figure 2.11 illustrates that this candidate activates every S-box in the
next round. The second upper bound is hence

62 4 10 1920 ¢°
2 max max 3) _
DP(T®) x (DPs;,(2,F) x DP{15)) x DP{* xpi®) = 15 x 72 % 1% o1 X 163

which is less than the estimation, discarding this candidate. The next candidate is
bo(2] = 8. The probability of any complete extension of this trail is upper-bounded
by

62 2 10 40x63
= X — X — X ———

162 16 16 16°
This bound is less than the estimation. As a consequence this and the three remain-
ing candidates for ag[? are all rejected, which completes the search for all extensions

of the trail 7 and this recursive call to Round(3).

DP(T®) x (DPg,(2,8) x DP{;5¥)) x p&*
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2 rounds, DP(T®) =6"/,6 2 rounds, DP(T®) =6/

| | | |
S7] @

al?] al?]

bl2] pl2]

4 rounds ©
pl3]

Permutation + 3 rounds
Figure 2.11: Example of Run for Round (3) — Part 4

To conclude, let us compare the number of patterns considered by the optimized
and non-optimized versions of Round. Following the algorithm OptTrailEst given
in Section 2.1.1, we would have to try every candidate b[2] for a[2], namely the 24
patterns in

{(b0[2]70707b3[2]) | b(][?] € {8797A7C7D7F}7 b3[2] € {274787}3}} :

In this optimized version, we have considered only the two complete output patterns
(A,0,0,8), (A,0,0,2) and the two half patterns (F,0,0,7?), (2,0,0,7). Moreover, it
is worth observing that all the sorted output candidates over each S-box with their
respective differential probabilities should be computed and stored before starting
the search. Similarly, all the rank-s bounds p{") / p{*=*) are updated and stored
after each modification of the estimation. Finally, the probability of the current
trail is computed recursively. Therefore, each pruning test requires at most two
multiplications and one comparison.

2.2.3. Search Algorithm for the Last Round

To finish this example, we should consider the function LastRound. Nevertheless,
this function this called only few times during the execution of OptTrailEst and
is already very efficient. Assume that the current 6-round trail 7 is as in Figure
2.12. The corresponding input pattern of this last round is

CL[6] = W(b[s]) = 7'('(4:, 0,0, O) = (O’ 8,0, O) ’

Therefore there is only one S-box activated in the last round. Its best output
candidate is also obtained by choosing the best output candidate for each active
S-box. In this case, we must choose an element b;[%] maximizing the probability
DPg, (8,0,[6]). According to the difference probability matrix of S; given in Figure
2.3, the only choice is b,[6] = 7. Thus, the final output pattern b6l is equal to
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Current trail 6 rounds, DP(T©®) = 20X44/166
al®l = (0,0,0,2) al¥l=(4,0,0,0) |
b[O] = (07070,8) b[3] = (470’0’0) [6] 2
alll = (17070,0) altl = (078,0,0) SO n 52 SS
bl = (4,0,0,0) b4 =(0,8,0,0) oL}
al?l = (0,8,0,0) al5l =(4,0,0,0)
b[2) = (0,8,0,0) bl =(4,0,0,0)

Figure 2.12: Example of Run for LastRound ()

(0,7,0,0). It remains to compute the differential probability of this 7-round trail
and compare it with the estimation. We have

20 x 44 y 6 120 x4
C166 16 167
Therefore, its probability is equal to the estimation, so this trail is save in T5(7).
The estimation p{7” is then updated even if in this case its value does not change.

The call to the function LastRound and the algorithm continues the execution of
Round (6).

DP(T™M) =DP(T®) x DP,(al®, b[6])

2.3. Optimizations

This section is dedicated to give a theoretical framework ot the optimizations in-
troduced in the previous example. First observe that the first loop of OptTrailEst
requires to call the function FirstRound for all non-zero output differences b[0l.
Since there are 2™ — 1 such differences, we can lower-bound its complexity by 264
or 2128 for real-sized substitution-permutation networks. Therefore, this algorithm
must be optimized for any practical execution.

2.3.1. Construction of the First Output Patftern

As we have said above, the number of calls to the function FirstRound() is a
problem that must be solved. To optimize this step, a partition of the set of all
non-zero differences is defined. Then, we give an effective way to test whether no
difference in one part can be the beginning of an optimal trail.

For each integer w such that 1 < w < m, we denote by D ?;j;‘ the maximal

probability of any 1-round trail activating w S-boxes. In other words,
DP{y = max{DP,(a,b) | a,b e (F5)™ such that w,(a)=w},

where w,, (a) denotes the bundle weight of a. Then, let us sort the differential prob-
abilities DPg™ in the decreasing order. This is equivalent to define a permutation
7 of [0, m[ such that for each i < m — 1, it holds that

max max
DPST(’L) 2 DPST(’i+1) !
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Proposition 2.7. Let w be an integer such that 1 <w < m. Then,

I(IL?)X - H DPH?(T) .

Let a be an input pattern activating w S-boxes and b be an output pattern.
For each 0 <i <m, denote by p; the differential probability DPg, (a;,b;). Let p be a

permutation of [0, m[ such that p,;) > py+1y for all i <m —1. Since the pattern a
activates w S-boxes, it must be the case that p,;y = 0 for each i > w. Thus,

m-1 m—1 m-1 w-1 w-1
DP,(a,b) = 11 DPg,(a;,b;) = Q pi = 11 Pp(i) = q Pp(i) < 11 DPm:(X) -

By definition of T, DPmaX < DPmX for each 0 <i < w. Therefore,

w—1
DP,(a,b) < [] DPSY) . (2.3)
1=0

As this inequality holds for every a and b in (F5")" such that w,(a) = w, it follows
that

w-1
max{DP, (a,b) | a,be (F}")", wy(a) =w} < ] DPg™ -
i=0

Clearly, there exists a pair (a,b) of input/output patterns with w, (a) = w such that
DP,(a,b) meets the bound (2.3) with equality, proving our proposition.

It goes without saying that DP(}7* > ... > DP(;} hold. Thus, the
probability of an optimal one-round trail is

p) = max{DP,(a,b) | a,be (F3™)*} = DP3}* = DPg" .

Of course, the differential probability matrices DPg, and the probabilities DP§™
and DP ™ are computed and stored before starting the search.

Theorem 2.9. Let w and w’ be two integers such that 1 <w <w' <m. If DP{¥
is less than the rank-one bound, then there exists no r-round trail activating w’
S-boxes in the first round with probability greater than or equal to p{".

Assume that DP?E‘)X is less than the rank-one bound. Let 7 be a one-round
trail activating w’ S-boxes. By definition, DP(7) < DP(,;). Then, the inequality
DP@A < DPEy obviously holds, and thus DP(7) < DP{,y. Therefore, DP(T)
is less than the rank-one bound and Lemma 2.5 ensures that there does not exist
any r-round trail extending 7 with probability greater than or equal to p{"). This
concludes the proof.

This theorem states that whenever DPI(T)X is less than the rank-one bound, we
only have to test the output differences b[%) activating at most (w-1) S-boxes. There

are Z_: ( )(2n i
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Algorithm 2 -
7;(7") <~ ()

For w from 1 to m do
If D ?ﬁf is lower than the rank-one bound then
Exit the loop
Else
For each output pattern b0 activating w S-boxes do
Call FirstRound(bl)
Return 7"

Figure 2.13: First optimization — construction of the first difference

such differences, compared to 2" — 1 without this optimization.

We have run the final algorithm with several SPN having a bit permutation as
linear layer. With m = 16 and n = 4, DP{Y" was always less than the rank-one
bound, and hence there was at most 22! difference patterns bl% to test instead of
264, With m = 16 and n = 8, the gap is even larger since DP3)* was always less than
the rank-one bound, yielding 22! difference patterns to test instead of 2128, The
algorithm optimized with Theorem 2.9 is described in Figure 2.13.

2.3.2. The Round Function

Following Matsui’s algorithm [76], the output candidates of the function Round are
constructed recursively. Let a denote the input difference of the current round.
According to Propositions 1.24 and 1.36, any candidate b for a can be constructed
by selecting an output pattern for each S-box activated by a. The following theorem
establishes that the pruning mechanism can be applied bundle by bundle.

Theorem 2.10. Let s be an integer such that 1 < s < r and 7 be an s-round

trail. Denote by xg < ... < 2,1 the indices of the S-boxes activated by als~!l where
w = wy,(al*-1). Let v be an integer satisfying 1 <v <w. If

v-1
DP (T10=-2) (T DPs,, (ak™,0871)) x DPE,
=0

is less than the s-rank bound, then for every pattern c satisfying:

o ¢, =b, 571 for each i <v -1, and

. ]:)PSIU_1 (axv_l[sq] , va_l) < ]:)PS%_1 (axv_l[SJ] , bxv_l [S—ﬂ)}
there does not exist any r-round trail extending 7(9-21 || (als-1] ¢) with probability
greater than or equal to p{").

Let ¢ be an output pattern satisfying the required conditions. If ¢ is not

a candidate for al*-1, then DP,(al*-1],¢) = 0 and any trail extending the current
trail 71952 || (als-1] ¢) has also zero probability. Therefore, we assume that c is a
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candidate for als-!l in the following. By hypothesis,

w-1
DPJ(@[Sil] ) C) = H DPSIZ (aﬂ[ﬁjil]vcm)
=0

(TTPPs (@l es, ) < (TT PP, ().
1=0 i=v
And thus

v-1 w-1
DP,(al*,¢) < (H DPs,, (aigj_l]7 bgsi_l])) x ( H DPSwi(aE_l]acarz‘»
=0 i=v

v-1
< (TTDPs,, (ak ™ ok™)) x DPE,
i=0
Next, we have the inequality

DP(T1%21 | (al*"Y, ¢)) = DP(T1**"2)) x DP,(al*"!), ¢)

v-1
<DP(T10=2) x ([ DPg, (af 057 ) x DPE,
i=0
Consequently, the probability of 71052 || (als~1] ¢) is less than the s-rank bound.
The result then is a consequence of Lemma 2.5.

2.3.3. Active S-Boxes in the Next Round

Throughout this part, the linear layer 7 is assumed to be a bit permutation. Denote
by Lasp the mapping from (F})™ to F3* which maps a pattern ¢ to the m-bit vector
Lasg(¢) = (2;)i<m where x; is equal to one if and only if the bundle ¢; is nonzero.
In other words, Lasg(c) is a compact representation of the S-boxes activated by the
pattern ¢ and Lagsg should be read “List of the Active S-Boxes”.

Given two elements L and L’ of F7', we denote by L v L’ their bitwise OR.
Moreover, we say that two patterns c and ¢’ seen as elements of F;™ are disjoint
if for all bit index 7 < nm, the equation ¢; = ¢, implies that ¢; = ¢} = 0. It should
be noted that if two disjoint patterns ¢ and ¢ are seen as elements of (F})™, then
¢; = ¢, also implies that ¢; = ¢} = 0,, for each ¢ <m. Let ¢ be a pattern and ¢ <m be
a nonnegative integer. By b|; we mean the element of (Fy)™ where all bundles are
zero, except the one of index 7 which is equal to b;. In other words,

z;=b; and

(%) j<m = bl; == {

2;=0, ifj#i.

Before stating and proving the pruning condition involving the active S-boxes in the
next round, we introduce two preliminary results.

Lemma 2.11. Let c°,...,¢*"! be w pairwise mutually disjoint patterns. Then
w-l w-1 ;
LASB( >, CZ) =\ Lass(¢').
i=0 i=0
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The result is certainly true when w = 1, so assume that w = 2. Denote by
LY L' and L the lists of S-boxes activated by ¢V, ¢! and (¢ + ¢!) respectively. Let
© <m be an integer. Next, we have the following equivalences

Li=0ed+c=0,<d=c=0,< LY=L =0.

Therefore, L = L0 v L. The result follows by induction on w as ¢*=* and (X% ¢)
are clearly mutually disjoint.

Corollary 2.12. Let b be an output pattern. Let 1 <w <m be an integer and let
0<2p<...<Ty_1 <m be w indices. Then,

w-1 w-1
Lass (7( 2 ble.)) = V Lass(m(0lz.)).
i=0 i=0
Since the diffusion layer 7 is linear, it holds that
w-1
dl
i=0
Clearly, the patterns b|,, are mutually disjoint. Since 7 is a bit permutation, it must
be the case that the 7w(b|,,) are also disjoint. Finally, the relation

w-1

wl) = > (b

1=0

z) -

Lass ( wz

=0

7(blz,)) = YLASB(W(b

)

follows from Lemma 2.11, which concludes the proof.

Theorem 2.13. We use the same notations as in Theorem 2.10 except that s < r—1.
Let w’ denote the Hamming weight of \/!2)' Lasg (7 (bls-1],,)). If

[DP( 0“)(HDP (ke bLj*”))xDP?;jfv)]xDP‘gjf;

is less than the rank-(s+ 1) bound, then for every output pattern ¢ satisfying
C, = by, 171 for each i < v,

there does not exist any r-round trail extending 795-21 || (als-1] ¢) with probability
greater than or equal to p{".

Following the proof of Theorem 2.10, we can assume that c is a candidate
for als~11 and deduce the upper bound

7

DP(T" | (a1.c)) < DP(TO" ) (T DPs, (ol 087)) x DPEE,

Define als! = (c). Let bls] be any output pattern. Similarly, we can assume that
bls] is a candidate for als]. Let w” denote the bundle weight of als] which is clearly
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equal to the Hamming weight of Lagg(al®l). According to Corollary 2.12,

w—

1
Lasp(al®)) = Lagg(m(b8 1)) = Lagn (W( pls—1]
0

:1:)) = li/ol Lasp (m (bl

)

g

V Lass(r(b01,.)))

1=V

v—-1
= (V Lasp((p=1 ) v (
i=0
As a consequence,
v-1
w” = w(Lagn(a)) < w(V/ Lass(r(pF],.))) = ',
i=0
and thus DP{;ry > DP{;). Eventually,

DP(TO=21 | (a1, ¢) || (al*), b1*T)) = DP(T1*21 || (al*71], ) x DP, (al*1, 01)

(w-v)

<[ DP(T1+-2) (Hl DPs, (af,0071)) x DR, | x DPE
=0

v-1
s— s—1 s—1 max max
<[ DP(TO=2) x ( 1‘% DPs, (ak ™, 0E7)) x DPE,) | x DPE
Therefore, the probability of 7105721 || (als=11 ¢) || (al*],bl]) is less than the rank-
(s+1) bound and there exists no r-round trail extending it with probability greater
than or equal to p{"”). Using the fact that this property holds for all b[s], the desired
result is proven.

The search procedure Round optimized with Theorems 2.10 and 2.13 is described
in Figure 2.14.

2.3.4. Test on the Bound

All the previous results can be preserved while strengthening the condition on the
bound. Suppose we have found a trail with probability greater than or equal to
p{"). The estimation p{") is then equal the differential probability of this trail. Now,
assume that the probability of the current s-round trail 7 satisfies DP(T) - p{7=) =
p{). In this case, the probability DP(T) is not less than the rank-r bound and the
algorithm tries all its possible extensions. However, the previous equality implies
that in the best-case scenario, we find an r-round trail with probability p{"). Because
such a trail is already known, the extension of 7 can be aborted. This discussion
proves that Definition 2.3 can be enhanced as follows.

Vs

Definition 2.14 . Let T be a s-round trail with s < r. Its
probability is less than the rank-s bound if

()

De
pér—s

(7;(’") =() and DP(T) < ) or (7;(’") # () and DP(T) < P ) :

) = o)
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Algorithm 3 -
T = ((al,p10),.., (als2], pls=2D))

aks % (als—2))

bke=10),,,.,

pﬁiyo%j(sfl)

TL) T (s-1) | (als—1]7b[s—1])

w— w,(als=11)

Denote zg<...<Zy-1 the indices of the S-boxes activated by als-11,
X (Io, N ,J)w_l)

490,

Call RoundRec(s, 1, TG, p(=0) [(O0) X)

Function
If v=w then
p(s) <« p(SﬂU—l)
If s+1<r then
Call Round(s+1, TG), p()
Else
Call LastRound(7 (), p(*))
Else
T < Ty
For each bk‘u sorted in decreasing order according to
ﬁDPﬁk(ak_H,~) do
p(s,v) - p(s,vfl) XDPSI(G:E:S_I]ab:E:S_I])
If p(v) x DP(%,) is less than the rank-s bound then
Exit the loop
If m is a bit permutation then
L™ « LD v Lagp(m(bls-1],))
w’ <« W(L(”))
If pv) x DP%) x DP(Y is not less than the rank-(s+1)
bound then
Call RoundRec(s,v+1, TG plv) L) X))
Else
Call RoundRec(s,v+1, T, plv) L) X))

Figure 2.14: Second optimization — the search function Round
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Algorithm 4 -
The current number r of rounds and the probabilities (p{?)1<i<,
An optimal r-round trail 75"

7;(7") <« ()
pr) < pirh
While 75" is empty do
p{) < p( |2 |
T« OptTrailEst(r, (p{?)i<icr, pS)
Return 7"

Figure 2.15: Automatic estimation management

2.3.5. Automatic Management of the Estimation

As explained in Section 2.1.1, the estimation p{") determines the complexity of the
algorithm OptTrailEst. Several methods yield good estimations of p{”). For in-
stance, an iterative trail can be used. Following an idea of Ohta, Moriai and Aoki
[87], let us introduce the algorithm OptTrail. The latter has two main advan-
tages. Firstly, the estimation management is completely automatic, that is to say,
no knowledge is required on the SPN. Secondly, its complexity has the same order
of magnitude as OptTrailEst runs with p{") = p{") /2.

The algorithm OptTrail is presented in Figure 2.15. To understand how it
works, it is worth recalling that OptTrailEst finds no trail whenever p{") > p{")
as ensured by Theorem 2.6. In this case, the best trail 7,(") remains empty at
the end of the execution of this algorithm. Since p{") < p{r~1 we begin by running
OptTrailEst with the estimation p{") = p{r=1) /2. Then, this estimation is divided by
two after each execution OptTrailEst until an optimal trail is found. This happens
whenever the condition p{") < p{”) becomes true. It is not hard to see that we have
the following proposition.

Proposition 2.15. The complexity of OptTrailEst decreases as the input p{"
increases.

In addition, we have observed experimentally that the complexity of the algo-
rithm OptTrailEst executed with p{”) > 2% p{f) is negligible compared to its com-
plexity when running with p{") = p{®) /2. This discussion justifies that OptTrail
has roughly the same complexity as OptTrailEst.

2.4. Results

Experiments and simulations have been performed by a AMD Phenom II Xj 965
Black FEdition 3.4 GHz processor. The running time for a R-round cipher includes
the precomputations and R -1 calls to OptTrail, as explained in Section 2.1.1.
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To prove the practical security of PRESENT [17] against differential cryptanalysis,
the authors have shown that the probability of any 5-round trail is upper-bounded by
2720 and had exhibited a 5-round trail of probability 272'. The algorithm presented
here allows us to prove in 0.3 second that this upper bound is met with equality.
They have then deduced that any 25-round trail probability is upper-bounded by
27100 Our algorithm shows that the optimal trail probability is 27110 in 0.5 second.
The number of rounds is not a problem since an optimal 64-round trail is computed
in just 2 seconds. Note that PRESENT has 32 rounds.

The permutation used in SMALLPRESENT [69] (and in PRESENT) can be gener-

alized for all positive integers n and m. Denote by ¢, ,, the permutation of [0, nm[
defined by the rule

(i) =m(i mod n) + [%J :
We have constructed a 128-bit SPN on the same model as PRESENT to test our
algorithm efficiency. Define m to be the bit permutation associated with ¢g16 and

the S-boxes to be all equal to the AES S-box [39]. Using this algorithm, an optimal
13-round differential trail with probability 273 was obtained in 7.1 seconds.

To analyze PUFFIN security against differential cryptanalysis, Cheng et al [36]
have upper-bounded the probability of an optimal 31-round trail by 2762, In 0.02
second, we have computed a trail meeting this bound with equality.

Finally, we have tested our algorithm on ICEBERG [95]. However, its diffusion
layer is not a bit permutation so the optimization presented in Section 2.3.3 is no
longer applicable. The authors have upper-bounded the probability of an optimal
16-round differential trail by 27169, We proved that it is in fact 271716 in 2.3 seconds.
All these results are outlined in Figure 2.16.

Block Round Upper- Best Running
size  number bound probability time
PRESENT 64 5 2720 2720 0.3 s
PRESENT 64 25 2-100 2-110 0.5s
PRESENT-like 128 13 - 289 7.1s
PUFFIN 64 31 2762 2762 0.02 s
ICEBERG 64 16 2-160 2-171.6 238

Figure 2.16: Summary of Results

To conclude, we have presented in this chapter a generic algorithm that computes
an optimal differential or linear trail in an SPN. Running this algorithm may allow
to prove the practical security of the block cipher. In the opposite case of a weak
cipher, the returned trail gives rise to a powerful differential or linear cryptanalysis of
the cipher. Especially optimized for SPN whose diffusion layer is a bit permutation,
we are able to find an optimal differential trail of PRESENT and PUFFIN within one
second. Block cipher designers have then a powerful tool which can be run several
times in order to improve their cipher primitives.

61



CHAPTER 2 — SECURITY EVALUATION OF SPN

62



Chapter 3

One of the first backdoor ciphers was created in 1997 by Rijmen and Preneel [89].
Their S-boxes are constructed to have one high correlation between the zero map-
ping and a sum of certain output bits. The knowledge of this correlation yields
a high potential linear trail which is used to recover a part of the key with linear
cryptanalysis. Such a weakness is generally pointed out by the first line of the S-
boxes’ correlation matrices. Yet, if the output size of the S-boxes is large enough,
their computation is too expensive. Relying on this fact, the authors claimed that
their backdoor is undetectable, even if one knows its global design. Nevertheless,
Wu and al. [I00] disproved this by discovering a way to recover the backdoor. It
is worthwhile to mention that in practice, if a real cipher containing a backdoor is
given, the presence of the backdoor will certainly not be revealed.

More recently in [2], the authors created non-surjective S-boxes embedding a par-
ity check to create a backdoor cipher. The message space is thus divided into cosets
and leads to create an attack on this DES-like cipher in less than 223 operations. The
security of the whole algorithm, particularly against linear and differential crypt-
analysis is not given and the authors admit that their attack is dependent on the
first and last permutation of the cipher. Finally, the non-surjective S-boxes may
lead to detect easily the backdoor by simply calculating the image of each input
vector. This problem is naturally avoided in a Substitution-Permutation Network
in which S-boxes are bijective by definition.

Our approach is mainly a generalization of the ideas presented by Paterson in
[88]. In this article, a DES-like backdoor cipher exploiting a weakness induced by
the round functions is presented. The group generated by the round functions acts
imprimitively on the message space. In other words, the round function preserves
a partition of the message space no matter the round keys used, and hence the
same applies to the full cipher. This partition forms the backdoor. Paterson then
introduced a backdoor cipher composed of 32 rounds and using an 80-bit cipher key.
The backdoor can seriously compromise the cipher security using 232 chosen plain-
texts. Moreover, when combined with a carefully chosen key schedule, the backdoor
enables recovery of the key using 24! operations and a few known plaintexts. Even
if the mathematical material to build the backdoor is given, no general algorithm
details the S-boxes’ construction. As the author acknowledges, the S-boxes of his
backdoor cipher are incomplete: half of the ciphertext bits are independent of half
of the plaintext bits and the security against a differential attack is not as high

63



CHAPTER 3 — PARTITION-BASED BACKDOOR CIPHERS

as one might expect. Moreover, the author wondered whether the partition of the
message space had to be linear, that is to say made up with every coset of a linear
subspace. Caranti and al. [31] answered Paterson’s question by proving that if the
group generated by the round functions is imprimitive, then the partition of the
message space must be linear.

In his thesis [50], Harpes considered backdoor ciphers mapping a partition of
the plaintexts to a partition of the ciphertexts independently of the cipher key
used. As these partitions are not necessarily equal, this family generalizes Pater-
son’s one. These ciphers are called partition-based backdoor ciphers throughout this
thesis. When the input and output partitions are equal, we speak of imprimitive
backdoor ciphers to fit Paterson’s work. More generally, a probabilistic partition-
based backdoor cipher is a cipher which behaves like a partition-based cipher with
high probability. Harpes suggested using such a backdoor with its partitioning
cryptanalysis [52] to recover some bits of the cipher key using known or chosen
plaintext /ciphertext pairs.

Along a similar line to Paterson’s imprimitive ciphers, the group generated by
the round functions has required much attention. This group was first studied by
Coppersmith and Grossman in [38]. Then, Kaliski et al. asked whether the DES is
a group and provided strong evidence that it is not the case [56]. This group was
proved to be the alternating group later in [97]. The next standard block cipher,
namely the AES, was proven to generate also the alternating group in [94, 9§]. Even
if a secure cipher must generate a large group, it has been shown that this condition
is not sufficient in [78]. Indeed, the authors described a very weak block cipher
generating the symmetric group. More recently, Caranti et al. [3I] introduced a
class of block ciphers for which it is easier to prove that the group generated by
the round functions is primitive. To demonstrate the efficiency of their framework,
they applied it to the AES. Their results were then improved in [30) 32, 5, 4] and
can then be used to prove that this group is either the alternating group or the
symmetric group. Finally, we should mention another active area of research about
backdoor ciphers which considers the so-called hidden sum [24], 25, [19]. This family
of backdoor ciphers relies on an alternative vector space structure which can be used
to break the cipher.

The backdoor ciphers covered by this thesis, namely imprimitive and partition-
based ciphers with their probabilistic variants, are introduced formally in the next
section. We also recall several ways to exploit the backdoors of imprimitive ciphers
but these attacks can easily be extended to partition-based backdoors. A cryptanal-
ysis of a probabilistic backdoor cipher will be detailed later in Chapter 5.

The remainder of this chapter focuses only on non-probabilistic partition-based
backdoor substitution-permutation networks. More precisely, we study the structure
of such ciphers when the backdoor holds no matter the round keys used, that is to
say independently of the key schedule. We explore in Section 3.2 how the partition
of the message space evolves through each step of the encryption process and prove
that the study of the whole cipher can be reduced to the study of its substitution
layer. Then, we spend quite a bit of time in Section 3.3 showing that this study can
be restricted further to that of one single S-box. Lastly, our results are summarized
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in Section 3.4 which concludes this chapter. The content of this chapter was first
published in [9] and then developed in [12].

3.1. Partition-Based Backdoor Ciphers

This section introduces every family of backdoor ciphers covered by this thesis.
To detail these backdoors, we may recall some classical results and definitions in
Section 3.1.1. Readers acquainted with basic facts on imprimitive groups may jump
immediately to Section 3.1.2 which presents imprimitive backdoor ciphers. Then
Section 3.1.3 recalls how to take advantage of such a backdoor while Section 3.1.4
deals with its generalizations. To conclude its introduction, other closely related
attacks are given in Section 3.1.5.

3.1.1. Imprimitive Group Actions

The symmetric group on X, denoted by Sym(X), is the set of all permutations of
X together with the operation of composition. Even if it is quite common to define
the composition of two permutations o, 7 in Sym(X) by oco7: 2+~ 7(0o(x)) when
studying permutation groups, we will keep the convention that oo 7(x) = o(7(x))
throughout this and the following chapters. In other words, permutations are still
evaluated from right to left in a composition.

Definition 3.1 . Let G be a group and let X be a set. A
(left) group action is a mapping G x X — X, (g,z) = ¢ -z such that the following
statements hold:

e e-z=x for any x in X, (e denotes the identity element of G);

e g-(h-z)=(gh) -z forall g,hin G and all z in X.
Alternatively, a group action can be defined as a group homomorphism ¢ from G to
the symmetric group Sym(X).

Let us explain the equivalence between these two definitions of a group action.
Let G be a group acting on X. Define the mapping ¢ from G to Sym(X) which
maps an element g of G' to the permutation

Pg: X >X, xmg-x.

Let g be an element of G. It is easily seen that ¢,-1 0 ¢4 = ¢4 0,1 =Idx and hence
¢g4 is a permutation of X, ensuring that ¢ is well-defined. It remains to prove that
¢ is a homomorphism. Let h be an element of G. For any x in X, it holds that

(¢g 0 Pn) () = dg(Pn(x)) = dg(h-) = g-(h-) = (gh) - = = Pgn(x).

Thus, the action of G on X yields a homomorphism ¢ from G to Sym(X).

Conversely, let ¢ be a homomorphism from a group G to the symmetric group
on a set X. Define the mapping - from G x X to X by the rule g-2 = ¢,(z). Let ¢
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and h be two elements of GG. Then, for every x in X, we have

e-x=¢e(xr)=Idx(x) =2 and
g+ (h-2) = dg(on()) = (¢g © O1)(2) = dgn(2) = (gh) - .

This discussion establishes the equivalence between the two definitions.

A permutation group on X is a subgroup of Sym(X). Permutation groups are
closely tied to group actions. Indeed, a permutation group G on X naturally acts
on X by g-x =g(z) for all g in G and all x in X. In this case, the corresponding
homomorphism from G to Sym(X) is simply the inclusion mapping.

Inversely, let G be a group acting on X and let ¢ denote the corresponding
homomorphism. Then, the image ¢(G) is a permutation group on X called the
permutation group induced on X by G. Moreover, if ¢ is one-to-one, G is isomorphic
to ¢(G) and the action of G on X is said to be faithful. In such a case, the notions
of permutation groups and group actions are the same.

Before defining imprimitive group actions, we need to introduce the following
two definitions.

Vs

Definition 3.2 . The action of a group G on a set X is said to be
transitive if for all x; and z5 in X, there exists an element g of G such that g-x; = 5.

N

Definition 3.3 . Let G be a group acting on a set X.
A partition B of X is said to be a G-invariant partition (or a block system of G) if
every element g of G preserves B, that is to say, if B={g-B | B € B} where g-B
denotes the set {g-x | x € B}.

Any group G acting on a set X has at least two G-invariant partitions, namely
B={X} and B ={{z}|x e X}. These partitions are said to be trivial.

Definition 3.4 . Let G be a group acting transitively on X. The
action of G on X is said to be imprimitive if there exists a non-trivial G-invariant
partition of X. Otherwise, the group is said to act primitively.

A permutation group G on X is naturally said to be imprimitive when its induced
action on X is imprimitive. Moreover, it should be noted that any subgroup of an
imprimitive permutation group is also imprimitive.

Lemma 3.5. Let G be a group acting imprimitively on a set X and let B be a
non-trivial G-invariant partition. For all parts By and By in B, there exists g in G
such that g- By = Bs.

Let By and B, be two parts of B. Let x; and x5 be elements of B; and Bs
respectively. As the action of G on X is transitive, there exists an element g of G
such that g-xy = 5. Thus, x5 belongs to both ¢- B; and B,. Note that ¢g- B; is a
part of B because B is G-invariant. It follows that ¢- By = By since these two parts
have a non-empty intersection.
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Any part B of a G-invariant partition B is called a block. Gener-
ally, permutation group books [42, 65, [99] deal with blocks rather than G-invariant
partitions because such partitions are uniquely determined by any of their blocks.
Indeed, Lemma 3.5 implies that B = {g- B | g € G}. Alternatively, a block B of
G can be defined to be a non-empty subset of X such that for every g in G, the
subsets g - B and B are either disjoint or equal. For this reason, it is common to
define an imprimitive group action to be a transitive action which has a non-trivial
block. Finally, note that G-invariant partitions are called block systems in [6], 142} 55],
imprimitive systems in [90] and complete block systems in [88], [99].

Let G be a group acting on X and assume that B is a G-invariant partition.
Denote by B a fixed block in B. Given any block B’, Lemma 3.5 ensures that there
exists an element g of G such that g- B = B’. Denoting by ¢ the homomorphism
associated with the action of G on X, we know that the mapping ¢, : x +— g-z is
a permutation of X. As a consequence, B and B’ have the same cardinality. This
discussion proves the following corollary.

Corollary 3.7. Let G be a group acting imprimitively on a set X and let B
be a non-trivial G-invariant partition. Every part of B have the same cardinality.
Assuming that X is finite, we have the relation #X = #B x #B where B is any
block of B.

In mathematics, we generally ties together different objects which are similar
when considering their structures. These similar objects are then said to be isomor-
phic. Let G and H be two groups acting respectively on X and Y. For these actions
to be isomorphic, the groups G and H must have the same structure, namely being
isomorphic as groups. However, this condition cannot be sufficient since it disre-
gards how the groups G and H act on their respective sets. For instance, the group
Sym({1,2}) acts naturally on {1,2} but can also act trivially on {1,2} by always
fixing every element. These two actions are very different while they have the same
group and set. For this reason, we introduce the following stronger notion.

Definition 3.8 . Let G act on X and let H act on
Y. The action of G on X is permutation isomorphic to H on Y if there exists an
isomorphism ¢ : G - H and a bijection A : X — Y satisfying for every g in G and
every x in X the relation

Mg-x)=p(g) AMz).

The condition that the relation A(g-z) = ¢(g) - A(x) holds for
every x in X is equivalent to saying that the diagram in Figure 3.1 commutes. The
terminology permutation isomorphism is also used in [42, pp. 17] and [6]. However,
the same notion is called a G-space isomorphism in |26 pp. 6], and more simply an
isomorphism in [90, pp. 282].

Assume that the action of G on X is permutation isomorphic to H on Y. Then,
this action is uniquely determined by the other action. Indeed, for any ¢ in G and
any x in X, we have

g-z=X"(p(g) Mx)).
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x—7 . x
A ® A
Y Y
©(9)

Figure 3.1: Diagrammatic representation of a permutation isomorphism (see Defi-
nition 3.8). Note that g denotes the mapping X - X, x — ¢-x and similarly, ¢(g)
denotes Y =Y, y~ ©(g) - y.

Let B be any G-invariant partition. For every h in H, we have

h-A(B) = (7' (h)) - A(B) = A(¢™" (h) - B) = A(B)

Thus, A\(B) is a H-invariant partition. Consequently, if the action of G on X is
imprimitive, then so is the action of H on Y.

3.1.2. Imprimitive Backdoor ciphers

Backdoors based on imprimitive permutation groups were introduced by Paterson
in [88]. We restate here their theoretical framework using our notations. This family
of backdoor ciphers belongs to the class of iterated block ciphers. We may recall
that the encryption process of an iterated block cipher (see Definition 1.4) consists
of the composition of round functions applied to the plaintext with different round
keys. More formally, the message, cipher key and round key spaces are respectively
F2, F5 and F,, where n is the block size, s the cipher key length and [ the round
key length. The round function is a family (F})e of keyed permutations of the
message space F7. Then, the r-round encryption function E associated with the
round keys k01, ... kl"-1] is given by

Eyior  gir-11 = Fyr-1y 0+ 0 Fpop.

In practice, the round keys (kll),., are derived from a cipher key K using a key
schedule. Nevertheless, the key schedule is disregarded by the main framework of
imprimitive backdoor ciphers, which considers only independent round keys. As will
be seen at the end of Chapter 4, a carefully designed key schedule can remarkably
improve the backdoor, but for now it is simpler to ignore this part of the cipher.

By the group generated by the round functions, we mean the subgroup G of
Sym(F?%) defined to be

G =(F, | keFL).

Being a permutation group on FZ, it naturally acts on the message space by the
rule g-x = g(x) for every g in G and x in F}. Even if we will only consider this
group in the remainder of this section, we may introduce two other similar groups to
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stress its relevance. First, let G, be the group generated by the r-round encryption
functions with independent round keys, namely

G, = <Ek[0]7n_’k[r—l] | k[o], ceey k=11 ¢ Fé) .

Then Gipher is defined in the same way as G, except that the round keys are derived
from all possible cipher keys using the cipher’s key schedule. In other words, Geipher
is generated by all the encryption functions of the cipher. In [54, Lemma 1], it has
been proven that Gipher is a subgroup of G, itself being a subgroup of G. As a
consequence, if G is an imprimitive permutation group, then so are G, and Geipher-

An imprimitive backdoor cipher is an iterated block cipher whose permutation
group G generated by its round functions is imprimitive. Naturally, the cipher’s
designer has to be aware of this property, otherwise we should not talk about back-
door. Now, suppose that G is an imprimitive permutation group on Ff. Then,
there exists by definition a non-trivial G-invariant partition B of F3. Corollary 3.7
establishes that the number of blocks in B divides the cardinality of F%, that is 2".
Thus, the partition B contains 2¢ blocks with 1 < d <n and we can write

B: {BO,...,B2d_1}.

Furthermore, each block B; has cardinality 2"~¢. Let g be an element of G. Since
the partition B is G-invariant, the image of any block under ¢ is still a block.
Equivalently, the permutation g of F} induces a permutation g of [0,2¢] which
maps ¢ to the unique index j satisfying g(B;) = B;. Using this notation, a block B;
is mapped to Bg;) by g.

3.1.3. Exploiting the backdoor

There are several ways to take advantage of this backdoor. We begin with the
most basic, but also the one which works for every imprimitive backdoor cipher. As
explained above, Gipher is a subgroup of G, so every encryption function lies in G.
Let K be a cipher key and let g denote its associated encryption function Fx. This
means that when several plaintexts lying in a same block B; are encrypted with g,
their corresponding ciphertexts lie in the same block By;). Such a property can be
used by the following chosen-plaintext attack. For each index 0 < < 2¢, choose a
plaintext p; in B; and request their corresponding ciphertexts ¢;. With those data,
we can recover the induced permutation g. Indeed, the image of any index ¢ under
g is the index of the block containing c;.

Now, assume that we are given a ciphertext ¢ whose corresponding plaintext is
unknown. First, we must find the index j of the block B; containing c. Next, we
know that the plaintext lies in the block Bg-1(;y, that is to say, in a subset of size
27=d_ If we know that p is a meaningful message, our uncertainty on p can be further
restricted by canceling the meaningless messages in Bg-1(;). If d is large, typically
when 5 < d <n, then this cryptanalysis requires a huge amount of chosen plaintexts
but also gives precise information on the plaintext. Similarly, if d is small, this attack
gives little information on the plaintext but only needs a few chosen plaintexts.
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Relying only on this basic cryptanalysis, the cipher designer needs to choose
between quantity of data required and efficiency of its backdoor. However, such a
choice can be avoided if the imprimitive cipher has several non-trivial G-invariant
partitions. Assume that

A:{Ao,...,Agu,l} and BZ{BQ,...,BQb_l}

are two G-invariant partitions. Up to a rearrangement of the blocks, it can be
assumed that 0,, lies in both Ag and By. It is well-known that a non-empty intersec-
tion of two blocks of G is still a block (see for instance [99, Proposition 6.1]). Then,
Ay n By is a block and

AnB={g(AonBy)|geG}={AnB|Aec A BeB}{az}

is a (possibly trivial) G-invariant partition. This result will be generalized later in
Proposition 3.20. Denote by 2¢ the number of elements in the intersection Ay n By.
Then, we know that each block of An B has also cardinality 2¢.

The basic cryptanalysis detailed above can be enhanced as follows. Again, denote
by ¢ the encryption function associated with the unknown cipher key. Using 2¢
chosen plaintexts and their corresponding ciphertexts, recover the permutation g4
induced by g on the partition 4. Similarly, recover the permutation gg induced on
B with 2b other chosen plaintexts. Next, given a ciphertext ¢, find the indices j4
and jp such that c lies in both A;, and B;,. Finally, the plaintext corresponding
to c lies in

A;,nB;, where ia=(g4)"(ja) and ig=(g5) " (jB).
To summarize, this cryptanalysis requires 2¢ + 2b < 2max(a:.)+1 chosen plaintexts and
yields 2¢ possible plaintexts for each ciphertext.

Maybe the most interesting set of parameters for this cryptanalysis are a =b = 5
and d = 0. In this case, the partitions A and B consist of 22 blocks, each of cardinality
25 . The intersection Ay n By contains only 2¢ = 1 element, so the partition A n B
is equal to {{z} | z € F¥}. Once the permutations g4 and gp have been recovered
with 22! chosen plaintexts, the cryptanalyst can decrypt any ciphertexts. In other
words, the cryptanalyst has an alternative decryption algorithm as he does not
recover the cipher key. Using the common vocabulary introduced in [62} [63], this
attack performs a global deduction. Intuitively, the messages in F} are arranged
in a 27 x 22 matrix. Each block A of A represents a row and each block B of B
a column of this matrix. The mappings g4 and gp describe how g permutes the
rows and columns respectively. Given a ciphertext, this attack recovers the row and
the column of the plaintext, and hence the plaintext itself. An example of such a
backdoor cipher is given in [88, Section 3.3].

Finally, let us explain the key schedule dependent attack outlined by Paterson in
his article. Even if this attack can be generalized using several G-invariant partitions,
we consider hereinafter only one G-invariant partition B for simplicity. The main
idea is to design a key schedule such that every induced permutation Ex of B is
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uniquely determined by a part of the cipher key K. Equivalently, we require the
existence of a (non-trivial) partition K = {Iy, ..., I,,-1} of F% such that all the cipher
keys belonging to a same part of K induce the same permutation of B, that is to say

VK, K'eF5, (31eK, Keland K'el)=— (Ex =FEx).

Such a property can be used to carry out a key recovery attack. Let K be an
unknown cipher key. Assume that the cryptanalyst has a few plaintext/ciphertext
pairs (p;,¢;). It is worthwhile to mention that this attack does not require a lot
of data, only two or three pairs could be sufficient. Denote by [z] the block of B
containing the message x in F. Then, proceed as follows.

« For each class I in K, choose a cipher key K in I and test whether the equalities
Ez([pi]) =[] hold for all pairs (p;,c;). Observe that Exz([p;]) = [c:] holds if
and only if Ez(p;) lies in the same block as ¢;. This equivalent statement is
more convenient for a real implementation.

« Then, for each candidate class I, check for every cipher key K in I if Ez(p;) = ¢;
hold for all pairs (p;, c;).

Although this cryptanalysis was sketched by Paterson, no real example was given
in his paper. In [9, Section 6], we introduced a toy imprimitive backdoor cipher
vulnerable to this key schedule cryptanalysis. The cipher key space is divided into
22 classes, each containing 22 keys. When this attack is performed with two plain-
text/ciphertext pairs, the first step requires at most 2 x 23 encryptions. Generally,
only one candidate class has to be tested in the second step, thereby requiring at
most 2x 22 encryptions. Thus, the average-case complexity of this attack is O(2%),
compared with the exhaustive search which requires 2% encryptions. In Section 4.3,
we will detail a toy backdoor cipher combining several G-invariant partitions with
a key schedule dependent cryptanalysis.

3.1.4. Generalizations

Now we turn our attention to generalizations of imprimitive backdoor ciphers pro-
posed by Harpes in his thesis [50]. So far, we have considered backdoor ciphers
preserving a partition B of the message space. More generally, a Partition-Based
Backdoor Cipher is a cipher mapping a partition of the plaintext space to a partition
of the ciphertext space, no matter the cipher key used. An imprimitive cipher is
then a partition-based cipher whose input and output partitions are equal. More
formally, we introduce the following definition.

Vs

Definition 3.10 . An iterated n-bit block
cipher E is called a partition-based backdoor cipher if there exist two partitions A
and B of [F} such that for every cipher key K in % the following relationship holds:

(Ex(A)| Ac A} =B.

Since Ex must be a permutation of F} to allow decryption, it is easily seen that
the partitions A and B necessarily have the same number of parts. Such backdoor
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ciphers are the focus of this and the next chapter. The toy backdoor cipher given
at the end of Chapter 4 will also illustrate this generalization.

Partitioning Cryptanalysis is an attack on iterated block ciphers introduced by
Harpes in [52]. As differential cryptanalysis uses a pair (a,b) of difference patterns,
partitioning cryptanalysis considers a pair of partitions (A, B), where A is a partition
of the plaintexts and B a partition of the set of inputs of the last round. A pair
(A, B) is effective if for almost all cipher keys, the inputs of the last round function
are non-uniformly distributed over the blocks of B when the plaintexts are uniformly
chosen among one fixed block A of A. Then, the attack exploits this non-uniform
behavior to recover information on the last round key, in the same way as linear and
differential cryptanalysis do.

In the light of this attack, we should relax the definition of partition-based back-
door ciphers to include any iterated cipher designed to be vulnerable to partitioning
cryptanalysis. To avoid confusion, we suggest the following definition.

Definition 3.11 .

An r-round iterative block cipher E : F§ x F} — 7 is said to be a probabilistic
partition-based backdoor cipher if there exists a pair (A, B) of partitions of F} sat-
istying the following property: for almost all cipher keys K in % and for each part
A of A, there exists a part B4 i of B such that for every other part B it holds that

Poea( EY ™V (2) € Basg) » Poea(ES ™V (2) € B).

In other words, for almost all cipher keys K in Ff§ and for each part A of A,
the (r - 1)-round encryption function Ex ("1 maps a significant proportion of the
plaintexts lying in A to a part B4 i of B and the remaining plaintexts in A should
be spread over the other parts of B. Again, this property must be intended by the
designer to call it a backdoor. Chapter 5 will be dedicated to BEA-1, our backdoor
cipher inspired by Paterson and Harpes’ work and by the theory developed in this
and the next chapters.

3.1.5. Links With Other Attacks

Before addressing the formal treatment of partition-based backdoor ciphers, we may
digress a little from backdoors and expose a cryptanalysis closely related to our topic.
In [70], Leander et al. developed a new cryptanalysis, called invariant subspace
attack, breaking the PRINTCIPHER [61] for a significant fraction of its keys. Its
efficiency has then been proven on several ciphers [211, [49] [71]. The general idea of
this attack can be outlined as follows. Let F' denote the SP-layer of a Substitution-
Permutation network, that is, the round function without the key addition. Then,
assume that F' maps a coset of a given subspace V' to another coset of V. In other
words, there exist a and b such that F(a+V') =b+V. Here, the addition is made in
F%, and hence corresponds with the XOR operation. The round function associated
with the round key & is then defined by F}, : x = F(z+k). If the round key k belongs
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to the coset a + b+ V, then it holds that
Fr(b+V)=F(b+k+V)=F(a+V)=b+V,

hence the name of invariant subspace. Therefore, if every round key lies in this
particular coset, the affine subspace b+V is preserved by the full encryption process.
Such a property enables a very efficient distinguisher. As additional results, they
also showed that the invariant subspace attack

« implies a truncated differential attack to be possible (the probability of the
truncated differential characteristic is however highly key-dependent);

» implies the existence of strongly biased linear approximations for weak keys
(independently of the number of rounds).

This attack was generalized in 2015 by Leander, Minaud and Regnjom [7I]. They
proposed a generic algorithm that is able to detect invariant subspaces. Indeed,
their initial invariant subspaces on PRINTCIPHER were found empirically.

Following the idea of the invariant subspace attack, Grassi et al. [47, [48] intro-
duced the subspace trail cryptanalysis. Given r + 1 subspaces VIO ... VI it is
assumed that the image of any coset of VIl under the SP-network is included in a
coset of VUitll. That is to say, for each al’l, there exists ali*!l such the following
inclusion holds

P(ali) 4 V1) € gliv1] 4 ]

In this case, it is easy to see the all the round functions F}, inherit such a property.
The family of subspaces (V[1),, is said to be a subspace trail. Naturally, the
dimension of VIl must be less than or equal to the dimension of V[#*1]. In contrast
to the invariant subspace attack, Grassi et al. relaxed the assumption that the coset
has to be invariant. Here, the considered subset becomes the coset of possibly
different increasingly dimensional subspaces throughout the encryption. However,
the authors also required this property to hold for each coset of V'[9 instead of one.
Therefore, this cryptanalysis is not a generalization, but a variation of the invariant
subspace attack. As will become clear in the next section, the family of backdoors
covered in this thesis is closely related to constant-dimensional subspace trails.

3.2. Substitution-Permutation Networks and Partitions

This section aims at studying an SPN which maps a partition of the plaintexts to a
partition of the ciphertexts. When the cipher key K is fixed, the encryption function
E is just a permutation of the message space. Therefore, any partition A of the
plaintexts is mapped to the partition Ex(A) of the ciphertexts. Nonetheless, to
exploit the backdoor, the designer needs to know the pair of partitions (A, Fx(A)).
The problem is that the output partition Fx(A) depends a priori on the cipher key
K, which is unknown to the attacker. The simplest way to solve this problem is to
require that the partitions Fx(A) are independent of the cipher keys K. In other
words, we want all the partitions Fx(A) to be equal to a fixed partition 5.
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As with differential and linear cryptanalysis, taking account of the exact effect
of the key schedule seems to be a challenging problem. Therefore, the key schedule
will deliberately be omitted throughout this chapter. This amounts to consider an
SPN mapping a partition A to a fixed partition B, independently of the round keys
used. In the following subsection, we introduce some definitions and preliminary
results.

3.2.1. Linear Partitions

Since we are concerned with ciphers which associate a partition of the ciphertext
space to another partition of the plaintext space, let us introduce the following
definition.

Definition 3.12. Let f be a permutation of E and A, B be two partitions of E.
Let f(A) denote the set {f(A)| A e A}. We say that f maps A to B if f(A) = B.
If A= DB, we says that f preserves the partition A.

The two partitions {{z} | x € E} and {E} are called the trivial partitions of E.
Observe that, for any permutation f of F,

f({Hay[weEY) = {a}[ze B} and f({E})={E}.

That is, every permutation preserves the two trivial partitions. Moreover it should
be highlighted that if f maps A to B and if A is non-trivial, then so is B.

Let F denote the set [0, 8] and consider the two partitions A, B of £
defined to be A = {{0,1,4},{2,6},{3,7},{5}} and B = {{0,2,7},{1},{3,5},{4,6}}.
Let f be the permutation of F defined as follows:

0—»7, 1-»0, 23, 36, 42, 51, 6+~5, 7T—4.
By definition,

f(A) ={f(A)[Aec A} ={f({0,1,4}), f({2,6}), F({3,7}), F({5})}
:{ {77072} ) {375} ) {674} ) {1} }

The equality f(A) = B holds, and thus f maps the partition A to B.

Lemma 3.14. Let f be a permutation of £ and A, B be two partitions of E. If
for any part A of A, f(A) is a part of B, then f maps A to B.

Suppose that for all Ain A, f(A) lies in B. By hypothesis, f(.A) is included
in B. It remains to show that B is a subset of f(A). Let B be a part of B and
let y be an element of B. Since f is onto, there exists x in E such that f(z) = y.
Furthermore, there exists a unique part A of A which contains = as A is a partition
de E. Then, y belongs to f(A) and B. Observe that f(A) and B are two non-
disjoint parts of B. Consequently, f(A) = B and B belongs to f(.A). The result
follows.
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.0 .1 .2 .3 .4 5 6 .7 .8 .9 .A .B .C .D .E .F

£() 0. 1E 08 04 13 OF 18 14 10 19 15 OE OD 03 1C 07 17
B 1. 12 11 0B 1B 09 05 1F 00 OA 01 02 1A 06 OC 1D 16

Figure 3.2: The permutation f of Example 3.17.

In this chapter, we will consider a special kind of partitions which is composed
of all the cosets of a linear subspace. Such partitions have already been introduced
by Harpes [50, Definition 4.4] and are recalled below.

Definition 3.15 . Let A be a partition of F§. Let V' denote its
part containing 0,,. The partition A is said to be linear if V is a subspace of I} and
if every part of A is a coset of V in 4, in other words, if

A={zx+V |z eF3}=Fy/V.

We denote by L£(V') such a partition.

It turns out that the linear partitions associated with the two trivial
subspaces of F%, that is {0,,} and F%, correspond with the two trivial partitions of
F%. Moreover, if V' is a non-trivial subspace of F%, then the linear partition £(V') is
also non-trivial.

Consider the subspaces V and W of F defined to be

V =span(07,14) = {00,07,14,1D} and W =span(OE, 12) = {00, 0E, 12, 1C}.

Since both V' and W are 2-dimensional subspaces of I3, the quotient spaces £(V') =
F5/V and L(W) = F5/W are 3-dimensional. In other words, the two linear partitions
L(V) and L(W) have 23 = 8 parts. It can be verified that

L(V)={V,01+V,02+ V,03+ V,08+ V,09+ V,0A+ V,0B+ V},
L(W) = {W,01+W,02+W,03+W,04+W,05+W,06+W,07 + W} .

For instance, the part 0B + V' of the linear partition £(V') is the coset of V with
respect to 0B. Explicitly, it is equal to

OB+ V ={0B+00,0B+07,0B+1A,0B+ 1D} = {0B,0C, 11,16} .

Now, consider the permutation f of F5 given in Figure 3.2. The image of 0B+ V
under f is
F(0B+V) = f({0B,0C, 11,16}) = {0D, 03, 11, 1F}
= {03+ OE, 03 + 00,03 + 12,03 + 1F} = 03 + W .
Observe that f(0B+V) is a coset of W so a part of £L(W). The images of all cosets

of V under f are displayed in Figure 3.3. Since any of them is a part of L(W), the
permutation f maps L(V') to L(WW). It is worthwhile to observe that a permutation
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oco+V o1+V 02+V 03+V  08+V  09+V  0A+V  OB+V
00 07 1A 1D 01 06 1B 1C 02 05 18 1F 03 04 19 1IE 08 OF 12 15 09 OE 13 14 0A OD 10 17 OB 0C 11 16

5 o Lk KL AR 2 R A

02 0C 10 1E 06 08 14 1A 04 OA 16 18 01 OF 13 1D 05 OB 17 19 07 09 15 1B 00 OE 12 1C 03 OD 11 1F
02+W o06+W 04+W O01+W O05+W 07+W 00+W 03+W

Figure 3.3: The permutation f mapping £(V) to L(W) where V = span(07,1A)
and W = span(0E, 12).

mapping a linear partition to another one does not need to be itself linear or even
affine. Indeed, f is certainly not linear as f(00) = 1E # 00. By contradiction, suppose
that f is an affine transformation. Then, there exist a linear mapping L : F — 3
and an element ¢ of F5 such that f(x) = L(z) + ¢ holds for all z in F3. Therefore,

f@)+fy)+f(z)=L(z)+c+L(y)+c+ L(z)+c=L(z+y+z)+c=f(zx+y+2)
for all z, y and z in F5. Observe that
f(00) + f(01) + f(02) =1E+08+04=12 <+ 13=f(00+01+02).

Thus, f is not an affine transformation.

Lemma 3.18. Let V, W be two subspaces of [} and f be a permutation of F}
which maps £(V') to L(W). For any x in F}, f maps x+V to f(z)+W.

Let = be an element of F}. By hypothesis, there exists y in F} such that
f(x+V)=y+W. Observe that x lies in z + V, so f(z) lies in both y + W and
f(x)+W. Since y+W and f(z)+W are two non-disjoint parts of L(W), they must
be equal. Thus, f(z+V) = f(x)+W.

In Example 3.17, we have seen that f(0OB+ V) =03+ W. Since f
maps L(V') to L(WW), the previous lemma states that f(0B+V) = f(0B)+W = 0D+W.
There is however no contradiction here because 0D belongs to 03+ W. Consequently,
the cosets 03+ W and 0D + W are equal.

The following two propositions are interesting properties of linear partitions
which will be used in the rest of this chapter.

Proposition 3.20. Let Vi, V,, Wi, W, be four subspaces of F} and f be a per-
mutation of F} which maps £(V}) to £L(W;) and L£(V2) to L(W3). Then f maps
LV1nVy) to LW nWs).

Let x+ (VinV3) be a part L(V3nV,). Observe that z+ (VinVs) = (x+Vi)n
(z+V3). Now,

fla+(VinVa)) = f((z+Vi)n(z+V3)) = f(z+Vi)n f(z+V3)

as f is one-to-one. Then, Lemma 3.18 ensures that f(x + V}) = f(z) + W; and
flx+ V) = f(z) + Ws. Next,

fle+(VinVa)) = (f(z) + Wi) 0 (f(z) + W2) = f(x) + (WinW3).
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This show that the image of any part of £L(V;nV3) under f lies in L(W;nW;). The
result is then a consequence of Lemma 3.14.

Proposition 3.21. Let V, W be two subspaces of I} and f be a permutation of
F? which maps £(V') to L(W). There exists an automorphism L of FJ such that
L(V) =W. In particular, V and W are isomorphic.

By definition, f(V') belongs to £(W). Thus, there exists an element x
of F% such that f(V) = z + W. Consequently, V' and W have the same finite
cardinality. Hence, V' and W have the same dimension denoted by d. Let (v;)o<i<a
and (w; )o<i<qa be two bases of V' and W respectively. According to the incomplete
basis theorem, there exist two families (v;)4<i<n and (w;)g<i<n such that By = (v;)o<icn
et By = (w;)o<icn are two bases of F4. Denoting by L the linear mapping which
maps v; to w; for all 0 <4 <n, we get an automorphism of F}} satisfying the equality

L(V)=W.

Consider again the permutation f of Fj defined as in Figure 3.9.
As seen in the previous example, the permutation maps the linear partition £(V")
to L(W). Then, Proposition 3.21 ensures that there exists a linear permutation
L of F5 such that L(V) = W. Following its proof, consider the bases (07,1A) and
(OE,12) of V and W respectively and complete them into the following bases of F3

BV = (Ui)i<5 = (07, 1A, 01, 02, 08) and BW = (wi)i<5 = (OE, 12, 01, 027 04) .

Then, the mapping L can be defined by the rule L(v;) = w; for each ¢ < 5. This
linear transformation will be used in the next chapter.

3.2.2. The Key Addition and Diffusion Layer

Before tackling the full SPN, we look at its basic operations and primitives. Recall
that the round function is made up of a key addition, a substitution layer and a
diffusion layer. The attacker knows the specifications of the substitution and diffu-
sion layers but he does not know the round key used in the key addition. Therefore,
the key addition should not be considered as one operation but rather as a family
of permutations. To get back to the subject at hand, we must first determine the
partitions A which are mapped to a unique partition under the action of all round
keys.

The next proposition explains the fundamental property of linear partitions ac-
cording to the key addition. This result was introduced by Harpes in [50, Lemma
4.3] and [52, Theorem 4]. Later, Caranti et al. gave a similar result expressed for
imprimitive groups in [31I]. For convenience, we restate and prove this result with
our own notations.

Proposition 3.23. Let n be a positive integer. Let A and B be two partitions
of F7. For each k in [}, let o) denote the permutation of 7 defined by the rule
ag(x) = x + k. Then, the permutation «j maps A to B for any k in F} if and only if
A =B and A is a linear partition.
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Firstly, suppose that ay(A) = B for any k in F}. Especially, choosing k =0,
gives ay, (A) = B, and thus A = B since «, is the identity mapping. Let V' denote
the part of A containing 0,,. It is sufficient to show that V' is a subgroup of F}
because any subgroup of F7 is also a Fy-linear subspace of ;. Let v; and vs be two
elements of V. Since a,(0,) = vy, the intersection a,, (V) nV is non-empty. We
know that «,, maps A to A, so a,, (V) lies in A. Thus, a,, (V) =V since A is a
partition. It follows that «,, (v2) = vy +v9 is an element of V. Therefore, the subset
V of F} is closed under the operation of addition and because every element of F% is
its own inverse, V' is a subgroup of F. Furthermore, for any = in F%, a, (V) =2+ V
must be a part of A. Thus, A is linear.

Conversely, suppose that the partition A is linear and that A = B. Let V' denote
the part of A containing 0,, and let x be an element of F. Then,

ap(A) =, ({y+V|yeFy})={(z+y)+V[yeFy} = A.

The result is proven.

Even if this result was easily obtained, it has maybe the most important impact
on our study. Due to this result and its generalization given later in the next
section, only linear partitions will be considered. By definition, the linear partitions
are quotient spaces, and hence highly structured algebraic objects. Consequently,
the apparent combinatorial aspect of our study is reduced to an algebraic problem.
This result is indeed quite restrictive since the linear partitions account for a small
proportion of all partitions.

Let n and k£ be non-negative integers and ¢ be a prime power.
The g-binomial (or Gaussian) coefficient is defined to be

d —i+1
n B H 1 _ q’l’L 3

[d]q i1 l-q¢'
It can be proved that this coefficient counts the number of d-dimensional subspaces

of an n-dimensional vector space over the finite field F, [46]. Therefore, the number
of subspaces of F3 is given by

53] . 1-92% (1-2)(1-22) (1-2%)(1-22)(1-21)
C;)ldL'1+1—2+(1—2)(1—22)+(1—2)(1-22)(1—23)
=1+7+7+1=16.

Since a linear partition of F3 is uniquely determined by a subspace of F3, there
are exactly 16 linear partitions. All these partitions are represented graphically
at the top of Figure 3.4. For instance, the linear partition associated with the
subspace span(2,4) = {0,2,4,6} is L(span(2,4)) = {{0,2,4,6},{1,3,5,7}}. The
On-line Encyclopedia of Integer Sequences (OEIS [93]) includes almost all known
integer sequences. The 2-binomial coefficients are given in the sequence A022166
and their sums are given in A0O06116.

Proposition 3.23 states that, among the set of all the partitions of %, only the
linear ones yield a unique output partition for every key. The Bell number B,,
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Every linear partitions over F3

£({0}) £(span(1)) £(span(2)) £(span(3))
2 1 2 1 2 1 2 1
3 0 3 0 3 0 3 0
4 7 4 7 4 4 4 7
5 6 5 6 5 6 5 6
L(span(4)) L(span(5)) L(span(6)) L(span(7))
2 1 2 1 2 1 2 1
3 0 3 0 3 0 3 0
4 7 4 7 4 7 4 7
5 6 5 6 5 6 5 6
L(span(1,2)) L(span(1,4)) L(span(1,6)) L(span(2,4))
2 1 2 1 2 1 2 1
3 0 3 0 3 0 3 0
4 7 4 7 4 7 4 7
5 6 5 6 5 6 5 6
L(span(2,5)) L(span(3,4)) L(span(3,5)) L(F3)
2 1 2 1 2 1 2 1
3 0 3 0 3 0 3 0
4 7 4 7 4 7 4 7
5 6 5 6 5 6 5 6

(0776} a/q (0%) 3

2, L 21 2 1 21
35 70 3 0 3.5 0 30
2 G —
42, C7 a7 4T 4 7
5 6 5 6 5 6 56

Qg g g a7

2 1 2 1 2 1
3 0 3 0 3 0 %
4 7 4 7 4 7 4
5 6 5 6 5 6

Figure 3.4: All linear partitions and key additions in F3.

~N<—>O
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2, (} 2 ma 2 1 21
4~ G7 4 7 4 7 1 X ¥,
O Q N g 1 »
5 6 5 6 5 6 5«6
(67 (073 Qg (0%4
2 1 2 1 2 1 2
3 0 3 0 3 0 :f (i)
4 7 4 7 4 7 4 7
5 6 5 6 5 6 5

Figure 3.5: The key additions preserving the partition £(span(6)).

counts the number of partitions of a set of size m (see sequence A000110). Thus,
the number of partitions of F} is Ban. For n = 3, there are By = 4140 partitions
in all. Hence, the linear partitions represent a fraction of 16/Bg ~ 2780, This ratio
falls greatly as n increase. In fact, for n = 4, only 67/Big ~ 27272 are linear and for
n =5, this ratio becomes 374/ Bsy ~ 27782, This underlines how Proposition 3.23 is
restrictive.

All the key additions are given at the bottom of Figure 3.4. The reverse impli-
cation of Proposition 3.23 states that any linear partition is preserved by all the key
additions. For instance,

az(L(span(6)) = {f({0.6}), f({1,7}), f({2,4}), f({3,5})}
={ {24}, {35}, {06}, {1,7} }=L(span(6)).

Thus, the permutation a, preserves L(span(6)). Figure 3.5 illustrates graphically
that this linear partition is preserved by all the key additions. It is then not hard
to check that the same holds for every linear partition given in Figure 3.4.

Now that we know linear partitions are of major importance, we focus on how
the diffusion layer deals with these partitions.

Proposition 3.25. Let n be a positive integer. Let L be an automorphism of Fy
and V' a subspace of F%. Then, L(L(V)) = L(L(V)). In particular, L maps a linear
partition to another one.

Since L is an automorphism, we have

LILV))=L({z+V |zeFy})={L(x+V)|zeF}}
={L(x)+L(V) |z eFy}={a"+ L(V) | 2’ e F} }.

Moreover, L(V') is a subspace of F% because L is a linear mapping. Consequently,

L(L(V)) = L(L(V)).
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If V and W are two subspaces of [}, it is straightforward to design a linear
permutation L of F? mapping £(V') to L(W). Indeed, Proposition 3.25 establishes
that L maps £(V') to L(W) if and only if L(V') = W. In other words, we only need
to consider the image of V' and not the whole linear partition £(V').

3.2.3. From the Encryption Function to the Sulbstitution Layer

Along with the two results of the previous section, we can now address our main
issue. For the rest of this chapter, we consider a generic SPN whose parameters are
defined as follows.

Let m, n and r be positive integers.
Let Sy, ..., Sn_1 be n-bit S-boxes.

o The addition of the round key £ is denoted by oy, : F3"™ - F™, o=z + k.

o The substitution layer is denoted by ¢ and maps (x;)o<i<m t0 (Si(%;))o<icm.-

o The diffusion layer is a linear permutation denoted by 7 : F5™ — F™.
The round function F} associated with the round key k is defined to be F}, = moay,.
The encryption function associated with the round keys K = (k[O,...  k[]) in
(Fom)r+1 is defined to be

EK = Oék[r}Fk[r—l] c. Fk[o] .

We can now prove the following result.

Theorem 3.26. Let A and B be two partitions of F4™. Suppose for any (r +1)-
tuples of round keys K = (kl° ... kl']) in (F3™)"+! that the encryption function
Ex maps A to B. Define Al = A and for all 1 <7 <r, Al = (7wo)i(A). Then,

° A[T] = B7

o for any 0 <i <r and for any kld in Fy™, F 0 (Ald) = AU+,

o for any 0 <i<r, Al is a linear partition.

Observe that for the round key k = 0,,,,,, the key addition «ay,, is the identity
mapping on F3™ and thus Fy,,, = moqy,,, =7o. Now, choosing K = (k[0 ... k[) =
(Onms -+ -5 O ) gives

B= EK(A[O]) = ak[r]Fk[r—l] .. .Fk[o](A[O]) = aonm(Fonm)T(A[O])
= (mo)" (A0 = Al

Let 0 <i<r be an integer. Let k'] be any element of Fy™. Define kU1 = 0,,,, for all
0 < j <7 such that j #4. By hypothesis, the equality apm Fp-1 .. . Fypo (A0)) = Al
holds. Thus,

Fk[i] PN Fk[o] (A[O]) = (ak[r] Fk[r—l] e Fk[ﬂl])_l(A[r]) .
On one hand,

Fyi o Fo) (A = Fyg (Fyicy « - Fiyo)) (A1) = Fya (F,,, ) (A0
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On the other hand,
(1 Fytony - Fyroony) ™ (A) = (a0, (F,,, )~ 0) (ALY
— ((WU)T_(i+1))_1(A[T]) — A[Hl].

Therefore, Fy(All) = A+ or equivalently oy (Al) = (o)1 (Al+1]). Since
this equality holds for every klil, Proposition 3.23 states that the partition Al is
linear.

It remains to show that A"l is linear as the previous argument holds only for
i <. Let k"] be an element of F3™. Define k] =0, for each 0 <i <r. Then,

.A[T] = Og[r] Fk[r—l] R Fk[o] (A[O]) = O[] (Fonm)r(./l[o]) = O [r] (.A[T]) .
Again, Proposition 3.23 implies that A["] is linear and the result is proven.

This theorem can be restated in the following way. Firstly, the input partition
A and the output partition B must be linear. This result generalizes Proposition
3.23 in the sense that it applies to the full cipher and not only to the key addition.
As was pointed in Example 3.24, linear partitions are very specific partitions. This
means that our combinatorial hypothesis implies to consider only algebraic objects.

Secondly, we have only supposed that the encryption function maps A to B
after r rounds. Nevertheless, Theorem 3.26 ensures that each iteration of the round
function also maps a fixed linear partition to another one. As a consequence, the
study of the full cipher is reduced to the study of the round function. Additionally,
this result can be strengthened as follows.

Corollary 3.27. Keep the notations of Theorem 3.26. For all 0 < ¢ <, let V[
denote the part of Al containing 0. According to Theorem 3.26, Al = £(V1i).
Let 0 <7 <r be an integer. Then,

a(L(VI)) = L(w).

where W denotes the subspace 7=1(V[##1]). In particular, the substitution layer
must at least map one linear partition to another one.

By definition, wo (A1) = Al+1] or, equivalently, o (A1) = 7=1(Al+1]). This
equality can be restated as

o(L(VI) = (L(vi)).

As 7 is an automorphism of Fj™, then so n~! is. Next, Proposition 3.25 ensures
that 7= 1(L(VE+1)) = L(7~1(VE+1)). The result follows.

A diagrammatic representation of Theorem 3.26 and Corollary 3.27 is given
in Figure 3.6. This highlights that the input partition is always transformed in
the same way through each basic operation of the encryption process. The results
obtained so far can be summarized as follows: if an SPN maps a partition A of the
plaintext space to a partition B of the ciphertext space no matter the round keys
used, then the substitution layer has to map at least one linear partition to another
one. This shows that our study can be reduced to the substitution layer without
loss of generality.
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Assumption Theorem 3.26 Corollary 3.27
A AlO] L(V'Io])
® kO]
ﬁ(V[O])
L(W[O])
T
Alll ﬁ(v[l])
Ex A1) £(VEy
@ klr-1]
L(VIr-11)
Firr o
E(W[r—l])
T
Alr] L(VI])
® kLl ® k]
B Alr] LV

Figure 3.6: Results of Section 3.2.3.
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.0 .1 .2 .3 .4 5 .6 .7 .8 .9 .A .B .C .D .E .F

So() 0. 1F 19 03 05 1D 1B 01 O7 14 12 1C 1A 16 10 1E 18
03 1. OE 08 09 OF OC OA OB OD 04 02 17 11 06 00 15 13
Sy (1) 0. 02 19 11 14 1B OE OC 07 15 OA 01 00 OD 1C 1D 12
e 1. 06 1E 10 16 05 13 17 1F 18 04 09 OB 1A 08 OF 03
Sy (1) 0. 1E 08 04 13 OF 18 14 10 19 156 OE OD 03 1C 07 17
2 1. 12 11 OB 1B 09 05 1F 00 OA 01 02 1A 06 OC 1D 16
Sy (1) 0. 03 OA 10 1A 15 04 1C OE 12 18 02 OB 06 14 0OC 1D
B 1. 1B 09 11 00 OF 05 1F 16 08 19 01 13 1E 17 OD 07

Figure 3.7: Specification of the S-boxes used throughout Section 3.3.

3.3. Structure of the Substitution Layer

[ In the remainder of this chapter, V' and W will denote two subspaces of (F3)™. ]

As explained in the previous section, it remains to understand how the substitution
layer can map the linear partition £(V') to L(W). This problem is far more complex
for the substitution layer than it was for the diffusion layer. The reasons for this
are twofold. First, the substitution layer is non-linear. It is even the only part of
the SPN which is not affine. As a consequence, to map the linear partition £(V')
to L(W), we have to consider all the parts of both partitions and not only the
subspaces V' and W, as was the case for the diffusion layer (see Proposition 3.25).

Secondly, the substitution layer should not be considered as a whole, but as the
parallel application of its S-boxes. Therefore our problem becomes the following.
Given two subspaces V and W, what are the necessary and/or sufficient conditions
on the S-boxes for the substitution layer to map L£(V') to L(WV).

Before going any further, let us introduce an example that we will continue
throughout this section.

Consider the substitution layer made up of the four 5-bit S-boxes
So, S1, So and S3 described in Figure 3.7. Its parameters are then m =4 and n = 5.
Observe that the S-box Sy was previously studied in Example 3.17. Define the two
families &y = (v;)o<icr and Ey = (w;)o<icr of elements of (F5)* as follows:

vo = (10,00,00,17), w3 = (02,00,00,1C),  wp = (10,00,00,15), ws = (02,00,00,08),
vy = (08,00,00,17), vy =(01,00,00,1C),  w; = (08,00,00,1D), w4 = (01,00,00,00),
vy = (04,00,00,0B), w5 =(00,00,1A,00),  wy = (04,00,00,15), ws = (00,00,12,00),

v6 = (00,00,07,00). wg = (00,00, 0E,00) .

Finally, define V' and W to be the subspaces spanned by &£, and &£y respectively.
Note that the family &£y is linearly independent because it is echelonized. Hence, &
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is a basis of V. The same applies for &y and W. As a consequence, V and W are
both 7-dimensional subspaces of (F3).

We claim that the substitution layer o maps £(V') to £L(WW). Naturally, we will
not verify this statement by hand because it requires to check for each of the 213
cosets of V' that the 27 images of its elements under o lies in the same coset of W.
However, the reader who is reluctant to accept this claim is encouraged to check it
with a computer.

3.3.1. Truncating the substitution layer

To understand how the substitution layer can maps L(V') to L(W), we will adopt
a divide and conquer strategy. That is to say, we want to break down this problem
into several independent sub-problems, each involving less S-boxes than the full sub-
stitution layer. The first idea is to truncate the substitution layer and the subspaces
V and W to get a local view of what happens on some S-boxes.

Definition 3.29 . Let E be any non-
empty subset of [0, m[ and define the following mappings
Ty : (F3)"™ — (F3)" o+ (F3)F — (F3)”
(Zi)o<icm — (Ti)icE (2:)iee — (Si(T:) )icE -

If F has cardinality p, then we identify (F%)¥ with (F3)?.

The mapping Tg allows to shorten a vector of (F5)™ to keep only the coordinates
whose indices belongs to E. The application o is a substitution layer truncated to
the S-boxes whose indices lie in E.

Note that Tg is a linear mapping. Observe that ofgy,[ is the
substitution layer of the SPN. Moreover, the truncated substitution layer oy; and
the S-box S; are equal for all 0 <i <m.

Proposition 3.31 . Suppose that ¢ maps L(V')
to L(W). Let E be a non-empty subset of [0, m[. Then, the permutation o maps
L(Te(V)) to L(Tp(W)).

Let = (2;)ier be an element of (F%)E. Let y be the element of (F5)™
defined by the rule y; = z; if i belongs to E and y; = 0,, otherwise. Thus, Tg(y) = x.
By hypothesis, o maps L(V') to L(WW). Hence, Lemma 3.18 implies that, o(y+V") =
o(y) + W. Next,
To(o(y+ V) = To(o()) + To(W)

since Tg is a linear mapping. Furthermore,

Te(o(y+V))=Teoc({y+v|veV})={Tgo(y+v)|veV}
={oe(Te(y+v)) [veV}=0r({Tp(y+v) |veV})
=op({Te(y) + Te(v) v e V}) =op(Te(y) + Te(V)).
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(07, 03) + T{O’3}(V) —> (077 1A) + T{0’3}(W) (07, 03) + T{0,3}(V) — (07, 1A) + T{O,3}(W)

(07,03) + (00,00) +—— (07,1A) + (00,00) (07,03) + (10,17) +— (07,1A) + (OA,15)
(07,03) + (01,1C) +—— (07,1A) + (06,1D) (07,03) + (11,0B) +— (07,1A)+ (0OC,08)
(07,03) + (02,1C) ~— (07,1A)+ (1C,1D) (07,03) + (12,0B) +~— (07,1A)+ (0OD,08)
(07,03) + (03,00) +—— (07,1A) + (14,00) (07,03) + (13,17) +— (07,1A) + (OB, 15)
(07,03) + (04,0B) +—— (07,1A) + (02,08) (07,03) + (14,1C) +— (07,1A) + (08,1D)
(07,03) + (05,17) +—— (07,1A) + (04,15) (07,03) + (15,00) +—— (07,14)+ (OE,00)
(07,03) + (06,17) +—— (07,1A) + (1E,15) (07,03) + (16,00) +—— (07,1A)+ (OF,00)
(07,03) + (07,0B) +—— (07,1A) + (18,08) (07,03) + (17,1C) +—— (07,14) + (09,1D)
(07,03) + (08,17) +—— (07,1A) + (1F,15) (07,03) + (18,00) +—— (07,1A)+ (14,00)
(07,03) + (09,0B) +~— (07,1A) + (19,08) (07,03) + (19,1C) +— (07,1A) + (12,1D)

(07,03) + (0A,0B) — (07,1A) + (17,08) (07,03) + (1A,1C) ~— (07,1A) + (07,1D)
(07,03) + (0B,17) ~— (07,1A) + (11,15) (07,03)+ (1B,00) ~— (07,1A) + (01,00)
(07,03) + (0C,1C) ~— (07,1A) + (1D,1D) (07,03) + (1C,0B) +~— (07,1A) + (16,08)
(07,03) + (0D,00) — (07,1A)+ (1B,00) (07,03)+ (1D,17) ~— (07,14) + (10,15)
(07,03) + (OE,00) — (07,1A)+ (15,00) (07,03)+ (1E,17) ~— (07,14) + (05,15)
(07,03) + (OF,1C) ~— (07,1A) + (13,1D) (07,03) + (1F,0B) ~— (07,14) + (03,08)

Figure 3.8: 003y mapping a coset of Ty 4,(V') to a coset of Tygzy(W).

Therefore, og(x + Tg(V)) = Te(o(y)) + Te(W). In other words, the image of any
part of £L(Tg(V')) under o lies in £L(Tg(W)). The result is a consequence of Lemma
3.14.

By choosing E = {0,3}, the previous proposition ensures that the
truncated substitution layer o3y maps L(Tyo33(V)) to L(Tyo3(WW)). First, it is
easy to see that

Tro.3 (V') = span((10,17), (08,17), (04, 0B), (02, 1C), (01, 1C)),
Tro.3 (W) = span((10, 15), (08, 1D), (04, 15), (02, 08), (01,00)).

Again, we will not explicitly check that o3y maps L(Tio3(V)) to L(Tio,3(W))
but limit ourselves to prove that the coset (07,03) + Tyo3;(V') is mapped to one
coset of Tyo 33 (W). Its image can be found using Lemma 3.18 as follow

070,31 ((07,03) + Tyo.3,(V)) = 00,33 ((07,03)) + Tyo,5, (W)
= (07, 1A) + T{O’g}(W) .

The images of every element of this coset are given in Figure 3.8. For instance,

0.3 ((07,03) + (01, 1C)) = 07493, (06, 1F) = (Sp(06), S3(1F)) = (01,07)
= (07,1A) + (06, 1D)..

This explains the second image.

Choosing E = {i} in Proposition 3.31 gives that the S-box S; maps L(T;;(V))
to L(Ty;(W)). As this result holds for each index ¢ in [0,m[, we deduce that

a(L(V))=L(W) = Vie[0,m], Si(L(T(V))) =L(Ti(W)).  (3.1)
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oo+V’ o1t+V" 02+V’ 03+V' 04+V' 05+V’ 06+V' 07+ V’
00 0B 17 1C 01 OA 16 1D 02 09 15 1E 03 08 14 1IF 04 OF 13 18 05 OE 12 19 06 OD 11 1A 07 0C 10 1B

AL 288 S 2R L K 6

03 0B 16 1E 02 OA 17 1F 05 0D 10 18 07 OF 12 1A 00 08 15 1D 04 0C 11 19 01 09 14 1C 06 OE 13 1B
03+W" 02+W’ o5+W’'" Oo7+W’' 00+W’' 04+W' 01+W' 06+W’'

Figure 3.9: The S-box S5 mapping L£(V’) to L(W') where V' = span(0B,17) and
W’ = span(08, 15).

However, the equivalence does not hold in general. Hence, this only gives a necessary
condition on each S-box. In other words, this means that we can lose information
when considering each S-box independently. The next example stresses this fact.

In our example, the truncated subspaces Tg;y (V') and Ty (W)
are the following:

Tiop (V) =F3, Ty (V') = {00}, Tppy(V') = span(07,14), T3y (V') = span(0B, 17),
T{o}(W) = Fg s T{l}(W) = {OO} s T{Q}(W) = span(OB, 17) s T{g}(W) = span(08, 15) .
First, observe that the truncated subspaces for Sy and S; are trivial. Hence, the
associated linear partitions are also trivial and no information on Sy or S; can be

drawn from (3.1). Yet, the last two truncated subspaces are non-trivial and (3.1)
gives the following equalities:

Sa(L(span(07,14))) = L(span(0B,17)),
S3(L(span(0B,17))) = L(span(08,15)).

The first property has already been highlighted in Example 3.17 and in Figure 3.3.
The second one is represented in Figure 3.9.

Let us now show that the converse of Implication 3.1 does not hold in general.
Consider the substitution layer ¢’ made up of the four S-boxes Sj, S7, S5 and 55
where

S(I):Sla S{:‘gla Sé:S2> Si,%:SS'

Thus, this new substitution layer differs from o by only one S-box. Recall that
the linear partition associated with Tyoy (V) = Ty, (W) is trivial. Therefore, Sj
necessarily preserves this partition. As the other S-boxes remain the same, the right
side of 3.1 still holds for ¢/, that is

Vie [0,4], S;(L(Ti3(V))) = L(T(W)) .

However, we will prove that ¢’ does not map £(V') to L(W). Suppose by contra-
diction that it does. Then Proposition 3.31 ensures that o7, ;, maps L(Tr05(V))
to L(Tio51(1V)). By Lemma 3.18,
0105 ((07,03) + Ty 33 (V) = 0 4 (07, 03) + Ty 3y (W)
= (55(07), 83(03)) + Tyo,3, (W)
= (51(07), 53(03)) + T{O’g}(W) = (07, 1A) + T{073}(W) .
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Then
710,5((07,03) +(01,1C)) = 07 3, (06, 1F) = (55(06), S5(1F)) = (51(06), S3(1F))
= (0C,07) = (07,1A) + (0B, 1D) .

This is a contradiction since (0B, 1D) does not belong to Ty 33 (W) as it can be seen
in Figure 3.8. As a consequence, the substitution layer ¢’ does not map L£(V') to

L(W).

As shown in the previous example, truncating the substitution layer and the
subspaces V and W to each S-box independently of the others is too restrictive in
general. This suggests that some S-boxes can in a way be linked together. That is to
say, considering them independently results in a loss of information on the subspaces
V and W. Recall that we are interested in splitting the problem of finding all
the substitution layers ¢ mapping L£(V') to L(W) into several independent smaller
problems. Taking into account that some S-boxes can be linked together, we require
the following:

e a sub-problem can involve several S-boxes;

 the same S-box cannot be involved in two different sub-problems (in other

words, the sub-problems are independent);

« cach S-box is involved in one sub-problem (possibly trivial).

This is naturally formalized by a partition Z of [0, m[. Each part I of Z represents
a sub-problem and its elements are the indices of the S-boxes involved in. By virtue
of Proposition 3.31, it holds that

o(L(V))=L(W) = VeI or(L(Ti(V)))=L(T;(W)). (3.2)

The next section aims to find a sufficient condition on the partition Z to obtain
the equivalence. In such a case, this means that combining the solutions of these
sub-problems yields a substitution layer mapping £(V') to £L(W') and vice versa.

3.3.2. Structure of the Subspaces V and W

With the aim of finding partitions for which the converse of 3.2 holds, let us introduce
a few definitions and notations.

Vs

|

Definition 3.34 . Let E be a subset of [0,m[]. The wall
associated with E, denoted by Wallg, is defined to be

Wallg = {x € (F5)™ | Vie E,2;=0,}.

Moreover, we denote by Vg the intersection of V' and Wallg, that is Vg = VnWallg =
{veV |Vie E¢v;=0,}. The subspace Wp is defined in the same way.

N

The notion of wall was introduced by Aragona and Calderini
[4, 22]. Tt is easily seen that

m-1 : 1 [{0,) ifieEe
Wally = T[] Walllll  with  Wantd = ' ’
p= [ Wally? w PR ifieB.

1=0
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vy = (15,00,00,00), w3 = (04,00,00,0B), wo = (14,00,00,00), ws = (04,00, 00,15),
vy = (0D, 00,00,00), wy =(01,00,00,1C), wy = (OE, 00,00,00), wy = (02,00,00,08),
vy = (03,00,00,00), ws = (00,00,14,00), ws = (01,00,00,00), ws = (00,00,12,00),

vg = (00,00,07,00). we = (00,00, 0E, 00).

Vioiz3 =V
Vioazr=Cv WMViow=Dv |l Viooo -V | TR

Viosy =Dy
Vi) =By Vio,2y=Cv Vi3 ={0} Vig,3y=Av

Vi =Ay

Vioy = Bv Vi = {0} Vigy = Av Visy = {0}

VQ = {0}
Ay = span(vs, vg) , Aw = span(ws, wg) ,
By = span(vo,v1,v2), By = span(wo, w1, ws),
C’V = Span(UOa U1, V2, '1)3,1)4) 5 CW = Span(wOa wi, W2, W3, ’U.)4) )
Dy = span(vg, v1,v2, V5, 06) - Dyy = span(wo, w1, wa, ws, We ) -

Figure 3.10: The subspaces Vg, W for each subset E of {0,1,2,3}.

Thus, a wall is the Cartesian product of trivial spaces for each S-box. Additionally,
if £ c F, then Wallg € Wallr and hence Vg € Vr and Wg € Wp.

The subspaces Wallg are essential in the study of the substitution layer because
the latter always preserves the partition £(Wallg) regardless of its S-boxes. This
result, together with Proposition 3.20, establishes the following corollary.

Corollary 3.36. Let E be a subset of [0,m[. If o maps £(V) to L(W), then o
also maps L(Vg) to L(Wg).

Fxample 3.37.  All the subspaces Vg are graphically represented in Figure 3.10.
For instance,

Vioy = span((15, 00,00,00), (0D, 00,00,00), (03, 00,00,00)).

Additionally, this figure also highlights the expected inclusions given by Remark
3.35. Observe that By = (v;)o<i<7 is a basis of V. This new basis is more convenient
than the standard basis &, previously introduced in Example 3.28 since all the Vg
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00+ V' 01+ V' 04+ V" 05+ V"
00 03 OD OE 15 16 18 1B 01 02 OC OF 14 17 19 1A 04 07 09 OA 11 12 1C 1F 05 06 08 0B 10 13 1D 1E

(R RS PGl PRl

04 05 OA 0B 10 11 1E 1F 02 03 OC OD 16 17 18 19 06 07 08 09 12 13 1C 1D 00 01 OE OF 14 15 1A 1B
04+ W’ 02+ W’ 06+ W’ 00+ W’

Figure 3.11: The S-box Sy mapping L£(V”) to L(W') where V' = span(03,0D, 15)
and W’ = span(01,0E, 14).

are then easily described. It is worth noting that the same picture remains valid for
the subspace W. For example,

W0y = span((14,00,00,00), (OE, 00,00, 00), (01,00, 00, 00)) .

This emphasizes that when the substitution layer maps £(V') to £L(W), the sub-
spaces V and W have the same structure.

According to corollary 3.36, the substitution layer maps L(Vioy) to L(Wiey).
Next, truncate to F = {0} using Proposition 3.31 to obtain
So(L(span(03,0D,15))) = L(span(01,0E, 14)).

This property is depicted in Figure 3.11. Finally, it should be underlined that with
Proposition 3.31 alone, no property can be established on the S-box Sy (see Example
3.33).

Definition 3.38 . Let E be a subset of [0,m[. The projection
Pg from (F3)™ onto Wallg is defined to be Pg(zo,...,Zm-1) = (Yo, -, Ym-1) Where
y; = x; if 1 belongs to £ and y; = 0,, otherwise.

It is not hard to see that Pg is a linear mapping and that Vg is
always a subspace of Pg(V'). Moreover, it holds that Tg(V) = Tg(Pg(V)).

The next lemma gives some relations between the previous definitions. It is quite
important and will be used several times by the end of the current chapter.

Lemma 3.40. Let Z be a partition of [0, m[. Then V equals the internal direct sum
@7 V7 if and only if V; = Pr(V) for any part I of Z. In this case, the decomposition
of an element v of V is v = ;.7 Pr(v).

Suppose that V = @;.z V7. Let I be a part of Z. Since V; is always included
in Pr(V), only P;(V) € V; needs to be verified. Let v = (v, ...,vm-1) be an element
of V. We must prove that P;(v) lies in V;. By hypothesis, v can be uniquely written
as . ;.7 vy where vy belongs to V. For every ¢ in I, we have

(Pr(v))i =vi = ) (vs)i = (vr)i

JeZ

since (vy) = 0, for all part J of Z distinct from I. As P;(v); =0, = (vr); for each i
in I¢, we have P;(v) = v;. Thus, P;(v) is included in V7.
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Conversely, suppose that V; = P;(V) for all I in Z. Let v be an element of
V. Clearly, v = ¥ ;.7 Pr(v). By hypothesis, P;(v) belongs to V; for any I in Z.
The uniqueness of this decomposition directly follows from the definition of the V7.

Therefore, V = @77 V7.

Suppose that Z is a partition of [0,m[ such that V = @ V].
The previous lemma, together with Remark 3.39, establishes that T; (V') = Ty (V)
for each part I of Z.

Proposition 3.42 . Let Z be a partition of
[0, m[ satisfying both V = @77 V; and W = @77 W;. The permutation ¢ maps
L(V) to L(W) if and only if oy maps L(T;(V)) to L(T;(W)) for any [ in Z.

The implication follows from Proposition 3.31. Conversely, suppose that o;
maps L(T;(V)) to L(T;(W)) for any [ in Z. First, let us prove that V' and W have
the same number of elements. Let I be a part of Z. Since oy maps L(T;(V)) to
L(T;(W)), Proposition 3.21 states that T;(V') and T;(WW) are isomorphic. Then
T; (V) and Tp(W7) are isomorphic by Remark 3.41. It is not hard to see that the
restriction of T; to V; is one-to-one. Therefore, T;(V7) is isomorphic to V; and
similarly, T;(W7) is isomorphic to W;. Gathering together these results, we deduce
that V; and W; are isomorphic for each part I of Z. Consequently, V' = @77 V7 and
W = @1z Wi have the same dimension, and thus the same number of elements.

To prove that o maps L(V') to L(W), it is sufficient to show that the equality
o(x+V)=0(x)+W holds for any element x of F}™ thanks to Lemma 3.14. Hence,
let = belong to F5™. The discussion above implies that o(z+V') and o(x)+ W have
the same cardinality. Thus, we just need to verify that o(z+ V) co(x) + W. Let v
be any element of V. By hypothesis and by Lemma 3.18, for each part I of Z, there
exists ¢t; in Ty (W) such that

or(Tr(x) + Tr(v)) = o (T (z)) + 7.

Observe that for any index 0 < i < m, denoting by [i] the unique part of Z containing
1, we have the following:

0’(1’ + U)i = O'[i](T[i](LE) + T[Z-](U))i = O'[i](T[i](ZL‘))i + (t[i])i
= O'(SL’)Z + (t[i])i .

Then, define w = (wo, . .., Wm-1) by w; = (t[;1);- This yields the equality

o(z+v)=0(x)+w.

It remains to explain why w lies in W. By hypothesis, W = @ ;. W7.

Because t; is in Ty (W), there exists w/ in W such that T;(w}) = t;. As Tj = TyoPy,
we have t; = T;(Pr(w})) = Tr(wr) with w; = Pr(w}). Next, Lemma 3.40 states that
W; =P (W) for any part I of Z thus w; belongs to W;. Finally, it is easy to see that
w = Y 7wy, and hence w belongs to W. Summarizing, this proves that o(x + V') is
included in o(z) + W, as desired.
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The preceding proposition establishes that the converse of Implication 3.2 (page
88) holds whenever the partition Z satisfies both V' = @77V and W = @z W7
For such a partition, the problem of finding all the substitution layers ¢ mapping
L(V) to L(W) can equivalently be broken down into the independent sub-problems
of finding all the o; mapping L(T;(V)) to L(T;(W)) for each part I of Z.

3.3.3. Linked and Independent S-Boxes

Of course, there may be several partitions Z such that V = @z Vy and W = @z W7,
each yielding a different decomposition of the substitution layer. A few of these
decompositions are certainly more interesting or easier to solve. The purpose of this
section is to study such partitions. Let us begin with the following lemma.

Lemma 3.43.  Suppose that o maps L(V) to L(W). For every partition Z of
[[O,m[[, V= @IGI‘/I if and OIlly if W= @IGIWI'

Let Z be a partition of [0, m[. Suppose that V' = @z V7. Firstly, let us prove
that W = ¥ ;. W;. Since the W; are subspaces of W, the inclusion Y ;s W; c W
clearly holds. Now, let us prove the converse inclusion. Let w be an element of W.
Define x = 071 (0pn) = (S71(05) )osi<m- According to Lemma 3.18, we have

o(z+V)=0c(@)+W=0(c"(0pn)) + W=W.

Hence, there exists an element v of V satisfying the equality o(x +v) = w. Then,
Lemma 3.40 ensures that v = ¥ ;.7 Pr(v). For any 0 < i <m, we have

SZ‘(ZEZ'+UZ') IfZEI,

o(x+Pr(v))i = Si(xi + Pr(v);) = {S(x +0,) =0, ifielc.

Consequently, o(z + P;(v)) lies in Wall; and W, so in W;. Note that
w=o(z+v)=> o(z+P(v))

IeZ
since Z is a partition of [0,m[. The inclusion W ¢ ¥ ;. W, follows. Finally, the
definition of the W implies that W = @;.z W7.

Conversely, suppose that W = @;.z W;. Following the previous reasoning with
o~! instead of o gives the equality V = @7 V7, as desired.

The contrapositive of Lemma 3.43 is the following: if there exists a partition 7
such that V = @, Vy and W # @z W or such that V # @7 Vy and W = @7 Wi,
then there exists no substitution layer mapping £(V') to L(WW'). Because we intend
to study the substitution layers mapping £(V') to L(W), Lemma 3.43 suggests to
assume the following.

Assumption 3.44. For the remainder of this section, we assume that for any
partition Z of [0, m[, it holds that

V:@V}@W:@W[.

IeT 1T
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0,123 3,012

0,1,23 0,2,13 1,3,02 2,3,01
0,3,12
0,1,2,3

Figure 3.12: The partitions Z of {0,1,2,3} such that V = @7 V7.

Proposition 3.42, together with the preceding assumption, suggests the following
definition.

Definition 3.45 (Decomposition Partition). A decomposition partition (with
respect to V and W) is a partition of [0, m[ such that V' = @7 V7.

Remark 3.46 (Partial Order on Partitions). Recall that if Z and J are two
partitions of [0, m[, then the partition Z is said to be finer than J if for any part I
in Z, there exists a part J in J such that I c J.

Fxample 3.47.  The purpose of this example is to find all the decomposition
partitions with regards to V and W. By virtue of Lemma 3.40, the subspace V' can
be decomposed as @7 V7 if and only if V7 is equal to P; (V') for each part I of Z.
The eight framed subspaces in the middle of Figure 3.10 are exactly those which
satisfy Vg = Pp(V'). Hence, the decomposition partitions are the partitions whose
parts are selected from the following:

a, {1}, {2}, {1,2}, {0,3}, {0,1,3}, {0,2,3}, {0,1,2,3}.

It is then easy to check that the decomposition partitions of V' are:

{1}, {2}, {0,3}}, {{1},{0,2,3}}, {{2}.{0,1,3}},
{{0,3},{1,2}} and {{0,1,2,3}}.
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In Figure 3.12, all the partitions of [0,4] are ordered by the “finer-than” re-
lation and the decomposition partitions are emphasized. What stands out is that
the decomposition partition {{1},{2},{0,3}} is finer than all other decomposition
partitions.

The existence of this least decomposition partition in the example above is a
very welcome and non-trivial property. This means that all the truncated substi-
tution layers obtained using Proposition 3.42 are the smallest possible. Thus, such
a partition should be preferred to any other decomposition partition. We will now
prove that this least decomposition partition always exists.

Let Z and J be two partitions of
[0,m[. We denote by Zn J the set {InJ|(I,J)eZxJ}~{z}. Note that ZnJ
is a partition of [0, m[ finer than Z and J.

Lemma 3.49. Let Z and J be two partitions of [0,m[ such that V = @7V} =
Dses Vs Then, V = @gezng Vi

Let K be a part of Zn 7. According to Lemma 3.40, we only have to prove
that Px (V') = V. Clearly, Vi € Px(V'). Thus, it remains to show that Px (V') € V.
Since or more precisely that Px (V') € V. By definition, there exists parts I and J
of 7 and J such that K = InJ. Let v be an element of V. Since V = @y Vi,
Lemma 3.40 ensures that P;(v) lies in V7, hence in V. In the same way, using the
relation V' = @7V, we deduce that P;(P;(v)) lies in Vj, so in V. Note that
P;(Pr(v)) = Pras(v) = P (v). Therefore, Px(v) belongs to V' n Wally = Vi.

Proposition 3.50. The set of the partitions Z of [0, m[ satisfying V' = @7 V; has
a least element denoted Z4.

Let P denote the set of all the partitions Z of [0, m[ satisfying V' = @7 V7.
By virtue of Lemma 3.49, the set P is closed under the operation of intersection.
Then, it is sufficient to define Zj4 to be the intersection of all the elements of P.

Consequently, the only decomposition partition that will be considered in the
remainder of this chapter is the least decomposition partition Z;3. The following
definition is inspired by Proposition 3.42 and Proposition 3.50.

Definition 3.51 . Suppose that o maps
L(V) to L(W). Let I be a part of Zjq.

o If I ={i}, the S-box S; is said to be independent of the other S-boxes.
Moreover, if Vi;y = {Onm} or Vi = Wallgy, the S-box S; is said to be inactive.
Otherwise, S; is active.

o If #I > 2, then the S-boxes whose indices lie in [ are said to be linked together.

Let 0 <7 < m be an integer. We have already noted that the
substitution layer o always preserves L£({0y,,}) and £(Wally;y). In addition, Propo-
sition 3.42 ensures that o maps L£(Vj;;) to L(Wy;y). Consequently, if Vi = {0y }
or if Vi; = Wally;y, then Vigy = Wy,
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Suppose that the S-box S; is independent with regards to the subspaces V and W.
As established by Proposition 3.42 and Remark 3.41, if .S; is replaced with another
S-box S/, then this new substitution layer still maps £(V') to L(W) provided that
Si maps L(Tyy (Vigy)) to LTy (Wiy)).

Suppose further that S; is active. By definition, {0, } ¢ Vi & Wally;y. Observe
that the restriction of Ty; to Wally;, is one-to-one, hence

{00} = Ty ({Onm }) € Ty (Viay) € Tpay (Wallysy) = Fy

Thus, Ty;; (Vi) is a non-trivial subspace of F} and the requirement that S maps
L(Triy (Viiy)) to L(Tr3(Wiiy)) is also non-trivial. Therefore, an independent active
S-box can be chosen independently of the other S-boxes but has to respect the
structure of the subspaces V and W.

Now suppose that S; is inactive. By definition, Vi;y = {Opm} or Vi = Wally,.
Then the equality Vi; = Wy, follows from Remark 3.52 and we have

Ty (Vi) = Tip(Wiy) ={0,3 or - Ty (Vigy) = Ty (Wiy) = F5

In either case, the condition that S! maps L£(T((Viiy)) to LTy (Wy;y)) is trivial
and any S-box fulfills it. As a consequence, an independent inactive S-box can be
freely chosen. In other words, such an S-box has no impact on the fact that ¢ maps
L(V) to L(W).

Finally, suppose that some S-boxes are linked together. If only one of these
S-boxes is replaced independently of the others, then the desired property of the
substitution layer may not hold.

As we have seen in Example 3.47 and Figure 3.12, the least decom-
position partition with regards to the subspaces V and W is Z,q = {{1},{2},{0,3}}.
By Proposition 3.42; the substitution layer maps £(V) to L(W) if and only if the
following equalities hold:

S1(L(Ty(V)) = L(Ty (W),

0103, (L(Tpo3y(V))) = L(Tro,3,(W)) So(L(Tyay (V) = L(Tygy (W)) .

Thus, the S-box .57 is independent of the other S-boxes, the same applies to S, and
the S-boxes Sy and S5 are linked together. As it was already noted in Figure 3.10,
we have

Viiy = {(00,00,00,00)} and  Vig = span((00,00, 14,00), (00,00,07,00)).

Therefore, the S-box S; is active while S is inactive.

3.3.4. The Forbidden Case

Throughout this section, we assume that the substitution layer ¢ maps L£(V') to
L(W). In order to prove the last main theorem of this chapter, we need to consider
the following particular case.
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Proposition 3.54.  Let Z be a decomposition partition. Let I be a part of Z
such that #I > 2 and let F be a non-empty proper subset of I. Suppose that
Ve =Viig = {0nm} and Pg(V') = Wallg. Then, for all 7 in E, S; is an affine mapping.

If the subspace V satisfies the assumption of the proposition above, then at least
one of S-boxes has to be affine. Nowadays, an SPN whose substitution layer has an
affine S-box cannot be taken seriously. Additionally, such a cipher is likely to be
very weak to differential and linear cryptanalysis. This discussion explains the title
of this section.

As seen in Example 3.47, the least decomposition partition
is Zia = {{1},{2},{0,3}}. Its only part of cardinality greater than or equal to 2
is I = {0,3}. The non-empty proper subsets if I are the £ = {0} and E = {1}.
According to Figure 3.10, we have Vig, # {02}. Consequently, Proposition 3.54 does
not apply to this example and this is good news because none of the S-boxes is
affine. Otherwise, this would have disproved the contrapositive of Proposition 3.54.

Now let us introduced another example. Consider a substitution layer o/ made
up two 3-bit S-boxes S and S7, hence its parameters are m = 2 and n = 3. Define
the subspaces V' and W' of (F3)? to be

V' =W’ =span((4,4),(2,2),(1,1)) = {(x,z) |z e F3}.
Finally, suppose that ¢’ maps £(V") to L(W’). It is easily seen that

Vo={(0:0}, Vi =1(0,0)}, Vi ={(0,0)}, Vo =V
P@(V’) = Wallg s P{O}(V’) = Wall{o} s P{l}(V’) = Wall{l} s P{O,l}(V’) = V

Thus, the least decomposition partition with regards to V' and W’ is {{0,1}}. The
S-boxes S} and S| are then linked together. Choosing E = {0} in Proposition 3.54
ensures that S must be affine. Similarly, we can prove that S| must also be affine
by considering E = {1}. As a result, any substitution layer ¢’ mapping L£(V’) to
L(W'") is necessary affine. These subspaces are thus completely prohibited as the
whole cipher is then affine.

[ The rest of this section is devoted to the proof of Proposition 3.54.

Lemma 3.56. Let E be a subset of [0,m]. Suppose that Vg = Vge = {0,,,} and
Py(V) = Wally. Then Wi = Wie = {Opm} and Tp(V) = To(W) = (F3 )P with p = #E.

Recall that ¢ maps L(Vg) to L(Wg). Then, Proposition 3.21 states that
Vg and Wg are isomorphic, so Wg = {0,,,}. By a similar argument, we obtain
the equality Wge = {0,,}. Now, it is easy to see that Tg = Tg o Pg. Hence,
Te(V) = Te(Pe(V)) = Te(Wallg) = (Fy)? where p denotes #E. By Proposition
3.31, og maps L(Tg(V)) to L(Tg(W)). It follows that Tg(V) and Tg(W) are
isomorphic and Tg(W) is also equal to (F%)?.

Lemma 3.57. Let E be a subset of [0, m]. Then #V = #Tg(V) x #Vge.
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Let p denote #FE. Consider the restriction of the linear mapping Tg to V.
Its kernel is

KGT(TE) = {U eV | TE(U) = Onp} = {U eV | Vi e E,Ui — On} =Vge.

From the first isomorphism theorem, the quotient space V' /Vge is isomorphic to the
image Tg(V'). Particularly, the equality #V /#Vge = #Tg(V') holds.

Lemma 3.58. Let F = [0,p] with 0 < p < m. Suppose that Vg = Vge = {0p}
and Tg(V') = (Fy)P. There exist two isomorphisms ¢ : Tg(V) - Tge(V) and ¢ :
Te(W) - Tge(W) such that

V={lyleW)]lye @)’} and W ={[z ] ¥(2)]]ze(F5)"}.

Lemma 3.57 ensures that #V = #Tg(V) x #Vg.. By hypothesis, Vg =
{0nm}, so #Vge = 1. It follows that #V = #Tg(V). Therefore, V and Tg(V)
have the same dimension d. Let B = (bld)y;.q be a basis of Tg(V). By definition,
there exists a family (cld)geeq of vectors in V' such that Tg(clil) = b, That is,
cld = b || Tge(cld)]. Note that the vectors ¢l ... cld-1] are linearly independent
as the bl are, and thus (cll)gc;q is a basis of V. Define the linear mapping ¢ :
Te(V) - Tge(V) by the equalities o(bli]) = Tge(cl?l) for every 0 < i < d. Let v be
an element of V. Since (cld)oq is a basis of V, the vector v can be written as
v = Y54 Niclil where the \; are elements of Fy. Next,

d- - d-1
= ZO ZO DU || Tge(cl)] = ZO MO [ o (01)]

d—

[d: At dZAb ]: [y | e(y)]

Ao (b19) )| = [ZAb

1=0

where y denotes the element Y% A\;blil of Tg(V). Consequently, every element of
V' can be written in the desired form. As the converse inclusion is clear from the
definition of ¢, the equality V = {[y || ¢(y)] |y € (Fy)?} follows. Hence, the mapping
¢ is onto. Applying Lemma 3.57 with the subset E¢ gives #V = #Tgc(V) x #Vg =
#Tge(V), and thus Tge(V) is also a d-dimensional subspace. Therefore, ¢ is an
isomorphism. Because of Lemma 3.56, our assumptions about V' are also hold for
W. Thus, the same argument yields an isomorphism ¢ : Tg(W') - Tge (W) satisfying
W=A{lzllv(2)] |z e (F3)r}.

Lemma 3.59. Let p be a non-negative integer and let f : (F%)? — (F%)?. Suppose
that there exists a mapping g : (Fy)? — (F%)P satistying f(x +y) = f(z) + g(y) for
all z and y in (F3)P. Then f is an affine mapping.

Let y be an element of (IF})?. Choosing = = 0,,, yields f(0,,+vy) = f(0np) +
g(y), and thus ¢g(y) = f(y) + f(0,p). Therefore, the equalities

f(x+y) + f(onp) = f(ﬁ) +g(y) + f(Onp) = f(:E) + (f(y) + f(onp)) + f(onp)
= (f(@) + £ (0up)) + (f(v) + f(Onp))
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hold for all  and y in (F%)P. This proves that the mapping z ~ f(x) + f(0,,) is
linear. The result follows.

Lemma 3.60. Let I be a part of a decomposition partition and let E be a subset
of I. The following equalities hold:

Pe(T;(V)) =Ty(Pe(V)) and (Ti(V))e=Ti(Ve).

The statement of the lemma above is an abuse of notation. The
domain of the projection Pg on the left side of the first equality is (Fy)! whereas
the domain of Pr on the other side is (Fy)™. Similarly, (T;(V))g denotes the set
T;(V) n Wall}, where Wall}, = {z € (F2)! | Vi€ I\ E,z; = 0,} is the wall associated
with £ in (Fy)!.

Let = be an element of (F%)™. We have
TI(PE($)) = TI((5iEE : xz)z<m) = (5ieE : xi)ie[ = PE((xi)ieI) = PE(TI(x)) .

Thus, Ty o Pg = Pg o Ty and the first equality follows.

Observe that Wallg € Wall; because E ¢ I. Thus, Wall;nWallg = Wallg. Since I
is a part of a decomposition partition, Lemma 3.40 implies that P;(V') = V;. Hence,
we have

VE =Vn WaHE =Vn (Wall; N WallE) = (V N Walll) N WallE = ‘/[ N WaHE
= P[(V) n WallE .

Note that P;(V') and Wallg are two subsets of Wall;. In addition, the restriction of
T; to Wall; is clearly one-to-one. Therefore,

T](VE) = T](P[(V) N WallE) = T](P](V)) N T](W&HE) = T[(V) n Wallg = T](V)E,

The result is proven.
We have now all the tools needed to prove Proposition 3.54. For convenience,

we recall its statement.

Let Z be a decomposition partition. Let I be a part of Z such that #I > 2 and
let E be a non-empty proper subset of I. Suppose that Vi = Vi g = {0} and
Pe(V) = Wallg. Then, for all i in F, S; is an affine mapping.

Denote m’ the cardinality of I. Define ¢’ = oy,
V' =Ty(V) and W’ = T;(W). Proposition 3.31 establishes that ¢’ maps L(V') to
L(W"). Then, Lemma 3.60 states that

VPS = (TI(V))E = TI(VE) = TI({Onm}) = {Onm’}-

Similarly, V/ g = {Opm:} and Pg(V’) = Wallg. Consequently, we can assume without
loss of generality that Z = {[0,m[} and I = [0, m][.

Even if it means to change the order of the S-boxes and the bundles of the spaces
V and W, we can assume that F = [0,p] with 0 < p < m, and hence E¢ = [p, m][.
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Thus, every element x of F7™ can be written as [Tg(x) || Tge(z)]. Define ¢ = m - p.
Firstly, note that Tg(V') = Tg(W) = (F5)? by Lemma 3.56. According to Lemma
3.58, there exist two isomorphisms ¢ : Tg(V) - Tge(V') and ¢ : Tg(W) - Tre(W)
such that

V=A{lylle)]lye @)’} and W={[z[l¥(2)]]|ze(F5)"}.
Let g be the permutation of (F%)? defined by the formula

9() =¥ (o (e(y)) + 0pe(0ng)) -

Before going any further, we should explain why ¢ is well-defined. Let y be an
element of (F3)? = Tg(V'). First, ¢(y) belongs to Tge(V'). By Proposition 3.31, ope
maps L(Tge(V)) to L(Tge(W)). Then, the part Tge(V') is mapped to oge(0,q) +
Tge (W) according to Lemma 3.18. Therefore, oge(¢(y)) + 0ge(0,4) lies in T (W),
and thus ¢! brings it back to Tg(W) = (F5)?.

Let = be an element of (F%)?P. From Lemma 3.18, we have the following:
o([z || Ongl + V) =o([2 || 056]) + W
On one hand,

o[z [ Ongl + V) =o({[x || Ong] + [y || ()] |y € (F3)P})
=o({[z+y |l w(y)]|ye(F3)})
={lop(x+y) [ op(0(y))] |y e (F3)}.

On the other hand,

o[z | an]) +W={o([z | an]) +[2 1 9(2)] ]z € (F3)P}
={loe(®) | 05(0ng)]) + [ | ¥(2)] | 2 € (F3)"}
={lop(z) + 2 || 05:(Ong) +¢(2)] | z € (F3)"}.

Let y be an element of (F3)?. Since [op(z +vy) || or-(¢(y))] belongs to the part
o([z || 0nq]) + W, there exists z in (Fy)P satistying the following two equations:

{ op(z+y)=o0p(v)+2, (3.3)

oe(9(y)) = 0 (Ong) +19(2) -

The bottom equation can be restated as z = g(y). Combining with the top equation,
we see that

op(z+y)=op(z)+g(y).
Since this equality holds for all # and y in (F})?P, Lemma 3.59 states that the
truncated substitution layer o is an affine mapping.

Now, it remains to prove that all the S-boxes involved in o are affine mappings.
Let ¢ be an element of E. The mapping I; : FY - (F9)™, z — (0;0,...,0;m-17)
is clearly linear (where d;; = 1 if i = j and 0 otherwise). Observe that S; = oy, =
Tiyopl;. Therefore, the S-box S; is the composition of several affine (or linear)
mappings, and hence, is itself an affine mapping.
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3.3.5. Reduction to one S-Box

To prove our main result about the substitution layer, we need the following two
preliminary lemmas.

Lemma 3.62. Let I be an element of Z4. Let £ be a non-empty proper subset of
I. Then Vi ¢ Pg(V) and Pe(V') # {0pm}-

By construction, Vg is a subset of Pg(V'). Let us prove that Vg # Pg(V'). By
contradiction, suppose that Vg = Pg(V'). Let v be an element of V. By hypothesis,
Pgr(v) belongs to Vg. Especially, Pg(v) lies in V', so v + Pg(v) also lies in V. Since
v + Pr(v) = Pge(v), we deduce that Pgc(v) belongs to Vee. Let J denotes the
partition {£, E¢}. Lemma 3.40 states that V = @ ;.7 V;. Then, V = @kez,ng Vi
follows from Lemma 3.49. Observe that the partition Zjgn J is strictly finer than Zj4
because F is a proper subset of I. This is a contradiction, and therefore Vg ¢ Pg(V).

By contradiction, suppose that Pg(V') = {0, }. From the previous result, we
obtain {0} € Ve € Pe(V) = {0nm}, which is a contradiction. Thus, Pe(V') # {0, }-

Lemma 3.63. Let I be a part of Zjg and E be a non-empty proper subset of I.
o If Vi is a wall, then Vi = Wally = {0, }-
o If Pp(V) is a wall, then Pg(V') = Wallg.

By contradiction, suppose that Vg is any wall different from {0,,,}. Hence,
there exists a non-empty subset F' of F such that Vg = Wallp. Therefore Wallp ¢ V/
and so Wallp = Wallp n'V = V. Next, Wallp = Vi € Pp(V) € Wallp, and thus
Vi = Pr(V). Since F is a non-empty proper subset of I, we have a contradiction
with Lemma 3.62. Consequently, Vi = {0, }-

By contradiction, suppose that Pg(V') is any wall different from Wallg. There
exists a proper subset F' of E such that Pg(V) = Wallg. Thus, for every v in V'
and every i in E\ F, Pg(v); =0,. As a consequence, Pp.p(V) = {0,,,}. This is a
contradiction with Lemma 3.62 because E \ F' is a non-empty proper subset of I.
The result follows.

Now we have all the results needed, let us state and prove the main result of
Section 3.3 which is depicted in Figure 3.13.

Theorem 3.64. Let n > 2 and m be two positive integers. Let Sy,...,Sn,-1 be
n-bit S-boxes. Define the permutation o of (F%)™ which maps the element (z;)o<icm
to (Si(xi))osicm- Let V and W be two subspaces of (Fj)™ such that ¢ maps L(V)
to L(W). Suppose that V' is not a wall. Then, at least one of the S-boxes maps a
non-trivial linear partition to another one.

Let us prove this result by complete induction on the number m of S-boxes.
Suppose that m = 1. In this case, o = Sy. By hypothesis, V' is different from {0, }
and F%. Hence, £(V) is a non-trivial partition and Sy maps L£(V') to L(WV).

Let m > 2 be an integer. Suppose that the result holds for any positive integer
strictly less than m. Firstly, suppose that all the S-boxes are independent. In
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Assumption Theorem 3.64
L(V) # Wallg L(V)
L(Vi)
o Sop | e S e 1S
L(W;)
L(W) + Wallg L(W)

Figure 3.13: Diagrammatic representation of Theorem 3.64.

other words, Zjg = {{i} | ¢ € [0,m[}. If each S-box is inactive, then V is a wall,
a contradiction with our hypothesis. Thus, there exists at least one active S-box
S;. In this case, {Onm} ¢ Viiy ¢ Wally;y. According to Lemma 3.40, the equality
P{i}(V) = VY{i} holds. Then, T{i}(‘/{i}) = T{i}(P{i}(V)) = T{i}(V) is a non-trivial
subspace of F3, so L(Ty;;(V')) is also non-trivial. Finally, Proposition 3.31 states
that S; maps L(Tg;(V)) to L(T;(W)), and thus the result holds in this case.

Now, suppose that some S-boxes are linked together. Then, there exists an
element [ of Zjq such that #I > 2. Next, at least one of the following three cases
holds.

1. Suppose that there exists a non-empty proper subset E of I such that Pg(V) is
not a wall. Let p denote the cardinality of E. Recall that Tg(Pg(V)) = Tg(V).
It follows that Tg(V') is not a wall of (F%)P. According to Proposition 3.31,
op maps L(Tg(V)) to L(Tr(W)). Note that E is a non-empty proper subset
of I, so of [0O,m[. Hence p < m, so the induction hypothesis ensures that at
least one of the S-boxes of o maps a non-trivial partition to another one.

2. Suppose that there exists a non-empty proper subset E of [ such that Vg is
not a wall. Recall that o maps L(Vg) to L(WEg). Proposition 3.31 ensures
that op maps L(Tg(Vg)) to L(Tg(Wg)). It is easily seen that Tg(Vg) is not
a wall. As before, the result is a consequence of the induction hypothesis.

3. Suppose that there exists a non-empty proper subset E of I such that Pg(V),
Vg and Vi g are all walls. Then, Lemma 3.63 implies that Pg (V') = Wallg and
Ve =Viig = {0um}. According to Proposition 3.54, the S-boxes whose indices
belong to E are affine mappings. Combining Proposition 3.25 and 3.23, we
see that these S-boxes map any non-trivial linear partition to another one.

In any case, the result holds for this integer m. The result follows by induction.

It is worthwhile to note that the proof of Theorem 3.64 is con-
structive. Therefore, it gives a method to find necessary conditions on the S-boxes
for the substitution layer to map L£(V') to L(W). Let us apply this method to our
main example.

The first step is equivalent to what had been done in Examples 3.47 and 3.53.
Consider the least decomposition partition Zjq = {{1}, {2}, {0,3}} and deduce that:

101



CHAPTER 3 — PARTITION-BASED BACKDOOR CIPHERS

e S is inactive;
e Sy is active and maps L(span(07,14)) to L(span(0E, 12)) (see Figure 3.3);
o Sy and S3 are linked together.

Now, consider the part I = {0,3} of Zjg. Thus, the non-empty proper subsets of I
are {0} and {3}. The first case requires to compute the following projections:

Py (V) = Wallgyy and  Ppgy (V) = span((00, 00,00, 08B), (00,00, 00,1C)) .

Thus, Pg5(V) is not a wall. As in Example 3.33 and Figure 3.9, we see that S;
maps £(0B, 1C) to £(08,15) by truncating o and the subspaces Pgzy(V'), Py (W)
to {3}. Now, we need to compute the following subspaces:

Vioy = span((03,00,00,00), (0D, 00,00, 00), (15,00,00,00)) and Vig = Wally.

Since Vi) is not a wall, the second case applies. Then, truncate the substitution
layer o and the subspaces Vigy and Wyp to prove that Sy maps £(03,0D,15) to
L£(01,0E, 14). This property was stressed in Example 3.37 and Figure 3.10. Finally,
recall that the third case does not apply to these subspaces, as observed in Example
3.99.

The preceding example covers only the first and the second cases in the treatment
of linked S-boxes given by the proof of Theorem 3.64. To illustrate the third case,
we introduced the following example.

Let n =m = 3. Thus, the substitution layer ¢ is made up of three
3-bit S-boxes denoted by Sy, S; and Sy. Define the subspaces V and W of (IF3)3 to
be

V=W={(z,y.x+y) |z,ycF3}
and assume that the substitution layer ¢ maps L(V') to £L(W). By definition, it

holds that Py (V') = {(0,0,0)} and Py 1,2y(V') = V. Then, for each non-empty proper
subset £ of {0,1,2}, it is easily seen that Pg(V') = Wallg. For instance,

Py (V) ={(2,y,0) |,y e F3} = Wallggy .

We know that V = {(0,0,0)} and Vig1,9,(V) = V. The other subspaces Vg are the
following:

V{O} = {(0,0,0)}, V{l} = {(07070)}7 ‘/{2} = {(0,0,0)},
‘/{0,1} = {(f,:l,‘,O) |l‘ € F%}a Vv{O,Q} = {(l‘,O,.’L’) | ZTE€ F%}7 Vv{LQ} = {(O,:L‘,f) |$ € Fg} .

Thus, the equality Pg(V') = Vi holds only for E = @ and E = {0,1,2}. Consequently,
the least decomposition partition is Zjq = {{0,1,2}}, and hence all the S-boxes are
linked together.

From now on, we follow the method given in the proof of Theorem 3.64. As
previously noted, for each non-empty proper subset E of {0,1,2}, the projection
Pe(V) is a wall. Therefore, the first case does not apply to this example. We
move on to the second case. By induction, the substitution layer and the subspaces
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Vio1y and Wyg 1y are truncated to {0,1}. Hence, we now consider the permutation
o' = 010,13 which maps L£(V') to L(W') where

V=W’ =T (Vi) = {(2,2) | v e F3}.
Such a substitution layer has already been studied in Example 3.55. Recall that

VQI = {(07 O)}7 ‘/{,0} = {(O’ O)}’ ‘/{,1} = {(070)}7 ‘/{’0,1} = V7
PQ(V/) = Wallg ; P{O}(V') = Wall{o} y P{l}(V’) = Wall{l} y P{OJ}(V/) =V.

Thus, the least decomposition partition with regards to V’ and W' is {{0,1}}. Since
V{’O}, V{’l}, Py (V") and Pgyy (V) are all walls, the first and second cases do not apply.
Choosing E = {0} and E = {1} in the third case proves that Sy and S; are affine
mappings. Come back to the full substitution layer. Similarly, it is straightforward
to verify that S; must be affine by truncating o and the subspaces Vg 2y, W2y to
{0,2}. To summarize, we have proven that any substitution layer mapping £(V) to

L(W) is necessarily affine.

3.4. Conclusion

In this chapter, we have studied a generic SPN mapping a partition of the plaintexts
to a partition of the ciphertexts, independently of the round keys used. Combining
Theorem 3.26 and Corollary 3.27, we proved that there exist two families (V1) g,
and (Wl1)o,., of subspaces such that the substitution layer ¢ maps L(V]) to
L(W1i) for each 0 <7 < r. This result has been illustrated in Figure 3.6.

First, suppose that all the V[ are walls. In such a case, the diffusion layer of
the cipher is probably not playing its role (or the round number is very small). As it
is generally the case, suppose that there is no diffusion layer in the last round of the
SPN. Then, the input and the output partitions are both linear partitions associ-
ated with walls. This implies that some ciphertext bundles are independent of some
plaintext bundles. Such a property must be avoided in any good cipher. To charac-
terize a diffusion layer which does not have this weakness, Calderini introduced the
following definition in [23].

Definition 3.67 . The diffusion
layer 7 is said to be strongly proper over r rounds if for each proper wall W, there
exists an integer 1 <4 < r such that 7¢(W) is not a wall.

Assuming that the diffusion layer of the SPN is strongly proper over r-rounds,
at least one of the VIl is not a wall. This second case is far more interesting than
the previous one. By virtue of Theorem 3.64, at least one of the S-boxes must map
a non-trivial linear partition to another one, as illustrated in Figure 3.13.

Thus, we have proven in this chapter that any partition-based backdoor SPN
with a strongly proper diffusion layer has at least one S-box mapping a non-trivial
linear partition to another one. The following chapter aims at designing such an
S-box with the best security against differential and linear cryptanalysis.
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Chapter 4

In the preceding chapter, we have considered a generic substitution-permutation
network together with a partition-based backdoor holding independently of the key
schedule. Assuming that its diffusion layer is strongly proper, we have proven that
at least one S-box must map a linear partition to another one, thereby reducing the
study of the whole cipher to the study of one single S-box.

As said in introduction, differential and linear cryptanalysis are considered as the
most important attacks against block ciphers, and therefore any new cipher should
be proven secure against these two attacks. Since the S-boxes are the only primitives
of an SPN which are not affine, they must provide sufficient resistance to make the
whole cipher secure. On the other hand, the diffusion layer aims at enhancing the
confusion provided by the substitution layer. But even with a carefully designed
diffusion layer, an SPN which has poor S-boxes is unlikely to achieve performance
and security. To summarize, if we want our backdoor cipher to be secure against
these attacks, then we must design an S-box mapping a linear partition to another
one while providing good differential and linear properties. This is the purpose of
this chapter.

Firstly, Section 4.1 explains how an S-box mapping a linear partition to another
one can be associated with an imprimitive S-box which has the same properties
with respect to differential and linear cryptanalysis. Then, we recall a fundamental
decomposition result of imprimitive S-boxes. Secondly, Section 4.2 relates the linear
and differential properties of an imprimitive S-box to the ones of its decomposition.
Following these results, we derive an algorithm to design strong S-boxes mapping
a linear partition to another one. Next, a toy partition-based backdoor cipher is
given in Section 4.3. This example illustrates the results of the previous and this
chapters. Lastly, we discuss ways to prevent partition-based backdoor ciphers in
Section 4.4. The content of this chapter was published in the same papers as the
previous chapter, that is in [9] and [12].

4.1. Structure of a Backdoor S-Box

Optimal differential and linear resistances of vectorial Boolean functions are gener-
ally studied by means of equivalence relations preserving their properties. Following
the terminology introduced in [20], the three widely used equivalence relations are
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affine-equivalence, EA-equivalence (Extended Affine) and CCZ-equivalence (Carlet-
Charpin-Zinoviev [34, Proposition 3]), sorted here from the least to the most general.
In our treatment of backdoor S-boxes we will use the simplest, namely the affine-
equivalence.

Recall that two permutations S; and Sy of F} are said to be affine-equivalent if
there exist two linear mappings L, Lo of I} and two elements vy, vy of I} such that

Ve eFy, Se(x)=La(S1(Li(z)+v1)) +vs. (4.1)

It is well known that affine-equivalent S-boxes have the same security against dif-
ferential and linear cryptanalysis [80, Proposition 1]. Indeed, assuming that S; and
Sy are affine-equivalent, it is straightforward to prove that for all a,b in F%, we have

DPs, (a,b) = DPs, (Li(a), L3 (5)). (12)
LPSz(avb) = LP51((L11)T(G)7L;(b)) ) (43)

see for instance |27, Proposition 2.16]. The first relation means that their differential
probability matrices are equal up to row and column permutations. The second is
its analogous for linear potentials. More precisely, their correlation matrices are
linked by

Cs, (a,b) = (=1 D02 G (171 (a), L3(b)) - (4.4)

Thus, they are equal up to row and column permutations and up to the signs of
their coefficients.

Coming back to partition-based backdoor S-boxes, let V" and W be two subspaces
of F% and suppose that S’ is an n-bit S-Box mapping the partition £(V') to L(W).
Then there exists an automorphism L of F} mapping the subspace V' to W, as
ensured by Proposition 3.21. Naturally its inverse L~ maps W to V' and Proposition
3.25 states that L=! maps the partition £L(W) to L(V). Finally, the S-box S defined
to be L™' 0 S’ is by construction affine-equivalent to S’ and preserves the partition
L(V'). This discussion establishes the following Proposition.

Proposition 4.1. Let V and W be two subspaces of F} and let S’ be an n-bit
S-box mapping L£(V) to £L(W). There exists an affine-equivalent S-box S to S’
preserving L(V).

Conversely, suppose that S preserves the partition £(V'). Let W
be any subspace isomorphic to V' and denote by L an isomorphism from V to W.
By Proposition 3.25, the composite L oS maps L(V) to L(W) and is obviously
affine-equivalent to S.

Let us consider the 5-bit S-box S’ given in Figure 4.1. This S-box
has already been met in Examples 3.17 and 3.28 (denoted by f and S, respectively).
Thus, we know that S’ maps £(V') to L(W) where

V =span(07,1A) and W =span(OE,12).
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.0 .1 .2 .3 .4 5 6 .7 .8 .9 .A .B .C .D .E .F

0 0. 1E 08 04 13 OF 18 14 10 19 15 OE OD 03 1C 07 17
1. 12 11 OB 1B 09 05 1F 00 OA 01 02 1A 06 OC 1D 16
() 0. 00 01 02 03 08 09 OA OB OD OC OF OE 05 04 07 06
1. 18 19 1A 1B 10 11 12 13 15 14 17 16 1D 1C 1F 1E
S(r) 0. 1F OD 08 1B 06 15 10 18 14 11 07 04 03 1D OB 13

' 1. 1A 19 OE 16 O0C 09 1E 00 OF 01 02 17 OA 05 1C 12

Figure 4.1: Construction of the S-Box S used throughout Chapter 4.

co+V o01+V 02+V  03+V  08+V 09+V  O0A+V  OB+V
00 07 1A 1D 01 06 1B 1C 02 05 18 1F 03 04 19 1IE 08 OF 12 15 09 OE 13 14 0A OD 10 17 0B 0C 11 16

25 a8 L KL S A ok Al

02 05 18 1F O0OA OD 10 17 08 OF 12 15 01 06 1B 1C 09 OE 13 14 0B 0C 11 16 00 07 1A 1D 03 04 19 1E
02+V  0A+V  08+V 01+V 09+V OB+V 00+V 03+V

Figure 4.2: The permutation S preserving L£(V') where V = span(07,14).

Referring back to Example 3.22, we end up with an automorphism L of F3 satisfying
L(V)=W. Its inverse L~! and the composite S = L~=1S" are given in Figure 4.1. For
instance, S(07) = L~1(S’(07)) = L~1(10) = 18.

By construction, this new permutation S is equivalent to S’ and preserves the
linear partition £(V'), as can be seen in Figure 4.2. The similarity between Figures
3.3 and 4.2 is striking, thereby clarifying the choices we have made when constructing
the automorphism L in Example 3.22. This S-box S will be studied throughout this
chapter.

As a consequence of Proposition 4.1, it can be assumed without loss of generality
that the subspaces V and W are equal when studying the linear and differential
properties of an S-box mapping L(V') to L(W). Therefore, we consider the following
in the remainder of this section:

e let V be a d-dimensional non-trivial subspace of F3,
e let U be a complement space of V,
« let S be an n-bit S-box preserving L(V').

Since U is a complement subspace of V', the space F is equal to the direct sum
U@ V. In other words, every element x of [} can be uniquely written as the sum
x =u+v where u and v belong to U and V respectively. Let [u] denote the coset of
V' with respect to u. Thus, [u] = u+V is the unique part of £(V') containing u and
we have

LV)=A{lu][ueU}.

Since V' is d-dimensional, the complement space U is (n — d)-dimensional. In addi-
tion, we have the inequalities

1<d<n-1 and 1<n-d<n-1
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because V' is assumed to be a non-trivial subspace of F5.

The following theorem describes the structure of permutations preserving a linear
partition. A similar result has been introduced by Harpes in his thesis [50, Theorem
5.6]. However, our statement will be more appropriate for the next results of this
chapter.

Theorem 4.4 . There exist a
unique permutation p of U and a unique family of permutations (7, ). of V' such
that, for all x = w +v in F3,

S(u+v)=p(u) +7,(v) .

Conversely, if p is a permutation of U and if (7, ).y is a family of permutations of
V', then the mapping S’ defined by the rule S'(u+v) = p(u) + 7,(v) preserves L(V).

As will be seen in Section 4.1.3, this theorem is a corollary of Krasner-Kaloujnine
embedding theorem [65] (see Theorem 4.13). But for convenience, we give below a
direct proof.

By hypothesis, S preserves £(V'). Thus, S induces a permutation p of U
defined as follows. Let u be an element of U. Hence, there exists a unique ' in U
such as S([u]) = [u']. Define then p(u) = u'. For each element u of U, define the
permutation 7, of V' which maps v to S(u+v) + p(u). By construction, for any u in
U and any v in V' we have

Tu(v) = S(u+v) +p(u) and hence S(u+v)=p(u)+7,(v) .

The existence of the permutations p and 7, is proven. Now, let us show their unique-
ness. Suppose that there exist a permutation p of U and a family of permutations
(Tw)uer of V satisfying the result. Let (u,v) be an element of U x V. By hypothesis,
we have the relation

p(u) + 7 (0) = (1) + 7u(v)

Because the sum of U and V is direct, it follows that p(u) = p(u) and 7,(v) = 7, (v).
The uniqueness of p and the 7, follows.

Conversely, let p be a permutation of U and (7). be a family of permutations
of V. Denote by S’ the mapping from Fy to F} defined by the rule S"(u +v) =
p(u) + 7,(v). Because p and the 7, are permutations of U and V respectively the
mapping S’ is a permutation of U @ V' =F}. For every element u of U, it holds that

S'([u]) = {5"(u+v) [veV]={p(u) +7u(v) [veV}
= p(u) + {rul) [0 e V) = plu) + V = [p(u)] .
Hence, S’ preserves the linear partition £(V'), as desired.

This theorem is of great significance as it yields a general construction for im-
primitive S-boxes using permutations with smaller domains. Intuitively, this result
can be explained as follows. We already know that the linear partition £(V') consists
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of cosets of V. By permuting the elements of each coset [u], the whole partition
is left unchanged. The way we permute the elements of [u] is represented by the
permutation 7, of V', namely u + v is mapped to u + 7,(v). Therefore, we need a
family (7,)qer to represent all these local permutations. Up to this point, each coset
is mapped to itself, so it remains to explain how the cosets are permuted. This is the
role of the permutation p of U. Thus the coset [u] is mapped as a whole to [p(u)],
that is to say, each element u + 7,(v) is mapped to p(u) + 7,(v). To summarize,
the family (7). describes how the elements are moved inside each part and the
permutation p tells us how S permutes the parts of the partition £(V").

Again, we consider the S-box S introduced in Example 4.3. Define
the following complement subspace of V:

U = span(01,02,08) = {00,01, 02,03, 08,09, 0A, 0B} .

Figure 4.2 shows that S induces a permutation p of U. For instance, p(01) = 0A
because S maps the coset [01] to [0A]. Next, for each u in U, define the permutation
7, of V' by the rule 7,(v) = S(u+v) + p(u). For instance,

T01(07) = S(01 +07) + p(01) = S(06) + p(01) =10+ 0A = 1A.

This decomposition of S is illustrated in Figure 4.3. For example, the image of 06
under S is computed as follows. First, 06 is uniquely written as the sum u+v = 01+07
of an element v in U with an element v of V. Hence, 06 lies in the coset

[01] =01+ V =01+ {00,07,1A,1D} = {01,06, 1B, 1C} .

The first step consists in moving 06 inside the coset [01], or equivalently modifying
its component in V. Thus, 06 is mapped to 01 + 75;(07) = 01 + 1A = 1B. The second
step permutes the coset representatives in U, and hence leaves the elements of same
coset in the same relative positions. The element 1B = 01 + 1A is then mapped to
p(01) + 1A = OA + 1A = 10. Therefore, the S-box S maps 06 to 10.

The next three subsections aim at explaining how Theorem 4.4 can be seen as a
corollary of Krasner-Kaloujnine embedding theorem. Since this result has already
been proven, the reader can jump directly to Section 4.2 for a first reading. Never-
theless, this connection highlights the group structure behind the decomposition of
an S-box preserving a linear partition, bringing us back to imprimitive groups.

4.1.1. Wreath Product

As direct products for finite-dimensional vector spaces, wreath products naturally
arise when studying imprimitive permutation groups. The result justifying this anal-
ogy is known as Krasner-Kaloujnine embedding theorem. Informally, it establishes
that every imprimitive permutation group can be embedded into a wreath product,
namely seen as a subgroup of a wreath product up to isomorphism. Roughly speak-
ing, this result implies that wreath products are the biggest imprimitive groups.

In this section, we recall the definition of wreath products. However, it turns out
that there are several ways to define wreath products. Several groups are involved
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Figure 4.3: The permutation S preserving £(V') where V' =span(07,14).
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in this structure and each of them can act on the right or on the left. The following
choices are made in order to derive Theorem 4.4 from Krasner-Kaloujnine embedding
theorem. Because some of them are very unusual, all the results will be proven. To
see other classic representations of wreath products, readers may refer to [42] 26, [6]
55]. Wreath products are based on the so-called semidirect products recalled below.

Definition 4.6 . Let N and H be two groups and
let ¢ be a homomorphism from H to Aut(N). To simplify the reading, let  denote
the group law of N and let ¢, denote the automorphism of N associated with an
clement h of H. The semidirect product of H and N, denoted by H x4 N, is the
group formed by the Cartesian product H x N together with the following binary
operation

(h1,m1) ® (h2,n2) = (hiha, dpz1(n1) * n2) .

As explained in Definition 3.1, an action of a group G on X can be
defined to be a homomorphism from G to Sym(X). The homomorphism ¢ is then
an action of H on N whose image is included in the subgroup Aut(N) of Sym(N).
In this case, the group H is said to act by automorphisms on N. Finally, it should
be noted that when this action is trivial (namely ¢ = Idy for every h in H), the
semidirect product of H and N is just their direct product.

First, let us prove that (ey, ey) is the identity element of H x, N. Let (h,n)
be an element of H x N. It holds that

(h,n) ® (em, en) = (hem, dep(n) » en) = (h, geyy (1)) = (h,1d(n)) = (h,n)
(em,en) ® (h,n) = (enh, ¢p-1(en) x n) = (h,en xn) = (h,n).
Thus, (eq,en) is the identity element. Now, let us prove that (h=', ¢, (N-1)) is the
inverse of (h,n).
(h,n) @ (W7, én(n")) = (hh™, ¢n(n) * ¢n(n™")) = (e, gn(n + "))
= (en, ¢n(en)) = (em,en),
(Wl on(n™h)) @ (h,n) = (R h, -1 (¢n(n™')) * n) = (emr, pp-rn(n™') * )

= (e, bey (n71) xn) = (e,n™" *n) = (e, en).

Finally, it remains to prove that ® is associative. Let (hy,n1), (ha,n9) and (hs,ng)
be three elements of H x N. We have

(h1,n1) & [(ha,n2) ® (h3,n3)] = (h1,n1) ® (hehs, ¢pz1(n2) * ns)
= (hihahs, d(nyng)-1(n1) * dpz1(n2) * ng)
[(h1,n1) & (ha,n2)] ® (h3, n3) = (haha, dpz1(n1) * n2) ® (hs,ns)
= (h1h2h3,¢h51(¢h51(n1) * M) *ng3).
Observe that
¢h§1(¢h51(n1) *ng) = ¢h51(¢h51(n1)) * ¢h§1(n2) = ¢h51h51(n1) * ¢h51(n2)
= Phohs) ! (n1) ¢h51 (n2).
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Consequently, the associativity of the binary operation ® follows and the desired
result is proven.

Proposition 4.8. Let A be a group and let B be a group acting on a set /. Define
¢: B — &(A!) which maps an element b of B to the permutation

¢y AT — Al

(@i)ier — (@p-1.i)ier -
Then, ¢ is a homomorphism whose image is included in Aut(AT).

Using the vocabulary introduced in Remark 4.7, the group B acts
on the direct product A! by automorphisms. This action is quite simple as B only
permutes the components of the elements of A’ in the natural way. Let (a;);; be
an element of A” and let (a});er = ®((a;)ics) denote its image under the action of
a given b in B. The component a; is moved to the index b -4, and hence a; = a';
leading to the equality (a;)icr = (ahi)ier- Equivalently, (ay-1.)ier = (@ )ier, whence
&b((a;)ier) = (ap-1.4)ier. This discussion explains the definition of the action ¢.

First, let us prove that ¢ is well-defined. Let b be an element of B. We need
to prove that ¢, is a permutation of A’. Let (a;);; be an element of A7. We have

Gp1 0 ¢b((ai)ie1) = gbb*l((ab*l-i)id) = (abfl-(bn‘))ief = (ab*1b~i)z‘el = (aeB~i)ieI = (ai)iel-
Similarly, ¢y o ¢p-1 = Id4r. As a consequence, ¢ is a permutation of A/ and ¢ is

well-defined. Now, let us prove that ¢ is a group homomorphism. Let by, by be two
elements of B and let (a;);c; be an element of A’. Next,

Doy © Doy ((i)ier) = P, ((an;1.4)ier) = (@ugrri)ier = (Aviba) 1 )ier = Poiby ((@i)ier) -
It follows that ¢y, o ¢y, = @p,p, proving that ¢ is a homomorphism. Let b be an

element of B. To prove that the image of ¢ is included in Aut(A’), it suffices to
show that ¢, is a homomorphism. For all (a;);e; and (af)e; in AZ, it holds that

¢b((ai)iel x (aé)iez) = ¢b((aia§)ie1) = (ab—liaé—l.i)ie[ = (ab—l-i)ieI X (a{fl.z-)iel
= dp((as)ier) x op((@})ier) -
This concludes the proof of our proposition.

Given two groups A and B acting respectively on X and I, their wreath product
AwB naturally acts on the product Ix X . Intuitively, the set I x X may be thought as
a collection of #1 copies of the set X. Similarly, the wreath product A: B contains
#1 copies of the group A, each acting on its associated copy of X. Then, B acts on
I x X by permuting the copies of X. The resulting action of A2 B on I x X is thus
imprimitive since it preserves these copies.

Vs

Definition 4.10 . Let A be a group and let B be a group
acting on a set I. The wreath product of A and B denoted by A: B, is defined to be
the semidirect product B x, A where ¢ is given in Proposition 4.8. Explicitly, the
group law of A2 B is given for all (b, (a;);er) and (V' (a})ier) in B x Al by

(b, (ai)icr) ® (V' (af)ier) = (00", pp-1((@i)ier) x (af)ier) = (', (ay.i07)icr) -

N
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Proposition 4.11 . Let A and B be two groups
and suppose that A acts on X and that B acts on I. Then, the wreath product
A:B acts on I x X by

(0, (@i)ier) - (4, %) = (b3, a5 - @)

for all (b, (a;)ics) in B x Al and (j,z) in I x X. Furthermore, let X; denote the set
{i} x X for each i in I. Then, A2 B preserves the partition {X; | i€ I}.

In other words, B ={X;|iel}is an (A B)-invariant partition of
I'x X. Since this partition is non-trivial (whenever #1I, #X > 2), the wreath product
A B acts imprimitively on I x X.

Let (j,x) be an element of I x X. Observe that
(637 (eA)ieI) ’ (]7ZL') = (eB 'j) €A ZL’) = (j,I) :

Thus, the element (j, ) is fixed under the action of the identity element of A2 B.
Now, let (b, (a;)ier) and (U, (a})er) be two elements of Az B. On the one hand,

(0, (ai)ier) - [(V', (@)ier) - (4, 2)] = (b, (@i)ier) - (V- §, @ - ) = (D' -, @y - )

On the other hand,

[(0, (ai)ier) - (U, (ai)ier) ] - (4, ) = (OV', (awria)icr) - (G, ) = (W' - 5, awr jaj - ) -

Therefore, A2 B acts on I x X.

It remains to prove that this action preserves the partition {X; | i € I}. Let
g = (b, (a;)ir) be an element of A: B and let j be an element of I. We will prove
that g- X; = X;;. Let g- (j,x) be an element of g- X;. Then g- (j,2) = (b-j,a; )
belongs to Xj.;. Thus, g- X is included in X,.;. Now, let (b-j,x) be an element of
Xpj. Then (j,a;"- ) belongs to X; and

g'(jaaj_‘l'x) = (b'jaaja]_'l'x) = (bj,.iﬁ)

Thus, (b-j,z) lies in g- X;. Therefore, g- X; = X};. The desired result follows from
Lemma 3.14.

4.1.2. Krasner-Kaloujnine Embedding Theorem

It is now time to state Krasner-Kaloujnine embedding theorem which relates every
imprimitive group action to the imprimitive action of a wreath product.
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Theorem 4.13 . Let G be an imprimitive permuta-
tion group on a set E and let P be a G-invariant partition of E. Let R be a system
of distinct representatives of P. For each r in R, let [r] denote the unique part of
P containing r. Let rg be an element of R.

o Let A be the permutation group on [rg] induced by the action of the set-wise

stabilizer of [ro] in G.

o Let B be the permutation group on R induced by G.
Then E may be identified with R x [r(] in a such way that G on E is permutation
isomorphic to a subgroup of A2 B acting imprimitively on R x [rg].

For each r in R, choose an element t, of G satisfying ¢.([r0]) = [r]. Such
elements exist by virtue of Lemma 3.5. Let A be the mapping from E to R x [rg]
which maps z to (r,t;*(z)) where r is the unique element of R such that = € [r].
Finally, let ¢ denote the mapping from G to A: B defined by the formula

e(g) = (ga (tg(lr) °ge tr)reR)
where g : R - R maps r to the representative of [g(r)] in R. We will prove that

(¢, A) is a permutation isomorphism from G on E to ¢(G) on R x [rg].

Let us begin by showing that A\ is a bijection. Since #FE = #P x # P, it is
sufficient to prove that A is one-to-one. Let x and z’ be two elements of E such
that A(z) = A(z'). Denote r and r’ the elements of R satisfying z € [r] and 2’ € [r'].
Hence, the equality A(z) = A(z') becomes (r,¢;'(x)) = (+/,¢;}(x)). This implies
that ¢1(x) = ¢;*(2") and finally that = = 2’ as ¢;! is a permutation of E.

Now, we will prove that ¢ is a one-to-one homomorphism. Let g; and g, be two
elements of GG. It holds that
Qo(gl) ® ()0(92) = (gla (t!;‘ll(r)gltT)reR) ® (9727 (t;‘;(r)g2t7")r€R)
= (.9_19_27 (t;il(ga(r))gltg_g(r)t;*;(r)gﬂ;r)re}%)
= (9192, (t;f@(r)glgﬂr)rd%) = ¢(9192) -

Therefore, ¢ is a homomorphism. We still have to prove that ¢ is one-to-one.
Assume that ¢(g1) = ¢(g2). This hypothesis can be restated as follows

(gla (t;‘E(r)gltr)reR) = (g27 (t;‘;(r)QQtr)reR) . (45)

Let = be an element of E and let r be its representative in R. Then, xy = t;!(x)
belongs to [rg]. By assumption,

(tg ) " gute(20) = (tg(r)) " g2t (20) -

Simplifying, we obtain (t5 ) 'g1(x) = (t5()) tg2(x). Equation 4.5 implies that
g1 =g2. Thus, g1(r) = g2(r) and (tg()) ™" = (tz)) " Consequently, gi(z) = go(z).
As this equality holds for all x in F, is follows that ¢g; and go are equal, proving that
© is one-to-one.
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Let x be an element of E and let g be an element of GG. It remains to prove that
A(g(x)) =(g) - A(x). Let r be the representative of z in R. Then,

p(9) A(@) = (g, (G50 9t )rer) - (.87 (2)) = (9(7), 150 91 (171 (2)))
= (9(r). t5019(2)) = Myg(2)) -

The result is proven.

Theorem 4.4 establishes that any imprimitive permutation group can be em-
bedded into a wreath product. In the following, we use the same notation as in
Theorem 4.4. Observe that A is a subgroup of Sym([ry]) and that B is a sub-
group of Sym(R). Therefore, the group G can be identified with a subgroup of the
wreath product W = Sym([ro]) : Sym(R). More formally, G is a subgroup of the

(isomorphic) image of W under ¢t

Conversely, Proposition 4.11 ensures that the action of W on R x [rg] is imprim-
itive and preserves the partition

Q= {{ryx[ro]|reR}.

Hence =1 (W) preserves the partition A=1(Q) = P. Combining these two results, we
see that ¢~1(WW) is the biggest permutation group on E preserving the partition P.

By assumption, P is a G-invariant partition of E. Let p denote the cardinality
of R and let ¢ denote the cardinality of [ro]. In other words, P consists of p parts,
each of cardinality ¢ by virtue of Corollary 3.7. The discussion above proves that
the number of permutations of E preserving P is equal to the order of Sym([r])?
Sym(R), given by

#(Sym(R) x Sym([ro])") = (p!) x (a!)" (4.6)

4.1.3. Application of the Embedding Theorem

Recall that V' is a d-dimensional subspace of [} and S is an n-bit S-box preserving
L(V). Since U is a complement space of V', the partition £(V) is equal to {[u]|u €
U}. Thus, U is a system of distinct representatives of L(V).

Let G denote the subgroup of Sym(F%) generated by S and the key additions
{a | z € F3}. By assumption, S preserves £(V') and by Proposition 3.23, each key
addition preserves £(V'). Hence, the linear partition £(V') is G-invariant. Note that
for each x and y in F%, the equality a,.,(z) =y holds. Consequently, the group G
is transitive and imprimitive because L£(V') is assumed to be non-trivial.

Following the proof of Theorem 4.13, let ¢, denote the key addition «,, for each
win U. It is easily seen that t,([0]) = t,(V) = u+V = [u] so this definition meets
the requirements of the proof. Moreover, we know that «, is an involution, hence
()™ = ay,. Define the following mappings:

N:Fy —UxV ¢ : G — Sym(U) x Sym(V)Y
T (nytuz(x))a gr— (ga (tg(lu)gtu)ueU) )
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where u, denotes the representative in U of [z]. Let x = u+v be an element of Fy
and let g be an element of G. Then,

AMz) = (u, () = (w,u+u+v) = (u,v),
(P(g) = (ga (t;(lu)gtu)ueU) = (§, (ag(u)gau)ueU) .
Since (A, ) is a permutation isomorphism from G on FJ to Sym(V') : Sym(U) on
U x V, the equality A(g(z)) = ¢(g) - A(x) holds. Note that
w(9) - M) = (9, (g 90 )uer) - (1, v) = (§(u), g gau(v))
= (9(u),g(u) +g(u+v)).
Therefore,
g(u+v) = A" (e(g) - M) = A (g(u),g(u) + g(u+v))
= g(u) + (9(u) + g(u+v)).

Let p denote the permutation S of U and for each u in U, let 7, denote the permu-
tation of V' defined by the rule 7,(v) = p(u) + S(u +v). Then, apply the preceding
equality with g = .S to obtain

S(u+v)=p(u) +71,(v).

This proves that the decomposition of S given by Theorem 4.4 can be obtained
using Krasner-Kaloujnine embedding theorem.

Even though it might seem harder to derive Theorem 4.4 from Theorem 4.13
rather than to prove it directly, this new perspective emphasizes the group structure
associated with the decomposition of imprimitive S-boxes. For instance, suppose
that S’ is another n-bit S-box preserving P. Denote by ¢(S”) = (p', (7})uer) the
decomposition of S’. As ¢ is a homomorphism, ¢(SS”) = ¢(S) ® p(S’). Then, the
decomposition of SS” is given for any z = u +v in F} by

SS (u+wv) =pp'(u) + Ty (v).
In addition, the decomposition of S~! is given by the formula
-1 _ 1 -1
ST u+v) =p () + Ty, -
Finally, Equation (4.6) asserts that the number of S-boxes preserving £(V') is given

by
(271) x (2412

4.2, Differential and linear analyses

First, let us recall some basic facts about the differential and linear properties of S-
boxes detailed in Chapter 1. Consider an n-bit S-box S and two elements a, b of F7.
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The probability of the differential (a,b) and the correlation of the approximation
(a,b) with respect to S are defined to be

DPg(a,b) =27" x #{x e Fy | S(x) + S(x +a) = b},
Cs(a,b) =27V s Llr e FY | (a,x) = (b, S(z))} - 1.

The linear potential of the approximation (a,b) of S is then the square of its corre-
lation, that is LPg(a,b) = Cs(a,b)?. The maximum differential probability DP§**,
the maximum absolute correlation C¢** and the maximum linear potential LP§**

of S are defined to be

DPE™ = max{DP(a,b) | a € (F3)*, be 3},
O™ =max{ C(a,b) |aeFy, be (F3)},
LP2™ = max{LP(a,b) |a € F§, be (F§)*} = (C3™)*.

Moreover, in Chapter 1 Section 1.5.1, we have observed that DPg(a,b) is a multiple
of 2-(»=1) and that DP§™ > 2-(»~1). According to the Sidelnikov-Chabaud-Vaudenay
bound (see Equations (1.13) and (1.14)), we have

Cmax > 97" LpEax > 9-(n-1) (4.7)

Now, assume that S preserves the partition £(V'). In the previous section, we
have proven that S can be constructed using permutations with smaller domains.
More precisely, Theorem 4.4 establishes the existence of a permutation p of U and
permutations (7). of V such that the relation

S(u+v)=p(u) +71,(v)

holds for every z = w+ v in F}. This decomposition is fixed in the remainder
of this section. In view of this result, it is natural to wonder if the differential
probabilities and linear potentials of S are related to the ones of the permutations
in its decomposition. The first problem is that these notions are defined for vectorial
Boolean function whereas the domains of p and the 7, are proper subspaces of F3. To
solve this problem, we identify U with F§~¢ and V' with F} using two isomorphisms,
and then consider the permutations induced by p and the 7, on these sets.

Let By = (4;)i<cn—a and By = (v;)i<n-q be two bases of U and V
respectively. Define the following mappings:

Ly:Fy?—U Ly :F} —V
(In—d—b s 73:0) — Z?z_od_l Ty, (yd—17 s 7y0) = szz_ol (A%
It is easily seen that Ly and Ly are both isomorphisms of vector spaces. Define p
to be the permutation Lo po Ly induced by p on F3~?. Similarly, for each u in U,
denote by 7, the permutation L{/l o7, o Ly induced by 7, on F¢.

The following lemma explains how a permutation u of an m-dimensional subspace
W of F} is linked to the differential probabilities and correlations of its induced
permutation g on 4.
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Lemma 4.15. Let W be an m-dimensional subspace of F4 and let L be an isomor-
phism from F5* to W. Consider a permutation p of W and denote by f its induced
permutation L=topoL on F5'. Let a and b be elements of W and denote a’ = L~1(a),
b' = L71(b), a' = L (a) and b* = L7(b). Then,
2™ x DPy(a',b") = #{w e W | p(w) + p(w + a) = b},
21 (Cal, ) + 1) = #{w € W | {a,w) = (b, u(w))}

We begin with the correlation matrix of the permutation g induced by p on
5. It is easily seen that

2" x (C(a”,0') + 1) = #{z € F3' | (a’,2) = (', ji(2)) }
= #{x e F3 | (L (a), x) = (L7(b), L7 pnL(x))}
= #H{x e By [ {a, L(x)) = (b, p(L(2)))} -

Denote by E the set on the right side of the previous equation. As L is bijective, the
set F and its image L(FE) have the same cardinality. Thus, replacing F by L(E)
yields

2" x (Ca(a',b') + 1) = #{w e W | {a,w) = (b, p(w))}.

Next, it remains to prove the statement about the differential probability of .
By definition,

2" x DPy(a',b") = #{x e F5' | i(x) + p(x + a") = '}
=#{x eFP | L' uL(x) + L 'uL(z+ L™ (a)) = L' (b)}.
Because L is bijective, L(x) = L(y) if and only if 2 = y. Therefore,
2" x DP;(a',0') = #{x e Fy | L(L™'puL(z) + L' pL(z + L™ (a))) = LL™'(b)}
- {w € FP | p(L(2)) + p(L(x) +a) = b}

Again, considering the image of the last set under L, we obtain

2" x DP;(a',b") = #{w e W | p(w) + pu(w + a) = b},
as was to be shown.

Consider the bases By = (01,02,08) and By = (07,1A) of the
subspaces U and V. Next, we define the isomorphisms Ly : F3 - U and Ly : F2 >V
following the construction given in Notation 4.14. For instance,

LU(G) = LU(110) = lug + 1uq + OUO =08+02=0A.

Explicitly, these isomorphisms are given in Figure 4.4. We can now compute the
permutation p of F3 and the permutations 7, of F3. For example,

p(1) = (Li' o po Lu)(1) = L (p(01)) = Ly} (0A) = 6.

The permutation p and the family (7, ).y are illustrated in Figure 4.5, which should
be compared to the original decomposition of S represented in Figure 4.3.
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r 0 1 2 3 4 5 6 7 r 0 1 2 3
Ly(r) 00 01 02 03 08 09 OA OB  Ly(z) 00 07 1A 1D

Figure 4.4: The linear transformations Ly and Ly .

Too To1 To2 To3s Tos Tog ToA ToB
o1 2 3 01 2 3 o1 2 3 01 2 3 01 2 3 01 2 3 01 2 3
o1 2 3 01 2 3 01 2 3 01 2 3 01 2 3 01 2 3 01 2 3

0 1 2 3 4 5 6 7

0 1 2 3 4 5 6 7

Figure 4.5: The family of permutations (7, ). and the permutation p.

4.2.1. Correlation Matrices and Linear Potentials

Until now, we have divided our imprimitive S-box S into several smaller permuta-
tions and then transformed these permutations in order to reveal their differential
and linear properties. We begin by investigating the correlation matrix of S. Our
first result links some of its coefficients with the ones of the correlation matrix of p.
Even if the following theorem involves only few coefficients of Cg, it has a significant
practical impact because these coefficients happen to be the greatest in general, and
hence determine the resistance of S against linear cryptanalysis.

Theorem 4.17. Let a and b be two elements of V' and denote by a’ and b? their
respective images under Lj;. Then,

Cs(a,b) = Cs(a’,b") and hence LPg(a,b) =LP;(a’,0").

Let z = u+v be an element of F}. According to Theorem 4.4, the decompo-
sition of S(u+wv) is p(u) + 7,(v). Consequently,

(a,u+v)=(b,S(u+v)) < (a,u) +(a,v) = (b, p(u)) + (b, 7,(v))

as the dot product is bilinear. Recall that a and b belong to V'* by assumption, so
(a,v) and (b, 7,(v)) are both equal to 0. This discussion proves that

{u+velFy | (a,u+v)=(b,S(u+v))} ={u+velFy|{a,u)=(bpu))}.
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Finally, combining Lemma 4.15 and the previous equation, we obtain

2"1(Cs(a,b) +1) = #{u+v e F3 | {a,u) = (b, p(u))}
= #V x#H{ueUl(a,u) = (b, p(u))}
= 2% x 2" (C5(at, b)) + 1),

which simplifies to give Cg(a,b) = C5(al,bt), as desired.

Consider the transpose L], of Ly seen as a mapping from Fu-? to
F7 instead of U. Thus, L], is a mapping from Fj to F5~¢ which cannot be injective
since d > 1. According to Proposition 1.2, its kernel can be calculated as follows

Ker(Lj;) = (Im Ly)* =U*.

Then, observe that U+t n V't = (U + V)t = (F7)* = {0}. Consequently, the restriction
of L], to the orthogonal space of V' in [} is injective and hence bijective because of
the rank-nullity theorem. This discussion proves that the pairs (af,b') as defined in
Theorem 4.17 are all distinct. Therefore, Cj is a submatrix of Cg.

Corollary 4.19. The maximum linear potential of S is lower bounded by 2-(n-d-1),

As noted in Equation 4.7, there exist two elements a! and b of F3~¢ both
non-zero such that

|Cﬁ(at, bt)| — C%nax > 2,n—;1—1
Let a and b denote the images of a' and b® under (L{;)!. Then, Theorem 4.17
implies that )

Cs(a,0)] = |Cp(a’, )| > 2%
Multiplying both sides of this inequality by themselves yields LPg(a,b) > 2-(r=d-1),
Finally, observe that a and b are non-zero and the result is proven.

As explained in Section 1.5.1.c, the maximum absolute correlation
of any 4-bit S-box is lower bounded by 2% x 274 = 2-1. Therefore, if n—d = 4
the previous reasoning yields the lower bound LPg** > 272 strengthening Corollary
4.19. Similarly, we know that every 2-bit S-box is affine, so has maximum absolute
correlation equals to 1. Thus, the maximum linear potential of S is also equal to 1
when n —d = 2.

First of all, we should explicit the transpose of L;;. Recall that
we have defined Ly to be the linear mapping from F3 to F} satisfying Ly (1) = 01,
Ly(2) =02 and Lyy(4) = 08. Therefore, for any z in F3, we have

LU(JC) = ($2,$1,$0) X

o O O

1 000

001 0fj=xxAy.

0001

By definition, its transpose is the mapping L], from Fj to F3 defined by the rule
LTU(.CE) = (1'4, Ce ,.CEo) X ATU = (.%3,1'1, 1'0) .
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4.2 — DIFFERENTIAL AND LINEAR ANALYSES

Recall that V was defined to be the subspace of F3 spanned by {07,1A}. It is easily
checked that the vectors in {05,0B, 13} are linearly independent and orthogonal to
each element of the previous basis of V. Thus, the family (05,0B,13) is a basis of
VT because this subspace is 3-dimensional. The restriction of L], to VT is explicitly
given by

L1,(00) =0, L7,(0B) =7, L7,(13) =3, L7(18) =4,
L7,(05) =1, L},(0E) =6, L7(16) =2, LI,(1D) =5.

As noted above, this restriction is a bijection. We will now reorder the rows and
columns of the correlation matrix of S to highlight that C; is one of its submatrices.
Following Theorem 4.17, the firsts row and column indices should be

(L) H0), (L)' (1), - (L)), (L) (7).

00 05 OE 0B

The correlation matrix of S is illustrated in Figure 4.6 in its original then reordered
forms. Next, Figure 4.7 shows that the top left 8 x 8 submatrix of the reordered
form of Cg is exactly the correlation matrix of p. It goes without saying that
the coefficients affected by Theorem 4.17 stress the structure of such a correlation
matrix. Moreover we see that they determine the absolute maximal correlation of
S, as it is generally the case. Finally, it is worth noting that

162
1Py - (5] =22,
32

and thus S meets the bound of Corollary 4.19 with equality.

4.2.2. Differential Probabilities

Along a similar line, we will investigate the differential probabilities of S and their
links with the decomposition of S. But before stating our main results, we need two
preliminary lemmas.

Lemma 4.22. Let a = uq +v, and b = u, + v, be two elements of F. Denote by U
the set {ue U | p(u) + p(u +uy) = up}. Then,

2" xDPg(a,b) = > #{v e V | 7u(v) + Tusu, (U +va) = v} .

ueld

Let = be any element of F}. Consider the following equation
S(z)+S(x+a)=0. (4.8)
Write x as the sum u+v. According to Theorem 4.4, Equation (4.8) is equivalent to

p(u) + 7, (v) + p(u + Ug) + Tusu, (V+0,) = up + vy . (4.9)
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A BACKDOOR S-Box

00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF 10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F
00(32 - -
01 12 -12 8 -4 4 -8 4 4 4 4 8 4 -12 4 4 -4 -12 -8 4 -4
02 -12 8 -12 4 -4 -8 -4 4 -12 12 4 -4 -4 4 4 -8 -4 4 4 8
03 8 -12 12 4 -4 4 4 -4 -12 8§ -4 4 8 -4 -4 4 4 4 12
04 -4 -4 -4 8 -12 4 4 -4 -8 -12 4 4 -4 8 4 -4 -4 12 -8 -12
05 16 -16 16 16
06 4 4 8 4 4 4 4 8 12 4 -12 -12 -4 4 8 8§ 4 4 12 4
07 -4 4 -12 -4 -4 8 12 -8 4 4 -12 -8 4 8 -4 -4 4 -4 -4 -12
08 8 4 4 12 12 -12 4 -4 4 8§ -4 4 8 -4 -4 -12 408 4 -4
09 4 -4 -4 4 4 -8 4 8 -4 -4 -4 8 12 -8 -12 4 -4 -12 -12 -4
0A -4 4 -4 -8 -12 4 -12 -4 8 4 4 4 -4 -8 4 12 4 -4 8 -12
0B -16 16 16 16
oc 4 -8 4 4 -12 8 -12 -4 -4 4 -4 4 4 12 128 4 4 -4 -8
oD 4 4 8 4 -4 4 -12 8 -4 -4 4 4 12 -12 8 8 4 12 -4 -4
OE 16 16 -16 16
OF -4 -12 -8 12 4 8 4 4 4 4 -8 4 4 4 -12 4 -12 8 4 -4
10 -8 4 12 -4 12 4 4 -4 -12 8 4 4 -8 -4 -4 -12 4 -8 4 4
11 -4 4 4 12 12 8 -4 -8 4 4 4 -8 4 8 -4 12 -12 -4 -4 4
12 4 -4 -8 -12 4 8 4 4 12 -4 -8 4 4 12 12 4 4 8 4 4
13 -16 -16 -16 16
14 4 8 4 4 -4 -8 -4 4 4 -4 4 12 12 4 -4 -8 12 -12 4 8
15 4 4 -8 4 -4 -4 -12 8 -4 -4 -12 4 12 4 -8 -8 4 -4 12 4
16 -16 -16 -16 16
17 4 4 4 -8 -4 12 12 4 8 -4 12 -4 4 -8 -4 -12 4 4 8 -4
18 16 -16 -16 -16
19 4 4 4 8 -4 12 -4 4 -8 12 12 4 4 8 -4 4 4 -12 -8 4
1A -4 -8 -4 -12 4 8 4 12 -4 4 12 4 4 -4 4 8 4 4 12 -8
1B -8 -12 4 12 -4 -12 4 -4 4 8 4 4 8 -4 -4 4 4 8 4 12
1C -12 -4 8 4 4 8 4 4 12 -4 8 4 12 12 -4 4 4 -8 4 4
1D -16 -16 16 -16
1E 4 4 -8 4 4 4 4 8 12 -4 4 -12 -4 -12 -8 -8 4 12 -4 -4
1F -12 12 -4 4 4 -8 4 8 12 12 4 8 4 -8 4 4 -4 4 4 -4

‘/7T

00 05 16 13 18 1D OE OB'01 02 03 04 06 07 08 09 OA 0C OD OF 10 11 12 14 15 17 19 1A 1B 1C 1E 1F
00|32
05 16 16 16 -16
16 -16 -16 -16 16
13 -16 -16 16 -16
18 16 -16 -16 -16
1D -16 16 -16 -16
OE 16 -16 16 16
0B 16 16 16 _-16! -
01 12 -12 8 -4 -4 -8 -4 4 4 4 8 -4 -12 4 4 -4 -12 -8 4 -4
02 -12 8 -12 4 4 8 4 4 -12 112 4 -4 4 4 4 8 4 4 4 8
03 8 -12 12 4 -4 4 4 4 -12 8 4 4 8 -4 4 4 4 8 4 12
04 -4 -4 -4 8 -12 4 4 4 -8 -12 4 4 4 8 4 4 4 12 -8 -12
06 4 4 8 4 4 4 4 8 12 4 -12 -12 -4 4 8 8 4 4 12 -4
07 -4 4 -12 4 4 8 12 -8 4 4 -12 8 4 8 -4 4 4 -4 -4 -12
08 8§ 4 4 12 12 -12 4 4 4 8 4 4 8 4 4 -12 4 8 4 A4
09 4 4 -4 4 4 -8 4 8 4 4 4 8 12 8 -12 4 -4 -12 -12 4
0A -4 -4 -4 -8 -12 4 -12 4 8 4 4 4 4 -8 4 12 4 -4 8 -12
oc -4 -8 -4 4 -12 8 -12 -4 -4 4 -4 4 4 12 -12 8 4 -4 4 -8
0D 4 4 8 4 4 4-12 8 4 4 4 4 12 -12 8 8 4 12 -4 4
OF -4 -12 -8 12 4 8 -4 4 4 4 -8 4 4 4 -12 4 -12 8 4 -4
10 -8 4 12 -4 12 4 4 -4 -12 -8 4 4 -8 -4 -4 -12 4 -8 4 4
11 -4 4 4 12 12 8 4 8 4 4 4 8 4 8 -4 12 -12 -4 -4 4
12 4 -4 -8 -12 4 8 4 -4 12 -4 -8 4 -4 12 12 4 4 8 4 4
14 4 8 4 4 4 -8 A4 4 4 -4 4 12 12 4 4 -8 12 -12 4 8
15 4 4 8 4 4 4 -12 -8 -4 4 -12 4 12 4 -8 -8 4 4 12 4
17 4 4 4 -8 4 12 12 4 8 -4 12 -4 4 -8 -4 -12 4 4 8 4
19 4 4 4 8 4 12 -4 4 -8 12 12 -4 4 8 -4 4 4 -12 -8 4
1A 4 -8 -4 -12 4 8 4 12 -4 4 12 4 4 4 4 8 4 4 12 -8
1B -8 -12 4 12 -4 -12 4 4 4 8 4 4 8 4 4 4 4 -8 4 12
1C -12 4 8 4 4 -8 4 -4 12 -4 8 4 12 12 -4 4 -4 -8 4 4
1E 4 4 8 4 4 4 4 8 12 4 4 -12 -4 -12 -8 -8 4 12 -4 -4
1F -12 12 -4 4 4 -8 4 8 12 12 4 8 4 -8 4 4 4 4 4 4

Figure 4.6: The reordered correlation

matrix of S (multiplied by 25).
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2% x Cg(a,b) 23 x C5(a,b)

00 05 16 13 18 1D OE OB 0O 1 2 3 4 5 6 7
00| 32 0 S
05| - 16 16 - - 16 -16 - 1 4 4 . . 4 4
16| - - -16 -16 -16 16 2 4
13| - <16 - -16 16 - -16 - 3 4 4 4 4 -
18| - 16 - -16 - -16 - -16 4 4 4 4 4
iD| - - -16 16 - - -16 -16 5 4 4 4 4
OE| - 16 -16 - 16 - - 16 6 4 4 - 4 4
OBl - - - - 16 16 16 -16 7 4 4 4 4

Figure 4.7: The 8x8 top left submatrix of the reordered correlation matrix of .S and
the correlation matrix of p.

Observe that p(u) + p(u +u,) lies in U and 7,(v) + Tysu, (v +v,) lies in V. Since FY
is the direct sum of U and V', Equation (4.9) holds if and only if the following two
equations hold:

p(u) + p(u+uy) =u, and (4.10)

Tu(V) + Tugu, (V+04) = 0. (4.11)

By definition, the statement “u € U” is equivalent to Equation (4.10). Then, denoting
by P(u,v) the assertion “Equation (4.11) holds”, we have

2" x DPg(a,b) = #{x € F} | (4.8) holds}
=#{(u,v) eUxV |ueld and P(u,v)} =Y #{veV|P(u,v)}.

ueld

The result is proven.

Lemma 4.23. Let A\, 4 be two permutations of V. For each v,,v, in V', denote by
D(vg,vp) the set {veV | u(v) + AM(v+v,) =vy}. Let vg,v, be elements of V. Then,

Z #D(Ua,@b) = Z #D(@a,vb) = #V

opeV Va€V

Firstly, we contend that U,y D(vq, %) is equal to V. Indeed, V' is included
in Ug,ev D(vq,0p) since any element v belongs to D(vg, (v) + A(v + v,)) and the
converse inclusion clearly holds. It goes without saying that the sets D(v,, ;) are
pairwise disjoint. Thus,

#V = # U D(Um{]b) = Z #D(Uaaﬁb)'

peV VpeV

Next, we claim that Us,er D (04, ) is equal to V. As previously, we only need
to prove that V' is included in U, e D (04, v5). Let v in V. Since A is onto, there
exists an element z of V such that A(z) = u(v) + v,. Then, v lies in D(x + v,vy),
proving our claim. Moreover, the sets D(0,,v,) are pairwise disjoint because A is
one-to-one, implying that #V = Y5 . #D (04, ) as desired.

123



CHAPTER 4 — ANALYSIS OF A BACKDOOR S-Box

Now is the time to introduce our first theorem about the differential probabilities
of S. Unlike Theorem 4.17, the next result involves all the coefficients of the matrix
DPg, thereby underlining its global structure.

Theorem 4.24. Let a = u, +v, and b = uj, + v, be elements of F and denote by u/,
and uj their images under L;'. Tt holds that

S DP(i,b) = Y. DPs(a, j) = DP,(u!, u}).

i€[ual Jge[us]
Especially, DPg(a,b) < DP;(u/,u;) and thus DPg™* < DP7*.

Denote by U the set {u € U | p(u) + p(u +u,) = up}. According to Lemma
4.22, we have

2" x > DPg(i,b) =2" x Y DPg(ug + Ua, b)

i€[ua] BacV

=Y (S #0 eV 7u0) + s (04 8) =0}

Va€V ueld

Reversing the order of summation, we get

2% Y DPg(i,b) = Y ( YA € V [ 7(0) + Furaa (04 5) = 0} -

i€[uq ] ueld ~ UqaeV

In the same way, it can be proven that

2" x > DPg(a,j) = ). ( Y #{v eV | 1u(v) + Turu, (0 +v,) = T;b}) .

je[up] ueld ~ vpeV

By virtue of Lemma 4.23, we have

2" x S DPy(i,b) = 2" x Y. DPs(a,j) = 3 #V = #U x 2* |

i€[uq ] je[up)] ueld

Finally, Lemma 4.15 ensures that #U = 24 x DP;(u/,,u}). The result follows.

The next result is the analog of Theorem 4.17 for the differential probabilities. In
a similar way, it considers few coefficients of DP g but these coefficients are generally
the greatest. Therefore, this result will be used to derive a lower bound on the
resistance of S against differential cryptanalysis.

Theorem 4.25. Let v, and v, be two elements of V' and denote by v;, and v; their
respective images under L;}. Then

1
DPg(vg,vp) = o > DP-, (v}, v}).
uelU

Particularly, the family (DPg(va,Up))v,mev is uniquely determined by (DPz,)yer-
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Applying Lemma 4.22 with a =0+ v, and b =0 + v, yields

2" x DPg(vg,v5) = > #{v e V| 7,(v) + Tu(v + v,) =03} ,
uelU

since U ={ueU | p(u)+p(u+0)=0} =U. Then, Lemma 4.15 ensures that

Y #{veV | (v) + Tu(v+vy) =v} = Y. 2¢x DP;, (vl,v}).

uelU uelU

Simplifying, we obtain the desired result.

Corollary 4.26. The maximum differential probability of S is lower bounded by
the smallest multiple of 2-(»~1) being directly greater than or equal to ﬁ

Let v, be a nonzero element of V. Applying Theorem 4.24 with a =0+ v,
and b =0+ 0 yields
Y DPs(v4,j) = DP;(0,0) =1.
Jje[0]
Since [0] =V, we have Y,y DPg(v,,v) = 1. Moreover, we know that DPg(v,,0) =0
because v, is nonzero and S is a permutation. Thus, there are at most 2¢ - 1
elements v in V' such that DPg(v,,v) is nonzero. In order to minimize DP§™, we
would ideally require that DPg(v,,v) = ﬁ for each nonzero element v of V. The
result follows since any coefficient DPg(v,,v) must be a multiple of 2-(»~1),
As was the case for Example 4.21, we will reorder the matrix DPg
to illustrate Theorems 4.24 and 4.25. Recall that the subspaces U and V' can be
expressed as

U={Ly(z)|zeF3}={00,01,02,03,08,09,04,0B},
V ={Ly(x)|zeF3} ={00,07,1A,1D} .

Then, Theorem 4.24 suggests to consider the rows and columns of DPg coset by
coset. In other words, the row and column indices may be reordered as follows:

Ly(0)+ Ly(0), Ly(0)+Ly(l), Ly(0)+Ly(2), Ly(0)+ Ly (3),

Ly(7)+ Ly (0), LU(7)+'LV(1), LU(7);’LV(2), Ly(7)+ Ly(3).

The natural and reordered forms of the matrix DPg are represented in Figure 4.8.
Thanks to this representation, it is now obvious that this matrix is highly structured.
But to understand it, we give the differential probabilities matrices of p and (7, )yev
in Figure 4.9. It is easily seen how p globally shapes the matrix DPg. According to
Theorem 4.24, if we fix a row and add all the coefficients whose column indices lie
in the same coset, then we obtain a coefficient of DP;. For instance, consider the
row 06 = 01 + 07 and the coset [02]. Then

Z DPS(OG,j) = DPS(OG, 02) + DPS(OG, 05) + DPS(OG, 18) + DP5(06, 1F)
je[02] _ 4 4
- 32 32
= All = DPﬁ(L(_Jl(Ol)a Lﬁl(OQ)) = DPﬁ(1> 2) .

+ 0 + 0 +
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Figure 4.8: The reordered differential probabilities matrix of S (multiplied by 2°).
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2:)’ X DPf) 22 x DP?OO 22 x DP%Ol 22 x DPTO2 22 . DP’;OS
01 2 3 4 5 6 7 0O 1 2 3 0O 1 2 3 0O 1 2 3 0O 1 2 3
018 - o4 - 014 . 014 . 04 .
1] - 2 2 2 2 . 11 4 1] - 4 1] - 4 1] - 4
2 -2 2 2 2 2 .- 4 2 -4 - 2 4 . . 2 -4 -
3 -2 2 -2 2 3 4 3 4 3 4 3 4
N ™ 2 92 ¥ DP 92 ¥ DP 92 ¥ DP 92 ¥ DP
5 ) ) ) ) Tos Tog Toa ToB
6 2 2 .2 92 . 01 2 3 01 2 3 01 2 3 01 2 3
7 2 2 2 2 0ol4 - o4 - - 014 . ol4 -
11 4 1/ - 4 10 - 4 11- 4
2 -4 - 2 4 - - 2 - -4 2 -4
3 4 3 . 4 3 4 3 4

Figure 4.9: The differential probabilities matrices of p and (7, )uev-

Moreover, a similar result holds when we fix a column. Next, Theorem 4.25 ensures
that the submatrix (DPg(va,vp))y, vmev is the average of the matrices DPz,. For
instance,

1 1
DP(07,1D) = ¢ ( D DP;H(L{}(O?),L{}(lD))) =5 ( D DP;u(l,S))
uelU uelU
:%x(0+1+1+1+0+0+0+0):2:;—;.

To conclude, let us take a look at the bound given in Corollary 4.26. The maximal
differential probability of S is lower bounded by the smallest multiple of 2-6-1) = %
greater than

1 10+ 2 1
= 2 hence 12 .
22-1 32 32

Since DP§™ = 22 this bound is tight for (n,d) = (5,2).

4.2.3. Designing a Backdoor S-Box

Relying on the results obtained so far, we will derive a construction for almost
optimal partition-based backdoor S-boxes. For this purpose, let us summarize what
we have learned from the three theorems of this section.

e According to Theorems 4.17 and 4.24 the maximum linear potential and dif-
ferential probability of the permutation p should be as low as possible.

o In addition, Theorem 4.25 ensures that the sum of the matrices DP;, should
have the smallest possible coefficients.

All the bounds given by Corollaries 4.19, 4.26 and Remark 4.20 for each 2 <n <10
and 1 < d <n are gathered in Figure 4.10.

By an (n,d)-PBB S-box, we mean an n-bit partition-based backdoor
S-box mapping the linear partition associated with a d-dimensional subspace to
another linear partition. As can be seen in Figure 4.10, if d is close to 0, any
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n d
4 5 6 7 8 9 10
1.00 x 278
1
1.00 x 277
1 9
1.00 x 276 1.50 x 278
1 1
1.00 x 27° 1.50 x 277
1 1 8
1.00 x 274 1.50 x 276 1.25x 277
1 1 72
1.00 x 273 1.50 x 27° 1.25 x 276
1 1 92 7
1.00 x 272 1.50x 274 1.25 x 27° 1.13x 276
1 1 e 72
1.50 x 273 1.25 x 274 1.13x27°
1 2 2 6
1.50 x 272 1.25 x 273 1.13x 27 1.06 x 272
1 2 e e
1.50 x 272 1.25 x 273 1.13x 274
9-2 9-2 94 5
1 1.38 x 272 1.19x 273 1.09 x 274
272 272 274 277
1 1.38 x 272 1.16 x 273
272 27 20 4
1 1.34 x 272 1.16 x 273
2,4 9-5 )7(5
. X -2
;5 1 3362 3
1 1.34 x 272
2—0 277
1
7 2
2 4
DP3™* 1
LPL}]];\X 278
1

Figure 4.10: Lower bounds on maximum differential probability and linear potential
of an S-box S mapping L(V') to L(W) where V and W are both d-dimensional
subspaces of F7.
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(n,d)-PBB S-box is weak against differential cryptanalysis. Inversely, is d is close
to n, then any (n,d)-PBB S-box is weak against linear cryptanalysis. Therefore,
an (n,d)-PBB S-box which resists differential and linear cryptanalysis must be such
that d ~ 3.

Let n be a positive integer. Choose two proper d-dimensional subspaces V' and
W of F} and an isomorphism L from V' to W. We now detail how to design a “good”
S-box mapping L£(V') to L(W). First, choose a complement subspace U of V' in F}
and define the isomorphisms Ly and Ly .Then, proceed as follows.

1. Construct a permutation p of F3~¢ which is (almost) optimal with respect to
differential and linear cryptanalysis.

2. Construct a family of permutations (7, ) of Fg such that the sum SDP of
their differential probability matrices satisfies

S X lI)n(%X) SDP(a,b) is close to the bound of Corollary 4.26.
a,be(Fy)*

3. Define the permutation S of F} by the formula
S(u+v)=(Lyopo L) (u)+ (Ly o7, o Lit)(v).

4. If DP§™ and LPg™* are close to the bounds of Figure 4.10, then Lo S is a
good S-box mapping £(V') to L(W). Otherwise, return to Step 1.

The reader may refer to Section 1.5.1.c which enumerates several families of
permutations with optimal (or almost optimal) resistance against differential and
linear cryptanalysis. Once we have such a permutation, other permutations which
have the same differential and linear properties can be obtained using the affine-
equivalence (see Equation 4.1), the EA-equivalence or the CCZ-equivalence [34] (see
[20]). When d is greater than 4, we suggest to search the family of permutations
(Tu)uer among the permutations with good differential properties. In practice, we
obtain partition-based backdoor S-boxes close to the bounds of Figure 4.10 after a
small number of iterations.

4.3. A Toy Partition-Based Backdoor Cipher

Before concluding in the next section, we introduce a toy partition-based backdoor
cipher called TBC (standing for Toy Backdoor Cipher) to illustrate this and the
previous chapters.

4.3.1. Specification of TBC

TBC is a substitution-permutation network processing a 36-bit block of plaintext
using a 36-bit cipher key. The round function of TBC is quite simple and is largely in-
spired from the lightweight cipher PRESENT [I7] and its small-scale variants SMALL-
PRESENT [69]. Just as in all substitution permutation networks, the round function
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.0.1.2 .3 .4 .5 .6 .7.8.9 . .A.B.C.D.E.F
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w N = O

Figure 4.11: The 6-bit S-box S (left) and the 12-bit diffusion D (right) of TBC.

kL4 ®

Figure 4.12: The round function Fj of TBC.

consists of a round-key addition, a substitution layer and a diffusion layer. The sub-
stitution layer uses one 6-bit S-box which is applied six times in parallel across the
36 bits of the block. This S-box is denoted by S and is defined in Figure 4.11. Then
the diffusion layer is a bit permutation (see Definition 1.12) given by the formula

¢(i)=6x(imod6)+[éJ.

A diagrammatic representation of the round function is provided in Figure 4.12.
The encryption process consists of 21 iterative applications of this round function,
then ends with a key addition. Therefore, the last round is equal to the other rounds
and the encryption requires 22 round keys.

The TBC key schedule is inspired by the AES-128 key schedule. The cipher key
K is also the first round key k[° and each round key k[’ is computed by applying
a function Gj; to the preceding round key kli-1]. This function uses a 12-bit linear
permutation D illustrated in Figure 4.11. Explicitly, the linear diffusion D is defined
for each = in F}? by the rule

D(ZUO,~--,9311)= (372+933+9310+£E11>$10+ZU11,
Tg+T5+Tg+T9g ,Tg+Tg ,
To+T1+Xg+T7 ,Tg+T7

Ty + 11 , T11 )
T3+ Ty , L )
T+ Tg , Tg ).
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RC

ko[i+1] kl [+1] kQ[Hl] kg[i+l] k4[i+l] k5 [i+1]
Figure 4.13: The round function G; of TBC key schedule.

For instance, D maps (30 || 07) to (0C || 31). Now, let us explain how the round
function G; of the key schedule derives the round key kl+1 from k[, First, the
diffusion D is applied three times in parallel to k[?] to obtain a 36-bit block denoted
by z, that is to say

DT Ky = (o | 21), DS KT = (2o | 25), DG KEY) = (24 ) 25) -

Then, compute (y4 || y5) = (S(za+71;) || S(x5)). Here x4+ r; denotes the addition
of the round constant r; which is performed in F$, so is just a bitwise exclusive or
(Xor) between x4 and r;. The round constant r; is equal to the integer i+ 1 expressed
in binary. For instance ro = 01 and rg = 0A. Finally, the next round key kli+1l is
computed as follows:

(ko1 By 1) = (o || 1) + (wa [ )
(kQ[Hl] || k3[i+1]) — (IQ ” Ig) + (ko[z‘+1] ” kl[i+1])’
(k4[i+1] || k5[i+1]) _ (m4 ” x5) + (kZ[Hl] ” k,3[i+1]).

An illustration of the round function of TBC key schedule is given in Figure 4.13.

4.3.2. Differential and Linear Cryptanalysis

It is easily checked with a computer that the S-box S has maximum linear potential
equal to 272 and maximum differential probability equal to % = 1.75 x 273, Since
any linear or differential trail has at least one active S-box per round, we can upper
bound the potential of an optimal 20-round linear trail by (272)20 = 2740 and the

probability of an optimal 20-round differential trail by (1.75x 273)20 » 1.11 x 2746,

Using the algorithm OptTrail presented in Chapter 2, we have proven that the
potential of an optimal 19-round linear trail is really equal to 2740 but the probability
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of an optimal 19-round differential trial is equal to 1.76 x 2749, Therefore, a linear
cryptanalysis would require ¢x24 known plaintext/ciphertext pairs and a differential
cryptanalysis ¢ x 249 chosen plaintext/ciphertext pairs with ¢ > 5. Since there are
only 236 different plaintext blocks, this cipher is practically secure against differential
and linear cryptanalysis.

Observe that we have used here the heuristic measure [57], so we have never
considered the probability of an optimal 19-round differential. As will be seen in
Section 4.3.4, TBC is actually weak to differential cryptanalysis.

4.3.3. The Backdoor

As claimed in introduction, TBC is a partition-based backdoor cipher. Thus, the
encryption function maps a partition of the plaintext space to a partition of the
ciphertext space, no matter the cipher key used. More precisely, this property still
holds with independent round keys, and hence the theoretical framework of Chapter
3 applies.

Since the diffusion layer of TBC is strongly proper over 1 round, we know that
the S-box S maps a non-trivial linear partition £(V') to another partition £(WV).
Actually, S preserves the partition £(V') where V is the subspace of F§ defined to
be

V' =span(20,08,02) = {(x5,0,23,0,21,0) | x5, 23,21 € Fo} .
Probably the simplest complement subspace U of V' in F§ is

U =span(10,04,01) = {(0,x4,0,22,0,2¢) | 24, 22,70 € Fa} .
Therefore, £L(V') is equal to {u+V | u € U}. Knowing that S preserves L(V), it is
easily seen that the substitution layer preserves any linear partition of the form

5
E( HEl) where for each i, E; = {0g} or E; =V or E; =FS.
i=0

Denote by 7 the diffusion layer of TBC. If 7 maps the subspace E = [0, E; to
E' =TI2, E!, then one (and only one) of the following cases holds

o E=F=(Vx{06})3, o« E=V6and E' = (F§x{06})3,
o E=(F$x{06})% and E" =V, « E=FE=(FS$xV)3.

All these cases are illustrated in Figure 4.14. Next, we can easily derive the next
theorem from Proposition 3.23 and 3.25.

Theorem 4.29 . The round function F' of TBC
preserves at the same time the linear partitions L((V x {06})?) and L((FS§ x V')3).
Moreover, it maps L((F§ x {0s})?) to £(V®) and vice versa. Since the encryption
function is a composition of 21 round functions with a final round key addition, the
same result holds for the whole encryption process.
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Figure 4.14: Spaces used by the linear mappings of TBC.
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In Chapter 3 Section 3.1.3, we have presented several ways to exploit such a backdoor
following Paterson’s work [88]. Denoting by G the group generated by the round
functions, Theorem 4.29 ensures that L((V x {06})?) and L((FS x V')3) are two G-
invariant partitions. Consider for instance the partition B = L((V x {0¢})3). First,
we need an efficient description of B, namely we require that

e it must be easy to give one representative message for each part of B,

e given a message x, it must be easy to enumerate all the messages lying in the
same part of B as x.

Because U is a complement subspace of V, the subspace (U x F§)? is a complement
of (V x{06})? in (F$)S. Hence, we have

LIV x{06})*) = {u+ (V x {06})* | u e (U xF5)*}.
Thus, each message in (F$)® can be written as

(( Voo, Uo1, Vo2, U3, '1‘04,U05), (U107U11,U12,U13,U14,U15), (1‘20,U21, U992, U23, 'z,'24,uQ5),

(U30;U31,U32,U337U34,U35)7 (17'1(1716417 V42, U43, 1'11,U45), (%0;“51;“52,1053,“547U55)) .

The bits u; give the coset representative of the message and bits v; represent its
index within this coset.

We can now present a basic cryptanalysis. Let K be an known cipher key and
denote by Ef the encryption function of TBC associated with K. For each u in
(U xTF$)3, require its encryption ¢ = Ex (u) and denote by ¢, its coset representative
in (U xF$)3. Thus, we have to store 227 pairs (u,c,). Next, assume that we are
given an unknown ciphertext c. We can then compute its coset representative ¢, and
obtain a representative of the corresponding plaintext. In other words, the plaintext
lies in the set ¢, + (V x {06})3.

To summarize, this cryptanalysis requires 227 chosen plaintexts. Then, we recover
29 plaintext candidates for each unknown ciphertext, compromising seriously the
security of TBC. Inversely, the same cryptanalysis based on the partition £((F§ x
V)3) requires only 22 chosen plaintexts but yields 27 bits of uncertainty on each
plaintext.

Finally, it is a simple matter to verify that this cryptanalysis can be generalized
to any partition-based backdoor cipher. Knowing that the encryption function maps
L((F§x{06})3) to L{V), we can attack the cipher with 2!8 chosen plaintexts. Then
we can recover 18 bits of the plaintext corresponding to an unknown ciphertext.
Since the encryption process also maps L(V6) to L((F§x{06})?), we deduce another
cryptanalysis with the same parameters. Nonetheless, these two attacks can be
combined as described in Section 3.1.3. The resulting cryptanalysis needs 2 x 218
chosen plaintexts but can then recover 27 bits of any plaintext.

134



4.3 — A Toy PARTITION-BASED BACKDOOR CIPHER

Even if this last cryptanalysis gives a clear advantage to any attacker aware of the
backdoor, we can do much better using a key schedule dependent attack. As can
be seen in Figure 4.14, the diffusion D preserves the partitions £(V x {0g}) and
L(FSx V), maps L(FSx{06}) to L(V?) and maps L(V?2) to L(F§x{0s}). Referring
now to Figure 4.13, it is straightforward to check that Theorem 4.29 still holds if we
consider the round function of the key schedule.

Corollary 4.30 . Each round G; of TBC key schedule
preserves L((V x{06})?) and L((F§x V')3). In addition, it maps L((FS x {0s})?) to
L(V6) and inversely.

Assume that A and B are two subspaces of F3¢ such that for each round key
k the round function Fj maps L(A) to L(B). Consider two round keys k and &’
lying in the same coset of A. Since the linear partition £(A) is equal to the quotient
space F35 / A and since the cosets k + A and k' + A are equal, the key additions ay
and oy induce the same permutation of £L(A). As a consequence, for each message
z in F3% it holds that

Fi(x+ A) = Fpo(x+ A)  or equivalently Fj.(z)+ B=Fu(x)+B.
Combining this observation with Corollary 4.30, we deduce the following theorem.

Theorem 4.31 . Denote by (L(A),L(B))
an input/output partition pair given by Theorem 4.29. If two cipher keys K and
K lie in the same coset of A, then for each message z in F3°, we have

FEx(z)+B=FEg/(x)+B.

Let us now detail an efficient key schedule dependent cryptanalysis of TBC. Let
K be the unknown cipher key. Then obtain a few plaintext/ciphertext pairs (p;, ¢;).
According to our experiments, only two or three pairs are sufficient. For simplicity
of explanation, denote the cipher key K by

((1/‘0[),’&01, V02, U03, 1'[)171005), (l'm,Un, U12,U13, ’1’11;“15), (1,'30,1@1, V22, U23, 1'2171625)7

(1‘:m,u31, U32,U33, '1‘:54,U35), ((,'4(),u41, U42,U43, (,'44,u45), (1'50,U51, Us2,U53, '“34,“55)) .

The first step considers the subspaces A = B = (F§ x V)3, According to Theorem
4.31, if a cipher key K’ lies in the same coset of A as K, then for each index 1,
Ex:(p;) and ¢; lie in the same coset of B. This property can be used in the following
key recovery attack.

1. For each representative K’ in ({0g} x U)3, test whether Ex/(p;) and ¢; lie in
the same coset of (F§ x V)3 for each index i.

Among the 29 representatives tested, it should remain only one or two candidates.
Thus, we can assume that we now know the bits w;; for all 4,7 in {1,3,5}. For the
second step, consider the subspaces A = V6 and B = (F§ x {06})3.

135



CHAPTER 4 — ANALYSIS OF A BACKDOOR S-Box

2. For each candidate representative found in step 1,
Denote by (uij)ije1,3,5) the bits found previously.
For each representative K’ in US such that uj; = u;; for all i, 7 in {1, 3,5},
test whether Ex/(p;) and ¢; lie in the same coset of (F§ x {0g})? for each
index 1.
After this step, we can assume that we now the bits u;; for all 0 <7 <6 and j in
{1,3,5}. For the third step, consider the subspaces A =B = (V x {0g})3.

3. For each candidate representative found in step 2,
Denote by (uij)o<i<s, je{1,3,51 the bits found previously.
For each representative K’ in (U xF§)? such that ug; = u;; for all 4, 7, test
whether Ex/(p;) and ¢; lie in the same coset of (V' x{0g})3 for each index
i

Now, we know all the cipher key bits except (vi;);je{o,2,4}- These nine remaining
bits are found with an exhaustive search.

4. For each candidate representative found in step 3,
Denote by (ui;)i; and (vi;); jef0,2,4) the bits found previously.
For each cipher K” such that uj; = u;; and vj; = vij, test whether Ex.(p;) =
¢; holds for each index 1.

A candidate cipher key in step 4 is almost always equal to the true cipher key K.

Using two pairs (p;, ¢;), each step requires at most 2 x 29 encryptions. Assuming
that there is only one candidate after each step, this cryptanalysis computes 4 x 210 =
212 encryptions to recover the cipher key. We found experimentally that on average,
this attack performs almost 2! encryptions.

4.3.4. The Flaws of This Cipher

The main flaw of TBC is that the S-boxes are incomplete, namely there are some
output bits independent of some input bits. Unfortunately, the whole encryption
function inherits this bad property. For instance, for any message z in (F$)S we
have

EK(ﬂU + (IFS X {06})3) = EK({(yo7«’13173/2,333,y4,5135) | Yo,Y2,Y4 € JFS}) = EK(OC) + V.

As a consequence, every output bits which has odd index is independent of the
bundles 1, 3, and 5. This proves that TBC cannot seem to be secure, even when we
are not aware of the backdoor.

The second flaw of TBC relies on an attack introduced by Knudsen in [60], called
truncated differential cryptanalysis. An n-bit truncated difference pattern a is an
element of {0,1,*}". By the set of the difference patterns associated with a, we
mean

{a} ={(z0,...,xp1) €Fy | Vi<n, (a; e Fy = 2;=0;)}.

For instance, the set associated with the truncated pattern (1x01x) is

{1x01x} = {10010, 10011,11010, 11011} .
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Alternatively, a truncated difference pattern can be seen as a collection of difference
patterns. Then an r-round truncated differential is a pair (a,b) of truncated pat-
terns which predicts that if two plaintexts have a difference lying in {a}, then their
corresponding ciphertexts have a difference lying in {b} with some probability. As
explained in [64, pp. 156], the term truncated draws attention to the fact that only
some bits of the output difference are predicted.

Caranti et al. established a link between imprimitive ciphers and truncated
differential cryptanalysis in [31, Corollary 4.1]. Their result can be easily generalized
to partition-based backdoor ciphers with independent round keys.

Proposition 4.32.  Let E be a partition-based backdoor cipher mapping £(V")
to L(W). If the difference of two plaintexts lies in V', then the difference of their
ciphertexts lies in W.

Consider two plaintexts p and p’ such that p+p’ is in V. Then, there exists
v in V such that p = p’ + v and hence p and p’ lis in the same coset of V. Since Ei

maps L(V') to L(W), Ex(p) belongs to the same coset of W as Ex(p’). The result
follows.

Now, observe that the subspace V used in the backdoor of TBC can be written
as V = {x0x0x0}. Combining this observation with Proposition 4.32, it is easily
seen that each input/output partitions pairs of Theorem 4.29 yields a truncated
differential with probability 1. However, we can argue that finding such a truncated
differential is equivalent to recover the backdoor.

This link with truncated differential cryptanalysis also affects the resistance of
TBC with respect to classical differential cryptanalysis. Indeed, we have just seen
that the truncated differential (a,b) where

a =b=(0x0x0%,000000,0%0x0+,000000, 0x0+0,000000)

holds with probability ones over any number of rounds since the round function
preserves the partition £((V x 0g)3). Consequently, the (classical) differential (a,b)
with

a =b=(20,00,00,00,00,00)

also holds with high probability. Our experiments showed that this probability is
close to 279. Therefore, TBC is vulnerable to differential cryptanalysis, even if it
seemed secure using the heuristic measure.

4.4. Preventing Parfition-Based Backdoors

To conclude this theoretical treatment of partition-based backdoor ciphers, we will
now present two criteria to prove that an SPN does not have such a backdoor. In
the previous chapter, we have considered a generic SPN which maps a partition
of the plaintext to a partition of the ciphertexts independently of the round keys
used. We have then proven that when its diffusion layer is strongly proper, at least
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one of its S-boxes must map a linear partition to another one. In this chapter,
the differential and linear properties of such S-boxes have been studied. We then
derives lower bounds on their resistance to these attacks in Corollaries 4.19, 4.26
and Remark 4.20. Therefore, if all the S-boxes of an SPN have a better resistance
than what is possible to achieve using backdoor S-boxes, then the cipher does not
have a partition-based backdoor. This proves the following theorem

Theorem 4.33.  Consider an nm-bit substitution permutation network with m
S-boxes over FJ. Assume that its diffusion layer is strongly proper over r rounds. If
each S-box S; is such that for each 1 <d <n-1, the values LP§™ and DPg™ are less
than the bounds given in Figure 4.10, then the SPN does not have a partition-based
backdoor holding with independent round keys.

Moreover, if the values LP§™ and DP g™ are significantly less than the bounds in
Figure 4.10, then the SPN is unlikely to be a probabilistic partition-based backdoor
cipher. For instance, this criteria can be used to prove that the AES [39] is not a
(probabilistic) partition-based backdoor cipher. As explained in [23], its diffusion
layer is strongly proper over 2 rounds. In addition, the maximum linear potential
and differential probability of the AES S-box are far below the lower bounds given in
Figure 4.10, no matter what the dimension d of the subspace V is. As a consequence,
this S-box does not map any linear partition to another one.

The results of this chapter can also be used to recover a partition-based backdoor.
Consider an S-box S mapping a linear partition £(V') to £L(W'). Paying particular
attention to the correlation and differential probability matrices of S, it should not be
difficult to recover the subspaces V and W. Indeed, Theorems 4.17 and 4.25 suggest
to consider the greatest coefficients of these matrices to recover the subspaces V+
and V respectively, provided that V' is equal to W. However, using Proposition 4.1
and Equations (4.2) and (4.4) it is straightforward to generalize these theorems to
S-boxes mapping a linear partition to another one.

The second criteria is due to Calderini and was introduced recently in [23]. In this
paper, the author consider translation-based cipher, a family of ciphers introduced
in [30] which generalizes our definition of SPN. Intuitively, a translation-based cipher
is a substitution-permutation network in which the substitution and diffusion layers
can be round-dependent. Moreover, the key-schedule must be surjective for at least
one round, which is normally the case. We restate below Calderini’s criteria for
substitution-permutation networks.

Definition 4.34 . Let f:F} — F2 be
a mapping satisfying f(0,) = 0, and let 1 < d < n. The mapping f is said to be
strongly r-anti-invariant if any proper subspace V of 2 whose image f(V') is also
a subspace of F has dimension strictly less than n —d.

An S-box S is said to be strongly d-anti-invariant if its equivalent S-box S’ defined
by the formula S’(x) = S(x) +S(0) is strongly d-anti-invariant.

If S is strongly d-anti-invariant, then S is also i-anti-invariant for
each 1 <i<d. Asproven in [4], S is strongly 1-anti-invariant if and only if LPg™* < 1.
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Proposition 4.36. Assume that for each S-box S;, there exists an integer r; < n
such that the following two conditions hold:

e 2" x DP§™ <2mi,

» S, is strongly (r; — 1)-anti-invariant.
The permutation o maps a linear partition £(V') to another linear partition L(W)
if and only if both V and W are walls.

Theorem 4.37. Suppose that the substitution layer satisfies the two conditions
of Proposition 4.36 and that the diffusion layer is strongly proper over r rounds.
Then, the SPN is not a partition-based backdoor cipher.

This result is complementary to our criteria since it gives other conditions. How-

ever, we will see in the next chapter that it gives no information about probabilistic
partition-based backdoor ciphers.
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Chapter 5

BEA-1 (standing for Backdoored Encryption Algorithm) is a real-size probabilistic
partition-based backdoor ciphers whose design relies on the theory developed in
Chapters 3 and 4. This cipher is largely inspired by the AES, the current standard
of block ciphers, and is proven to be practically secure against linear and differential
cryptanalysis. Nonetheless, the backdoor enables recovery of the full 120-bit cipher
key in just a few seconds on a laptop computer using only 2'6 chosen plaintext
blocks. The success probability of this cryptanalysis was experimentally verified to
be greater that 95%.

This chapter is organized as follows. First, the specification of the cipher BEA-1
and its security analysis against linear and differential cryptanalysis are given in
Section 5.1. Next, Section 5.2 explores the hidden property of the algorithm and its
design. Secondly, the main idea of the cryptanalysis is illustrated and formalized
in Section 5.3. The full cryptanalysis of BEA-1 is then detailed in Section 5.4. To
conclude, we compare our attack to Harpes’ partitioning cryptanalysis and expose
some advantages of probabilistic partition-based backdoors. Our cipher BEA-1 was
introduced as a challenge in [I0]. Its cryptanalysis was then outlined in [11] and
described in [12].

5.1. Presentation of BEA-T

The cipher BEA-1 is directly inspired by Rijndael [39], the block cipher designed
by Joan Daemen and Vincent Rijmen, now known as the AES [85]. Our algorithm
encrypts 80-bit plaintext blocks using a 120-bit cipher key. Unlike the AES, the
internal state is not seen as a matrix of bytes but as an array of 10-bit bundles.
Therefore, the message and key spaces are respectively (Fi%)® and (F1°)!2.

5.1.1. Specification of the Encryption Process

The encryption consists in applying eleven times a simple keyed operation called
round function to the data block. A different 80-bit round key is used for each
iteration of the round function. Since the last round is slightly different and uses
two round keys, the encryption requires twelve 80-bit round keys. These round keys
are derived from the 120-bit cipher key using a key schedule.
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Algorithm 5 - ExpandKey

Input. The 120-bit cipher key K = (Kj, ..

. KH) € (F%O)12.

Output. The twelve 80-bit round keys k01, ... Kk[11] e (F10)8.

1 (ko,...,kll)e(Ko,..

For i from O to 6 do

'7K11)

€T < M(k12i+87 e ,k12¢+11)

x < (55(25))j<a

2
3
4
5 x <« (0@ (3 mod 210), 1, 29, x3)
6
7
8

(k12i+12; ey k12i+15) <~ (k12i+07 teey k12i+3 ) er
(k12z’+16; ey k12i+19) <« (k12z'+47 ey k12i+7 ) @ (k12z'+127 s 7k12i+15)
(k1264205 - - - > k12i+23) < (K12ies; - - - k12ie11) ® (K12ie165 - - - 5 K12i419)
9 For r from O to 11 do
w0 kU« (kgrai)ics
11 Return k01 .. . k[
Cko || ki | ke || ks | ke || Ks | ke || K | ks || ke | ki || ki |
( I I ) ( I I J ( I + I J
( | | )
[ [ [ M [ ]
[ So [ 8 [ S [ s ]
) J
[ & J
I (
I—I ® I
[
( [ [ ] ( [ [ ] ( [ [ ]
Ckio || ks | K || ks | Kie || ke | Kas || ke | Kao || ko | Ko || kos |

Figure 5.1: The key schedule of BEA-1.
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Algorithm 6 - Encrypt
Input. The 120-bit master key K € (Fi°)!2 and the 80-bit plaintext block p € (F1°)8.
Output. The 80-bit ciphertext block c € (F%)8.

1
2

3
4
5
6
7

8
9

k(0]
r<p

..., k1] « ExpandKey (K)

For r from O to 9 do

x <z @kl

T < (Simod4(33i))z‘<8

T < (170,.175,1'2,.'1:7,2114,171,376,1173)
z < (M || M)(z)

x <« x @ k1]

T < (Simod4(7:))ics
10T < (xo,mg—j,1’2,1'7,1:4,1:1,136,1’3)

11—z @kl

12 Return zx

AddRoundKey
SubBundles
ShiftRows

R
i
]
GCOGEDEDEDEDEDEED | 5
| o E
— | i
[ IMI I][I IMI I]
| | | | | |
[ IEBI [ [ I]
CoGDCGDEEDEDEDED | ¢
| \]3
[

Figure 5.2: The round function of BEA-1.
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Like any other Substitution-Permutation Network, the round function is made
up of three stages: a key addition, a substitution layer and a diffusion layer.

o The key addition is just a bitwise “exclusive or” (XOR) between the data block
and the round key.

o The substitution layer consists in the parallel evaluation of four different 10-bit
S-boxes and is the only part of the cipher which is not affine. These S-boxes
are referred to as Sy, S1, Sa, S3 and are defined in Figures 15, 17, 19 and 21
given in Appendix. They should not be confused with the secret S-boxes Sy,
S1, S; and Ss, only used in the design and the cryptanalysis of BEA-1.

« Following the design principles of the AES, the diffusion layer comes in two
parts: the ShiftRows and the MixColumns operations. The first part is a
bundle permutation. The second evaluates in parallel the linear transformation
M : (F*)* - (Fi%)* processing four 10-bit bundles. Because of its linearity,
M is only defined over the standard basis of (F3°)* in Figure 13 in Appendix.
For convenience, its inverse M~! is also in the same figure.

The pseudo-code for the key schedule is given in Figure 5.1 together with an
illustration providing an overview of its structure. This representation also empha-
sizes the similarities between the key schedules of BEA-1 and Rijndael. In the same
way, Figure 5.2 describes the encryption process of BEA-1.

The decryption is straightforward from the encryption since all the
primitives are bijective. Thus, to decrypt, we just have to apply the inverse op-
erations in the reverse order. It should be stressed that the key addition and the
ShiftRows are involutions, therefore the same operations are used in the decryp-
tion process. Finally, note that the inverse S-boxes are not given here but can be
computed by using the equation S;!(S(z)) = = holding for each z in Fi°,

5.1.2. Differential and Linear Cryptanalysis

The differential and linear branch numbers of the linear transformation were recalled
in Section 1.5.2. With an exhaustive search, it can be checked that the branch
numbers of M are both equal to five, which is the maximum. According to Theorem
1.52, any 2-round trail actives at least five S-boxes. Thus, a 10-round trail actives
at least 25 S-boxes.

It is not hard to verify with a computer that every S-box has a maximum differen-
tial probability less than 24T% =1.25x275 and a maximum linear potential equal to 274.
Therefore, the differential probability and linear potential of any 10-round trail are
upper-bounded by (1.25x27%)25 » 1.03 x 27117 and (274)%> = 27100 regpectively. Con-
sequently, a differential cryptanalysis of the 10-round version of our cipher would
require at least 2'17 chosen plaintext/ciphertext pairs and a linear cryptanalysis
would require 2!% known plaintext/ciphertext pairs.

Even if this is a rough approximation since it does not take into account the
inter-column diffusion provided by the ShiftRows operation, it suffices to prove the
cipher’s practical resistance against classical differential and linear cryptanalysis. In
fact, there are only 289 different plaintext/ciphertext pairs for a fixed cipher key.
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5.2. Design of the Backdoor

The presentation of secret structure of BEA-1 comes in two parts. First, Section
5.2.1 explains the nature of this backdoor and provides all the results needed to
address the cryptanalysis. Then, the design of BEA-1’s primitives is given in Sections
5.2.2 and 5.2.3. The reader who just wants to understand how the backdoor works
can skip these two sections. Indeed, they are more technical and are also independent
of the remainder of this chapter.

5.2.1. The Linear Partitions Throughout the Encryption

As said in introduction, the backdoor of BEA-1 relies on the theoretical framework
developed in Chapters 3 and 4. Thus, it should not be surprising that linear par-
titions must play a key role in it. For this purpose, let us introduce the following
5-dimensional subspaces of Fi°

V, = span (266, 343, 3ED, 354, 17F), W, = span(16A, 11B, 306, 05E, 0B8) ,
Vi = span(398, 229, 34C, 251,37B), W, = span(04B, 3B7, 0D5, 027, 2C8)
Vs = span(OBA, 155,307, 37E,318), W, = span(1A9, 095, 107, 36F, 2A3),
Vs = span(1D1, 21E, 134,0DC, 154),  Wj = span(OF0, 2FE, 191,332, 1A6) .

Denote by V and W the 40-dimensional subspaces Hi7=0 Vi moa4 and HZ:O Wi moaa of
message space (Fi10)8. Therefore, the linear partitions £(V) and L(WW) are both
made up with 240 cosets, each containing 2% elements.

The S-boxes Sy, Si, Sz and S5 given in the specification of BEA-1 are actually
derived from the secret S-boxes Sy, S1, So and S3 given in Figures 14, 16, 18 and 20
in Appendix. The relation between the secret S-boxes S; and their modified versions
S; will be detailed later in Section 5.2.2. In the first place, let us state the following
theorem relating BEA-1 to the theory of partition-based backdoor ciphers.

Theorem 5.2.  Consider the encryption function of BEA-1 where the modified
S-boxes Sy, S1, So and S3 are replaced with their secret counterparts Sg, S1, S and
S3. Then, the round function preserves the linear partition £(V') of (Fi%)8 and the
last round maps L(V') to L(W), no matter the round keys used. As a consequence,
the full encryption maps L(V') to L(W).

More precisely, Figure 5.3 depicts the evolution of the linear partition L£(V)
throughout each primitive of the secret encryption process. For instance, we can
see that the S-box S; maps the linear partition £(V;) to L£(W;) and hence the
substitution layer maps £(V') to L(W). Similarly, the diffusion layer comes back to
the original partition since it maps L£(WW') to L(V).

Theorem 5.2, as well as Theorem 5.4 stated hereinafter, will be
proven in Sections 5.2.2 and 5.2.3. Indeed, they establish the main properties of the
backdoor and are hence closely related to the design of the cipher’s primitives.
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Figure 5.3: The linear partitions throughout the round function.

Thanks to Theorem 5.2, we can now explain our choices for the V; and W;. Each
of these subspaces of F1Y is a 5-dimensional linear code whose minimal distance is
equal to 4. This property ensures that the Hamming distance of any two different
elements lying in the same coset is at least equal to 4. The subspaces V and W of
F5% inherit this property. Thus, if p is a plaintext, then any other plaintext p’ lying
in the same coset of V' differs from p in at least four bits. Considering the secret
encryption function, Theorem 5.2 establishes that their ciphertexts ¢ and ¢’ belong
to the same coset of W. Thus, ¢ and ¢’ have at least four different bits. As it will
become clear in the next two sections, the subspaces V; and W, could have been
freely chosen among the 5-dimensional subspaces of Fi°. We surmised that using
linear codes with high minimal distance should reduce the likelihood of observing
the backdoor by accident, hence our choice for the V; and W;.

Having explained the main property of the secret encryption function, now is
the time to introduce the following theorem establishing a link between the secret
cipher and BEA-1.

Theorem 5.4. Let F and E denote the round function and the encryption function
of BEA-1 using the secret S-boxes. Let p = pl°] be any plaintext. Define the following
elements with respect to the round keys k01, ... k{10l

plitl = Fa(p) and plt = Fow(p) for 0<i<11.

Assume that the round keys k[0 ... k[0l are independent and uniformly dis-
tributed. The probability that all the equations pl‘l = pl‘l hold for each 1 <4< 11 is
given by

11 _
(650" x (G2)*) =27

Therefore, the probability that p is encrypted equally with £ and E can be approx-
imated by 2711

The fact that the MixColumns operation is replaced with a key
addition in the last round of BEA-1 does not matter in Theorem 5.4. For the sake
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of simplicity, we then ignore this detail. This explains why the last round key k1]
does not apprear in the statement of this result.

Needless to say, the hypothesis that the round keys are independent and uni-
formly distributed is mathematically wrong in any practical cryptanalysis. Indeed,
the twelve 80-bit round keys are all extracted from one 120-bit cipher key. However,
the cipher key needs to have (at least) 960 bits to provide independence and uniform
distribution to its round keys. Such a cipher key must be related to the concept
of long-key cipher, see Definition 1.8. Nonetheless, if the cipher key is uniformly
distributed, the same applies for each round key.

In our cryptanalysis of BEA-1, we are given plaintexts with their ciphertexts
encrypted under a fixed cipher key. Even if we forget about the independence of the
round keys, each plaintext must be encrypted with a random cipher key to make
use of Theorem 5.4.

Fortunately, our experiments suggest that the proportion of the plaintexts en-
crypted equally with Ex and Eg is approximately 2!, even when the round keys
are derived from a fixed cipher key K. To put it another way, if P is a subset of the
plaintext space (Fi%)8 it seems reasonable to assume that

#P
#{peP|Ex(p) =Ex(p)} ~ o (5.1)
Now, suppose that P is included in a coset of V' denoted by z + V. As the secret
encryption function Ex maps L£(V') to L(W) (see Theorem 5.2), we know that the
image of P under Eg is included in a coset of W. More precisely, Lemma 3.18

establishes that Ex(P) is included in y + W where y = Ex(x). Hence,

{peP|Ex(p)=Ex(p)} c{peP|Ex(p)e(y+W)}. (5.2)

Combining (5.1) with (5.2), we conclude that approximately #P x 2711 ciphertexts
in C = Ex(P) belong to y + W. In addition, we have observed that the ciphertexts
¢ = Fk(p) such that Ex(p) #+ Ex(p) are spread over the 240 cosets of W.

The backdoor of BEA-1 is hence the following. First, choose a set P of 216
plaintexts uniformly chosen in one coset z+V and collect their ciphertexts C = Ex (P)
encrypted under an unknown cipher key K. Then search for the most represented
coset of W in C and denote by y one of its representatives. According to our
experiments, this coset should have roughly 2'6-11 = 32 elements and the second
most represented coset is unlikely to have more than six elements. As a consequence
of the preceding discussion, we know that the coset x + V' is mapped to y + W by
the secret encryption function Ex. This information can then be used to recover
the cipher key K with a low computation cost, as detailed later in Sections 5.3 and
0.4.

To conclude this section, observe that no particular property of the key schedule
has been used. It can be proven that each round of the key schedule preserves
the linear partition E(I’I%zlo Wimod4), provided that the S-boxes S; are replaced with
their secret equivalents S;. This implies that if two cipher keys K and K’ are in the
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same coset of Hilzlo Wi mod 4, then we can approximate the probability that each pair
of round keys k[ et k'li] are in the same coset of W by (9443 - 925 - 2-40)7 » 2735,
However, for this property to be easily exploitable, the round keys ought to stay
in the same coset of V' instead of W (which can be simply achieved by switching
the mappings M and (So || S1 || S2 || S3) in the key schedule). Therefore, if
compared with our cryptanalysis, this property appears not to be very useful and
was intentionally left as a wrong track.

5.2.2. The Substitution Layer

The nature of the hidden property of BEA-1 having been emphasized, this and the
following sections detail the design of the cipher’s primitives and prove Theorems
5.2 and 5.4 stated above. As explained in introduction, these two sections are aimed
at the reader who wants to understand how BEA-1 was made. For a first read,
it is possible to jump directly to Section 5.3 explaining the basic principle of the
cryptanalysis using the backdoor.

Let {0+} and {0} denote respectively the subspaces {05} x F5 and F3 x {05} of
F1°. Tt should be noted that {*0} is a complement space of {0x} in F1°. The design
of each secret S-box S; rests upon a permutation S/ of F1° preserving the linear
partition £({0x%}). Following Theorem 4.4, we just need to choose a permutation p;
of {0} and a family (7;4)uecf«0; of permutations of {0+}. Then, we define S/ for all
z=u+vin FI¥ to be

Si(x) = Si(u+v) = pi(u) + 7iu(v),

where u is in {#0} and v in {0*}. The permutations p; and 7;, were selected
following the method given in Section 4.2.3, in order to maximize the resistance of
S! against both differential and linear cryptanalysis.

Figure 11 in Appendix defines the linear mappings Ly, and Ly, (for 0 <i < 4)
over the standard basis of F1°. Tt is worthwhile to note that these mappings are
automorphisms of F1°. Moreover, Ly, ({0%}) = V; and Ly, ({0%}) = W;. By virtue
of Proposition 3.25, we know that Ly, maps L£({0*}) to £(V;) and that Ly, maps
L({0%}) to L(W;). Last, but not least, define for each 0 < i < 4 the secret S-box S;
to be

Si=Lw, oSjo (Ly)™".

These S-boxes are given in Figures 14, 16, 18 and 20 in Appendix. Obviously,
(Ly,) "t maps L(V;) to L({0+}), then S/ preserves L({0*}), and Ly, maps L({0x})
to L(W;). This implies the following proposition.

Proposition 5.6. For each 0 <1 <4, the secret S-box S; maps L(V;) to L(W}).

If the reader is interested in an explicit definition of the permutations
p; and the families of permutations (Ti,u)ie{*o}, they can be recovered in the following
way. First, compute S = (Lw,)! oS, o Ly, using the tables of Figures 11 and
14 (or 16, 18, 20). As noted previously, the permutation S preserves the linear
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partition £({0*}). To obtain its decomposition, we just have to follow the proof
of Theorem 4.4. Thus, for each u in {*0}, define p;(u) to be the unique element
of {0} u (Si(u) + {0%}). It is not hard to see that p;(u) is simply equal to the
element of F1° where the five leftmost bits are exactly the ones of S(u) and the five
remaining bits are all zero. Lastly, for each u in {+0}, let 7;,, be the permutation of
{0} defined to be 7;,(v) = Si(u+v) + pi(u). Again, 7, (v) is just the 10-bit vector
having its five leftmost bits all zero and its five rightmost bits identical to the ones
of S{(u+v). Naturally, the permutations p; and 7;, can be seen as permutations of
IF5 (instead of {0} and {0x*}) to obtain the more convenient definition

Si(u [l v) = (pi(u) || Tiu(v)) -

The modified S-boxes S; given in the specification of BEA-1 are such that S;(x) =
S:(x) for almost all input x in F}°. For instance, Sy(x) = Sp(z) for all except 80
elements = in F1°. The images of these 80 particular points are emphasized in Figures
14 and 15. These modifications were chosen so as to improve the differential and
linear resistances of Sy compared to the original secret S-box Sy. More generally, S5;
and S; have 80 different images for 7 in {0,1,2}. The last modified S-box Sj is less
close to it secret equivalent since S3 and S3 have 99 different images.

Consequently, if « is uniformly distributed over F1°, then the equality S;(z) =
S;(x) holds with probability ¢; where

944 d 925
= = = — 1 = .
do =41 = Q2 a ds 1024

This implies that when x is uniformly distributed over (Fi%)8 the images of z
under the secret and the modified substitution layers are equal with probability
q= (H?:o qi)*-

Let p = pl% be a plaintext. In the following, we use the notations of Theorem 5.4.
If kU7 is uniformly distributed, then so is plil + kli). Thus, plit1] = F 1,1 (pld) is equal
to plit1] = Fip (pld) with probability q. Assuming moreover that the round keys are
independent implies that the events plil = plil for each 1 <4 < 11 are independent.
Therefore, the probability that the equalities plil = plil hold for all 1 <4 < 11 is given
by ¢''. This discussion proves Theorem 5.4.

5.2.3. The Diffusion Layer

Some components used to design the linear transformation M are defined over the
finite field Fys. In order to have an explicit construction of this field, we consider
the irreducible polynomial X5+ X?2+1 over F, and define Fys to be the quotient ring
Fo[ X]/(X?+X2+1). Let a denote the equivalence class of X in Fys. By construction,
the equality o® + a? + 1 = 0 holds, or equivalently, a® = @? + 1. Each element of Fys
can hence be uniquely written as Y1, 7;a' where (4,...,70) belongs to F3. More
precisely, the family (a?);.5 is a basis of Fys seen as a 5-dimensional vector space
over Fy. The field Fos will then be identified with (F2)? via the isomorphism from
F5 to Fys mapping (24, ...,70) to Yiyx;ai. For instance, the element a2+ +1 in
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Fys is identified with 07 in F5. Now define the 4 x 4 matrices My and My over Fys
to be

a b ¢ d a=a*+a?, a=ao3+a?+1,

b a d c Jb=at+ad+a?+a+1, Jb=at+ad+a’+a,
c d a b My : c=a?+a?, My c=ao*+a?+a,

d ¢ b a d=a*+0?+1, d=a3.

It can be verified that these matrices are MDS. In other words, the [8,4]-linear code
having G = [Idy, My ] as generator matrix has minimal distance equals to 5, which
is the maximum achievable.

Each of these matrices naturally induces an automorphism of (Fy5)4, and hence
of (Fi%)4. For instance, My maps the element = = (zg, €1, z2,23) to xx My. Observe
that we chose to see elements of (F19)* as row vectors to keep the common notations
of linear codes.

To illustrate these notations, let us compute the image of the
element x = (00,02,00,00) of (F1°)* under the automorphism induced by M. First,
x is identified with the element (0, a,0,0) of (IFys)%. Then,

(0,,0,0) x My = (a(a* + a3 + a2+ a+ 1), ala* + a?), a(a* + a2 + 1), a(a® + a?))
=( dP+at+ad+at+a, S+, P +ad+a, at+ad)
= ( at+ad+a+l,ad+a?+ a3 +al+a+l,  at+a?).

Therefore, (00,02,00,00) x My = (1B, 0D, OF, 18).

As was the case for the secret S-boxes S;, the linear transformation M rests upon
the linear transformation M’ defined as follows:

M': (FY)! — ()’
(i || vi)ica —> (P(U)z I Tu(v)i)z‘<4

where p(u) = ux My and 7,(v) = vx My + Py (u). The strength of this construction
is that M’ inherits the linear and differential branch numbers of My and My, as
stated in the proposition hereunder. But first, we introduce the following example.

Let us compute the image of = = (000,070,000,000) under M’.
As a first step, observe that x can be written as

= (00 | 00,03 || 10,00 || 00,00 || 00) = (u; || vi)i<a

where u = (00,03,00,00) and v = (00,10,00,00). Let eg = (00,02,00,00) and e1g =
(00,01,00,00). Then u = eg + eqg, it is indeed its decomposition over the standard
basis of (IF5)*. Thus, for any linear mapping L, it holds that L(u) = L(eg) + L(e10).
The image of u under p can hence be computed by

p(u) = p(eq) + p(ero) = (1B, 0D, OF, 18) + (1F, 14,15,0C) = (04,19, 1A, 14) .
In the same way,

Tu(v) =v x My + Py_v(eg) + Py_v(e)
= (16,0E, 14,02) + (OF,11,0C, 16) + (11, 0E, 02, 0A) = (08, 11, 1A, 1E)..
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Consequently, M'(x) = (04 ] 08,19 | 11,1A || 1A,14 || 1E) = (088,331,354, 29E).

Proposition 5.10. The linear and the differential branch numbers of M’ are both
equal to 5. Thus, M’ is a perfect diffusion layer.

Let 2 = (u; || vi)ics be a nonzero element of (F1%)4. In order to prove that
the differential branch number of M’ is equal to 5, we need to show that wig(z) +
wio(M'(z)) is greater than or equal to 5. First, assume that u = (u;);<4 is nonzero.
Using the fact that My is MDS, we obtain the inequality ws(u) + ws(u x M) > 5.
Next,

5<ws(u) +ws(p(w)) = wio((ui || 0)ica) + Wio((p(w)i || 0)ica)
<wio((us || vi)ica) + Wio((p(w)i || Tu(v)i)ica) = Wio(x) + wio(M'(z)) .

Now, suppose that v = 0. It must be the case that v # 0 as x is nonzero by definition.
Again, it holds that ws(v) + ws(v x My ) > 5 because My is also MDS. Then,

5 <wi(v) + ws(70(v)) = Wio((0 || vi)ica) + W10 ((0 || To(v)i)i<a)
=wio(z) + wig(M'(x)) .

We have proven that wig(x) + wig(M'(x)) > 5 for any nonzero element z of (F3°)%.
Consequently, the differential branch number of M’ is greater than or equal to 5.
The equality Bp(M') =5 follows as 5 is the maximum achievable. Similarly, it can
be proven that M’ has also the maximum linear branch number. It follows that M’
is a perfect diffusion layer and the result is proven.

Recall that the notation {0x} denotes the subspace {05} x F5 and that the linear
mappings Ly, and Ly, (see Figure 11) map respectively £({0x}) to L£(V;) and
L({0%}) to L(W;). Tt is then easily seen that M’ maps {0*}* to itself. Thus,
M’ preserves the partition £({0x}*) by Proposition 3.25. Finally, define

M = (LVO || LVI H LVQ ” LV3) oMo (LWO || LW1 ” LW2 || LWs)_l'

From its definition, it is straightforward to check that M maps the linear partition

E(Hio W) to E(Hio Vi).
We are going to compute M (000,080,000,000). First, we have

(Lwo | Lw, || Lw, |l Lw,) ™ (000,080, 000,000)
= (Lyy, (000), Ly, (080), Ly, (000), Ly, (000)) = (000,070,000,000).

Then, the image of (000,070,000,000) under M’ is (088,331, 35A,29E), as already
established in Example 5.9. Finally,

M (000,080,000,000) = (Ly, || Lv; || Ly, || Ly, ) (088,331, 354, 29E)
= (15E, OBF, 1E2, 04F) .

Indeed, Ly, (088) = Ly, (080) + Ly, (008) = 21D + 343 = 15E. The three other bundles
are computed in the same manner.
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Because each mapping Ly, or Ly, operates on different bundles and is invertible,
it is clear that the linear and differential branch numbers of M are the same as M'.
This discussion completes the proof of the following corollary.

Corollary 5.12.  The linear mapping M is a perfect diffusion layer which maps
E(H?:o W;) to E(H?:o Vi).

In conclusion, Proposition 3.23 ensures that any key addition preserves all the
linear partitions, and hence it preserves L£(V'). Next, it has been proven in Section
5.2.2 that every secret S-box S; maps L(V;) to L(W;). Thus, the secret substitution
layer maps L(V) to L(W). It is clear that the ShiftRows operation is linear and
maps W to itself. According to Proposition 3.25, this mapping preserves L(W).
Finally, the MixColumn operation maps L£(W) to L£(V') by Corollary 5.12. This
discussion is summarized in Figure 5.3 and proves Theorem 5.2 previously given in
Section 5.2.1.

5.3. Main |dea of the Cryptanalysis

As we have seen in Section 5.2.1, the cipher BEA-1 does not map a linear partition
to another one, but behaves as though it did for a non-negligible fraction of the
message space. This non-trivial property can be used to recover the cipher key in
an operational cryptanalysis close to Harpes’s basic partitioning cryptanalysis [52].
But before considering the full cipher, we give the main idea of this attack.

5.3.1. A Detailed Example

To explain how to take advantage of this backdoor, we introduce a toy example.
First, let us mention that all the notations of this section are independent of the
remainder of this chapter. The message space of this toy cipher is simply F5. Then,
consider the subspaces V and W of F§ defined to be

V =span(01,02,10,20) = {(23,72,0,0,21,70) | v € F3},
W =span(01,02,04,10) = {(0, 23,0, 29,71, 2¢) | z € F3} .

Thus, L(V) ={x+V |x € {00,04,08,0C}} and L(W) = {y+W |y € {00,08,20,28}}.

Let S be the permutation of F§ given in Figure 5.4. We define another permu-
tation S of F§ satisfying S(z) = S(z) for any input z in F§ except 00, 01, 04, 05,
08, 09, 0C and OD. The images of these eight specific points under S are also given
in Figure 5.4. By analogy with Section 5.2, the permutation S represents the secret
S-box used to design the trapdoor whereas S represents the modified S-box given in
the specification of the algorithm. Lastly, define the following keyed mappings

F; :F§ — TS Fy, :F§ — TS
x— S(z) +k, x— S(x)+k,
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Figure 5.4: The secret and modified S-boxes.

representing respectively the secret and the modified round functions. Naturally,
the key k can be any element of FS.

It can be easily verified that the secret S-box S maps L£(V') to L(W). In fact,
we have

S(00+V) =08+ W,
S(04+V)=28+W,

S(08+ V) =00+ W,
S(0C+V)=20+W.

In contrast with the secret permutation S, the modified S-box S does not map L(V")
to L(W'). However the equality S(z) = S(z) holds with probability /sy assuming
that x is uniformly distributed over F§. This can be stated equivalently as

#{xeF5|S(x)=S(z)} =2°-8=56.

It should also be noted that this statement remains valid when considering their
inverse mappings, that is #{y € FS | S~'(y) = S7'(y)} = 56. Indeed, if z is an element
of F§ such that S(x) = S(x), then y = S(z) satisfies the equality S~*(y) = S~1(y).
As a consequence,

#{zeF3|S(z) =8(2)} <#{yeF3 | S (y) =S~ (v)}.

The converse inequality can be proven in the same way, establishing the equality.

Now, consider the subset P of F§ defined hereinafter. We assume that the round
key is k = 37. The image of P under S and its encryption with F3; are given below.

€ (00+V) € (08+V) € (0C+V)
— —~—

P ={ 22, 04,0506,1516,17,27,34,35,36 , 18,3A, OD,OF },
S(P)={ OB, 39,3A,3C, 2D, 29, 3E, 28, 3F, 2E, 3D , 14,04, 20,31 },
Fs,(P)={ 3C, OE,0D,0B, 1A, 1E, 09, 1F,08,19,0A , 23,33 , 17,06 }.
S~—— —— Y——
€ (28+W) € (20+W) € (00+W)

€ (04+V)

€ (08+W)

It should be stressed that the coset 04 + V' is significantly more represented in P
than any other coset of V. Since F3; maps the linear partition £(V') to L(WW), the
messages belonging to the same coset of V' are all mapped to the same coset of W.
Therefore, the most represented coset of W in Fz;(P) has also ten elements.
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Encryption of P with Fz; Encryption of P with Fj;
04 . 06 0D OF 04 . 06 0D OF

15 16 17 18 15 16 17 18

22 27 22 27

34 35 36 3A 34 35 36 3A

04 0B 04 0B

14 13 14 @

20 28 29 2D 2E 28 29 2D 2E

31 39 (3a 3C 3D 3E 3F 31 31 3C 3D 3E 3F

® 37 ® 37

06 08 09 OA OB . OE 06 08 09 OA OB 0D

17 19 1A 1E 1F 19 1A 1E 1F

23 23 (24 28

33 3C 33 3C

Figure 5.5: Encryption with Fs; and F3;.

As we have seen above, the modified round function F3; does not map L(V') to
L(W). Figure 5.5 displays the differences between the encryption of P with Fs; and
its encryption with F3; by highlighting the messages = in P such that S(x) # S(x)
(that is 04, 05 and OD) and their images throughout the encryption.

To explain these differences, let us first consider the set Q of the ten messages
lying in both P and 04 + V. Knowing that the equality S(x) = S(x) holds with
probability *6/s; when z is uniformly distributed, it seems reasonable to assume that
only 10 x /g4 = 8.75 messages of Q will remain in the same coset when computing
their images under S. By comparing with the actual messages in Q, we can see that
this is a good approximation since eight messages in S(Q) belong to the same coset
of W.

Q ={04,05, 06,15,16,17,27,34,35,36 } =P n (04 + V),
S(Q)={ 13,1C, 3C,2D,29, 3E, 28, 3F, 2E, 3D }.
N~—— ~
¢ (28+W) € (28+W)

Needless to say, there are also eight messages in F37(Q) lying in the same coset of
W because the key addition preserves L(W).

We focus now to the set P as a whole. According to the discussion above, we
know that the most represented coset of W in Fz;(P) has at least eight elements.
We have seen that the images under S of messages lying in the same coset may not
stay together. Nonetheless, the converse can also be true and messages in different
cosets may end up in the same coset. This is exactly what happens with the message
0D, as illustrated in Figure 5.5. Consequently, the most represented coset in Fz;(P)
has actually nine elements.

The fact that the most represented coset may not only lose but occasionally
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Decryption — Right Key Decryption — Wrong Key

06 08 09 OA OB 0D OE 06 08 09 OA OB 0D
17 19 1A 1E 1F 19 1A 1E 1IF
23 23 24 2B

33 3c 33 3C

® 37 ® 07

04 0B 01 0A 0C OD OE OF
14 18 19 1D 1E
20 28 29 2D 2E 23 24 2C

31 39 3A 3C 3D 3E 3F 34 3B

04 05 06 0D OF oc OE
15 16 17 18 10 11 12 14
22 27 21 23 26 29

34 35 36 3A 30 32 33 3D 3F

Figure 5.6: Decryption with the right key and with a wrong key.

retrieve elements, should be seen as a side effect. Its impact remains low when

« one coset has significantly more elements than all other cosets (say at least 5
times more), and
o when the number of messages is less than the total number of cosets.

We must nevertheless keep this fact in mind to understand why the right key will
not necessarily have the best score.

It is now time to explain how to recover the round key using only the set C =
F37(P) of encrypted messages. First, we have to determine the most represented
coset in C. In our example, this coset is 08 + W with nine messages, and u = 08 is
one of its representatives.

Now, assume that £ is the round key used to encrypt C. We need to find the
coset of V' which is mapped to u+ W by the secret round function Fy. According to
Lemma 3.18, F), maps t+V to Fi(t)+W. A representative of this coset of V' is then
t = S71(u+ k). Finally, the score of the guessed key k is the number of messages
F;*(¢) = S7*(c+ k) which belong to the theoretical coset t + V/, that is to say

score(k) = #{ceC| S (c+k)e(t+V)}.

Figure 5.6 illustrates the scoring process applied to the right key (37) and to a wrong
key (07). We naturally recover the set P and the coset t+V =34+V =04+ V when
using the right key. Thus, the score of k = 37 is equal to 10. In the same way, the
score of k = 07 is the number of decrypted messages in the coset t+V = 32+V = 00+V,
so score(07) = 8.

Let us now explain why a wrong key tends to have a lower score than the right key.
First, the addition of the wrong key randomizes the cosets and the messages within.
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Key OB 12 1C 37 03 05 10 1D 20 21 22 2C 2F 35 36 38
Score 11 10 10 10 9 9 9 9 9 9 9 9 9 9 9 9

Key 3B 3C 3D 00 01 02 04 06 07 08 09 OA OE OF 11 13
Scooe 9 9 9 8 8 8 8 8 8 & 8 8 8 8 8 8

Key 18 19 1E 1F 24 25 26 27 2A 2B 2D 2E 30 34 39 3A
Score 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8

Key 0OC OD 14 15 16 17 1A 1B 23 28 29 31 32 33 3E J3F
Score 7 7T ¢ 7 7 ¢ 7 7 ¢ 7 7 7 7 7 7 7

Figure 5.7: The scores for each key.

Recall that when the input z is uniformly distributed, the equality S~!(z) = S7!(x)
holds with probability ®6/s;. The most represented coset after the addition of the
wrong key should then lose some elements by applying S~!. Thus, the score of any
wrong key should be less than or equal to 8.

It goes without saying that the previous discussion gives just the main idea of
the cryptanalysis. For some wrong keys, the side effects are significant and their
scores can even be higher than the score of the right key, as shown in Figure 5.7.
Indeed, the key 37 is one the four best keys, but is not the one which has the highest
score (0B). For this reason, we will not only return the best key but also the NbCand
candidate keys having the highest scores when running this cryptanalysis.

5.3.2. Formalization of the Attack

The aim of this section is to formalize and to generalize the cryptanalysis introduced
previously in Section 5.3.1. As we have just seen, this attack really begins in Figure
5.6. The very first data needed is the set C containing the encrypted messages under
the unknown key, given by

C = {04, 05,06,0D, 0F, 15,16, 17, 18,22, 27,34,35,36,3A} .

Naturally, C is included in the set € = F$ of all possible ciphertexts. Similarly, the
set of all possible round keys is denoted by # = F§. Next, define the keyed mapping

G:H <€ — TS
(k,c) »—>S_1(c+k:).

Each mapping Gy, : ¢ = G(k,c) is the inverse of the round function Fj. The secret
counterpart of G is G : (k,c) » S71(c+ k). Observe that for each round key k£, the
mapping Gy maps L(W) to L(V'). It is also necessary to know the most represented
coset u+W in C. Using these notations, the cryptanalysis is formalized in Algorithm
7. Finally, to include potential information on the round keys, this attack processes
only a subset I of JZ .

More generally, the parameters can be outlined as follows.
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Algorithm 7 -
See Section 5.3.2.
The set Cand containing the NbCand best keys together with their scores.

Cand <« []
For each keK do

Score « 0
For each ce(C do
t < G(k,u)
If G(k,c) lies in t+V then
Score « Score+1

If the cardinality of Cand is lower than NbCand then
Insert (k,Score) in Cand
Else if Score is greater than the lowest score in Cand then
Remove the lowest scored key of Cand
Insert (k,Score) in Cand
Return Cand

o The sets of all possible keys and ciphertexts are referred to as # and €.

o The keyed mapping G : # x € — E typically undoes (or partially undoes) one
or two rounds of the encryption process.

o Its secret counterpart is denoted by G : & x ¢ — E. It is assumed that Gy
maps a linear partition £(W) to another partition £(1V') no matter the key k
used.

o The set of the given ciphertexts is denoted by C. The set of the keys that must
be scored by this attack is denoted by K.

o It is assumed that there is a coset of W containing significantly more cipher-
texts than any other coset. The element u of % is a representative of this
coset.

o Finally, NbCand is the number of candidate keys to return.

Taking a closer look at Algorithm 7, we can see that the structure
Cand requires an efficient way to remove the lowest scored key. In our implementa-
tion, Cand is a sorted array of couples (s, L) where L is a list containing the keys
having the score s. Since there are very few different scores, the sorted insertion
in Cand is (almost) in constant time. Removing the lowest scored key is also in
constant time. Thus, the time complexity of this cryptanalysis is O(#K x #C).

5.4. Cryptanalysis of BEA-1 Using the Backdoor

The algorithm SelectKeys (see Algorithm 7) detailed into the previous section
enables recovery of information on the last round key, using the fact that the round
function acts as a function mapping a linear partition to another one with high
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probability. In this section, we explain how this algorithm can be used to recover
the full 120-bit cipher key in just a few seconds on a laptop computer.

This cryptanalysis requires N = 216 chosen plaintexts and their corresponding
ciphertexts encrypted under one unknown cipher key K. As BEA-1 operates on
80-bit blocks, this amounts to 2 x 640 KiB of data. The plaintexts only need to be
uniformly chosen in one coset of V' and there is no requirement on the cipher key.

Our cryptanalysis is naturally divided in five distinct parts. First, we give a brief
overview of each part. By hypothesis, all the plaintexts are in the same coset of V.
As explained in Section 5.2.1, a coset of W should be more represented among the
ciphertexts. The first part is aimed at finding a representative u of this coset. The
second part consists in using the algorithm SelectKeys to find 2! candidates for
the full 80-bit last round key k[']. Next, relying on a property of the key schedule,
SelectKeys is applied to these 2'5 candidates to find the right last key in a third
part. So far, we have recovered 80 bits of the cipher key. Knowing the last round key,
it is then possible to undo the last round of each ciphertext. The fourth part is really
close to the first one and provides 2'® candidates for the 40 remaining bits. Finally,
deduce the 2'® candidate cipher keys from k1] and the preceding candidates. The
last part involves testing these cipher keys on the plaintext /ciphertext pairs available
to find the right one.

The presentation of our cryptanalysis is structured as follows. First, we provide
the full attack in Algorithm 5.4. Then, each part of this algorithm is detailed in one
dedicated section. It should be noted that we keep the notations of Section 5.2 (and
not those of Section 5.3) in the remainder of this chapter.

5.4.1. Part 1: Finding the Right Output Coset

Let P denote the set of the 216 plaintexts uniformly chosen in one coset of V' and
let C = {Ex(p) | p € P} denote the set of their ciphertexts. As said previously, we
first need to find the most represented coset of W in C. Let U; be the subspace of
10 defined to be U; = Ly, ({#0}) for each 0 < i < 3. Since {0} is a complement
space of {0x} and Ly, is an automorphism, we know that U; is a complement space
of Ly, ({0+}) = W;. Define U to be the subspace [Ty Uimoas of (F10)8. Of course,
U is a complement space of W.

Let ¢ be a ciphertext and u = (u;);<g be in U. Because both U and W are product
spaces, it is easily seen that wu is the unique representative in U of the coset c+ W if,
and only if, ¢; and u; are in the same coset of W ,0q4 for each 7 < 8. We deduce the
following efficient way to compute the representative in U of the coset ¢+ W. First,
precompute the four tables RepW; such that, for each z in Fi° RepW;[x] gives the
representative in U; of x + W;. These tables are just arrays of 1024 integers. Then,
the representative of ¢ = (¢;);cs 18 just u = (RepW; mod 4[¢i])i<s-

To find the most represented coset of W in C, we first compute the representative
in U of each ciphertext as described above. Then, we search for the representative
which occurs the most. Any naive algorithm should work since there are only 2!
representatives.
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Algorithm 8 -
The number N of plaintext/ciphertext pairs (typically, N ~ 219).
o A set P of N plaintexts uniformly chosen in one coset of V.
o The corresponding ciphertexts encrypted under one (unknown) cipher key K.
The set {Ex(p) | pe P} of these ciphertexts in denoted by C.
The cipher key K or "Failure" in case of failure.

NbCand < 2!

u < the element w e U maximizing the cardinality of Cn (u+W)

E <« {3}
Cand <« {(kz)zeE | k?3 € F%O}
For each idx€([7,0,4,1,5,2,6] do
E « Fu{idx}
Define Gg, Gg, Cg and Vi as in Section 5.4.2
Kg < {(kz)zeE | Fiax € ]F%O and (ki)ieE\{idx} € Cand}
Cand <« SelectKeys(Gg,Gg,Kg,Cg, (4;)icp, Vi, NbCand)

E < {0727 57 7}

Define G, G and V'’ as in Section 5.4.3

Cand <« SelectKeys(G, G, Cand,Cg, (u;)x, V,NbCand)
k1] « the key with the highest score in Cand

Define C’ and u’ as in Section 5.4.4
E <« {4}
Cand < {(k)icr | K} € F3°}
For each idxe€([7,5,6] do
E « Fu{idx}
Define Gg, G, C; and Vi as in Section 5.4.4
Ky < {(k)ier | Koy € F3* and (k])iep(iax) € Cand}
Cand « SelectKeys(Gp,Gg, K%, Cr, (})icg, Vg, NbCand)

For each (k][%1),.s € Cand do
(ki[lo])4£i<8 < M((k§[101)4gi<8)
K <« the cipher key corresponding to (k;l'9), s and k[!1]
If Fk(p)=c for all plaintext/ciphertext pairs (p,c) then
Return K
Return "Failure"
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So S S Ss So Sy S Ss

ko[ll] kl[ll] /{:2[11] kg[ll] k4[11] k5[11] kﬁ[ll] k7[11]

Figure 5.8: Cryptanalysis using the backdoor (Part 2).

5.4.2. Part 2: Obtaining Candidates for the Last Round Key

This part is intended to find candidates for the last round key k[ using the algo-
rithm SelectKeys (see Algorithm 7) to undo the last round of BEA-1. However,
if this algorithm is naively applied, then the last round has to be undone for each
of the 216 ciphertexts and 2% possible values of k'], yielding an order of 29 time
complexity.

To solve this problem, the 2% candidates for £[*!] are obtained bundle by bundle,
as illustrated in Figure 5.8. First, we partially decrypt the bundles of index 3 and
7. We begin by these bundles since they both involve the S-box S3, being the most
different from its secret equivalent. Following the notations of SelectKeys, the set
containing the ciphertexts is Cy37y = {(cs,¢7) | ¢ € C} and the set of the keys is
Ky = {(ks, kz) | ks, kr € F3°}. The mapping used to partially decrypt the last
round of these ciphertexts is

Grsgy t (F3)? x (F3?)? — (F5°)?
((ks, kr), (cs,¢7)) — (S5 (3 + k3), S5 (c7 + k) .

Its secret equivalent Gz 7y is obtained by replacing S3 with S3. The two remaining
inputs of the algorithm are the representative u = (us,u7) of the most represented
coset of (W3)?, and the subspace (V3)? of (F}?)2. It is worth observing that G
maps L((W3)?) to L((V3)?) as required by the algorithm. Running SelectKeys with
these arguments generates a set Cand containing 2'® candidates for (k3['l], k;[11])
instead of 220.

From now on, each step seeks to add a new bundle to our candidates for the last
round key k1), The next bundle to add has index 0. Let E denote the set {0,3,7}

160



5.4 — CRYPTANALYSIS OF BEA-1 USING THE BACKDOOR

of the current bundle’s indices. Since we have no information on the value of ky[*1],
the set of the possible values for (k;['1]);.p is

ICE = {(kz)zeE | ko € ]F%O, (k’g,k’7) € Cand} .
Following the idea of the first step, we define Cg = {(¢;)ier | (¢i)ics € C} and

Gp: (F)" x (F*)" — (Fy°)”
((ki)ier, (¢i)ier) — (Simoaa(Ci + ki) )ik -

Then, define G by replacing S; with S; and let Vi denote the subspace [T;cz Vimod 4
of (Fi%)F. The set Cand obtained by running SelectKeys with these parameters
contains 21 candidates for (ko' k311 &, [11]).

According to Algorithm 5.4, the index of the next bundle is 4. Actually, the
order of the bundle’s indices were chosen such as to involve the S-boxes S3, then Sy,
S1 and finally Sy. The current indices are in the set FE = {0,3,4,7}. Similarly, we
define

,CE = {(kz)ng | ]{J4 € F%O, (ko, ]{53, ]{57) € Cand}

to include the information on k[ gathered by the previous step. Finally, define Cg,
Gg, Gg and Vg as above. Again, the algorithm SelectKeys yields 2!5 candidates
fOl" (k’i[ll])leE

This time, let us take a closer look at the implementation of this step. Because
#Kg = 2% and #Cg = 216, a straightforward implementation of SelectKeys requires
241 partial round decryptions, as explained by Remark 5.13. Algorithm 9 provides
our implementation of SelectKeys for this step. As we can see, the previous candi-
dates are used to filter the ciphertexts before attacking k4 by brute force. For each
of the 215 candidates, initializing the filter requires 2'¢ partial decryptions. On av-
erage, it remains roughly 26 ciphertexts after the filtering process. The loop over ky
hence requires 26 partial decryptions. Consequently, this implementation performs
about 232 partial decryptions instead of 241.

Naturally, the 215 candidates for the full round key k'] are obtained by repeating
this method for the four remaining bundles. We will conclude by observing that
the complexity of each step decreases since the filtering process improves as the
algorithm progresses.

5.4.3. Part 3: Finding the Last Round Key

So far, we have found 2'® candidates for the 80-bits key k[!]. This part intends to
recover the right key among these candidates, relying on the key schedule’s structure.
Let us consider the last round of the key schedule in order to derive a relation between
k(9] and k(11 In Figure 5.1:

o k1= (ko1 ... k;[9]) corresponds with (ko ,..., k7 ),
o K[0) = (kol0l k,[101) corresponds with (ks ..., ki5),
o kM) = (ko) k;111]) corresponds with (kig, . .., ka3).
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Algorithm 9 - An implementation of the step idx=4 in part 2.
1 Cand <« []
. For each of the 2% candidates (ko,ks, k) for (kJ", k™ EIMY a0

Initialization of the filter over the ciphertezxts
Filter « @
(tO,t37t7) <« (Sal(k‘o+110),S§1(k3+U3)7S§1(k}7+U.7))
For each ce(C do
(to,t3,t7) <~ (Sal(k()+CQ),S3_1(]{73+63),S§1(k7+c7))
If toe(to+Vy) and t3e (tz+V3) and t7 € (t;+V3) then
Filter « Filteru{c}

0 N o o > W

Loop over the new bundle of the key
9  For each ky;eFL do

10 Score « 0

11 tys < S6l(l€4+U4)

12 For each ceFilter do
13 ty < Syt(ks+uq)

1a If tye(ty+Vp) then
15 Score <« Score+1

Saving (ko, ks, ks, k7) if its score is high enough

16 If #Cand <2 then

17 Insert ((ko,ks, ks, k7),Score) in Cand

18 Else if Score is greater than the lowest score in Cand then
19 Remove the lowest scored key of Cand

20 Insert ((ko,ks,kas,k7),Score) in Cand

21 Return Cand
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g (101 e, 1101 ] oy 107 |, [10] @

So Sh S Ss So Sy S Ss

ko[ll] /{51[11] /{:2[11] ]{:3[11] k’4[11] k5[11] k6[11] k7[11]

Figure 5.9: Cryptanalysis using the backdoor (Part 3).

It is then easily seen that
10] ,.[10] ,.[10] ,.[10 1] 5.[11] ,[1] 5.[11 1] 5[11] ,[11] ,.[11
g A ) = G A R T (A R )

Thus, the 40 leftmost bits of k191 are determined by k['1]. Using this equality, it is
possible to partially decrypt the last two rounds for every candidate for k'], Again,
the algorithm SelectKeys is used to distinguish between candidates.

Instead of wasting time understanding the definition of G stated hereinafter, we
encourage the reader to compare it with Figure 5.9 which speaks for itself. Let us
consider

G+ (FJO)® x (F2)©257) s (L0t
((Ki)ics, (€i)iego,2,5,71) — (So*(co + ko) + ko + kay ST (cs + k) + Ky + ks,
52_1(02 + ]432) + ]{52 + ]{?67 83_1(07 + ]{?7) + k?g + ]{37) .

Then, let G be the mapping from (F}9)% x (F10){9257 to (F1%)* given by
G=(Soll SISzl 53)_1 oM 1oG".

Define G in the same way as before and let V’ = [T}, V;. Finally, run Selectkeys
as in line 12 of Algorithm 5.4. The candidate which has the highest score is then
the last round key k1],

To explain why Parts 2 and 3 of this cryptanalysis are complementary, let us
take a closer look at the 215 candidates obtained previously. Most of them are in
fact really close to k1l more precisely, they have at most three bundles different
from k('] This observation is not surprising because when decrypting the last
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round, each bundle of the key affects only one bundle of the output. As a direct
consequence, close candidates give rise to close one-round decrypted ciphertexts.
This explains why the algorithm SelectKeys, as used in Part 2, may assign similar
scores to close candidates.

By contrast, the mapping G defined above yields very different outputs when
used with close candidate keys. Such a property comes from the high diffusion
provided by M~1. Thus, this part is more effective where the previous part has its
main weakness. Moreover, the side effects are limited here since we decrypt two
rounds instead of one.

5.4.4. Part 4: Obtaining Candidates for the Remaining Bits

The round function of the key schedule being bijective, it is sufficient to know the
120 output bits of the last round to compute the cipher key. Until now, we have
recovered the last round key k[l accounting for 80 of these 120 bits. The 40
remaining bits are the 40 rightmost bits of k[19]) also denoted by (k;['%)) ;5. This
fourth part intends to find 2'® candidates for these unknown bits.

Since the key k[l is now known, it is possible to undo the last round for every
ciphertext. The cryptanalysis is then reduced to the attack of the second to last
round. However, the method used in Part 2 cannot be directly applied here since
the second to last round involves the MDS mapping M. Let x and k be elements of
(F19)% and observe that

M(z)+k = M(x) + M(M™(k)) = M(x + M~ (k)) = M(x + k')

where k' = M~'(k). Thus, the key addition and the mapping M can be switched
provided that the key is replaced. According to this observation, define

(kM) sgics = M7H((FM)agics) -
Therefore, the last two rounds of BEA-1 can equivalently be represented as in Figure

9.10.

Thanks to this representation, candidates for the key (k[1%1) s can be obtained
using SelectKeys as in Part 2. To this end, we first need to partially undo the last
round using k[*1]. Following Figure 5.10, define

f . (F%O){1737496} — (F%O)Zl
(¢i)ie1 a6y — M71(Sy" (s + ka1, ST (e + ey 1),
551(06 + k6[11])’5§1(03 n /{3[11])).

The set {f((¢i)ie{1,34,6)) | ¢ € C} of these “new” ciphertexts is denoted by C" and the
corresponding coset representative is w’ = f((1;);e(1,346)). To be more consistent
with Figure 5.10, the bundles of u’ and of the elements of C’ are indexed from 4 to
7 included. The remainder of the attack is similar to Part 2 as the candidates are
obtained bundle by bundle. The first step gets candidates for the bundle’s indices
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M Jor (100 | gz 1201 e (101 | g1 (10]
® M
So |( S ) Sz [ Ss )[So |8 ) S | Ss

Figure 5.10: Cryptanalysis using the backdoor (Part 4).

4 and 7. The second and the third steps add the indices 5 and 6 respectively. If E
denotes the set of the current bundle’s indices, then the parameters of SelectKeys
are the set C, = {(¢})ier | (¢})a<ics € C'}, the mapping

Gp: ()" x (F5°)F — (F3°)”
((kz()iGEW (C;)zeE) — (Si_r}nod4(di + kz{))ieEa

its equivalent Gg and the subspace Vi = [Ticg Vimoda of (FA9)F. The other details
are given in Algorithm 5.4. At the end of this part, every candidate k' = (k!)4cics
for (k/[101),..s gives rise to a candidate k = M (k") for (k;1'%1) ;8.

5.4.5. Part 5: Deducing the Cipher Key

Concatenating the candidates for (k;[101),;s with k1] yields 2'5 candidates for the
output of the key schedule’s last round. To obtain the corresponding candidates for
the cipher key, we need to reverse the rounds of the key schedule.

Referring to Figure 5.1, the i-th round of the key schedule maps the element
(Xo, X1, X3) of (F3°)3 to (Yo, Y1, Ys) according to the following equalities

Yo = Xo + fi(X2), Yi=Yo+ Xy, Yo=Y+ Xy,
where f; denotes the permutation of (F1°)* defined for each X to be
fi(X) = (3"mod 2',0,0,0) + (So || Sy || Sz || S3) o M(X).
Using these notations, it easily seen that

Xo=Yo+ fi(Y1+Y2), X1=Yy+Y1, Xo=Y1+Y;.
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These equalities describe how to reverse each round of the key schedule, and thus
how to recover the 215 candidate cipher keys.

Finally, it just remains to test these candidate cipher keys to complete the
cryptanalysis. To be efficient, choose one plaintext/ciphertext pair (p,c) and check
whether or not the encryption of p under the candidate K is equal to ¢. In case of
equality, repeat this process for all pairs available to prevent false positive results.
Otherwise, the candidate is discarded. Obviously, the right cipher key is the one
which passes all tests.

5.5. Conclusion

When parallelized and optimized as described in Algorithm 9, our cryptanalysis of
BEA-1 recovers the full 120-bit cipher key in about 20 seconds on a laptop computer.
Thanks to its small computing time, we performed several times this attack and
verified experimentally that its success probability is greater than 95%. When this
attack fails, the cryptanalyst can generally still recover the cipher key with the same
data but needs more than 215 candidates in each step. Thus, using more candidates
increases the success probability but also the time-complexity of the cryptanalysis.

As noted in Section 5.3, the main idea our cryptanalysis is really close to Harpes’
partitioning cryptanalysis [52]. However, some significant differences emerge. First,
the number of parts in the output partition is assumed to be small in a partitioning
cryptanalysis. Typically, this number is equal to 2, 4 or 8. In contrast, the output
partition used in our cryptanalysis consists of all the 240 cosets of the subspace W.

Second, partitioning cryptanalysis considers classes of the last round keys where
only a few bits influence the output cosets of the messages. Because its complexity
is proportional to the number of key classes, a partitioning cryptanalysis is efficient
only if this number is reasonably small. In the case of BEA-1, each bit of the last
round key impacts the output cosets of the messages. In other words, whenever
one bit of the last round key is changed, at least one plaintext is encrypted in
another coset of W. Since there are 280 possible last round keys, a basic partitioning
cryptanalysis is ineffective on BEA-1. This problem was addressed in the second
part of our cryptanalysis (see Section 5.4.2) as we introduced a trick to compute the
best round keys bundle by bundle.

Additionally, a partitioning cryptanalysis updates for each key class as many
counters as there are cosets in the output partition. In our algorithm SelectKeys
presented in Section 5.3.2, we manage only one counter per key as we exploit the
secret structure of the round function and the output coset of the ciphertext space.
Lastly, our attack recovers the full 120-bit cipher key whereas a partitioning crypt-
analysis recovers only a few bits of the last round key.

We should now compare probabilistic and non-probabilistic partition-based back-
door ciphers. By virtue of Theorem 5.2, BEA-1 can be transformed into a partition-
based backdoor cipher by simply replacing its S-boxes S; with their secret counter-
parts S;. Now, assume further that
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o the last round of BEA-1 includes the MixColumns operation,

o the key schedule also uses the secret S-boxes and

o the mappings M and (S || ... || S3) are switched in the round function of the
key schedule (see Figure 5.1).

It is easily seen that the round function of this new version of BEA-1 preserves the
linear partition £(V') and the same applies to the whole encryption function. As
observed at the end of section 5.2.1, when two cipher keys K and K’ are in the
same cosets of [112) Vimoa4, then the derived round keys k[l and k'li] are pairwise
in the same coset of V. As a consequence, this backdoor cipher is vulnerable to
the key schedule dependent attack presented in Section 3.1.3. Using one or two
known plaintexts, the coset containing the cipher key is obtained with at most 260
encryptions and then the right cipher key is searched within the 250 elements of this
coset. Summarizing, this cryptanalysis recovers the cipher key using at most 261
encryptions or 260 on average. By comparison, our cryptanalysis of the probabilis-
tic version requires 26 chosen plaintexts but has a much better time complexity.
Moreover, the differential probability and linear potential matrices of the modified
S-boxes S; are much less suspicious than the ones of the secret S-boxes S;.

Before concluding this thesis, let us consider the two criteria to prevent partition-
based backdoors given in Section 4.4. We begin with Calderini’s criterion. As well
as the AES, the diffusion layer of BEA-1 is strongly proper over two rounds. It can
be proven with an exhaustive search that for each secret S-box S;, any subspace V
of F1% such that W = S;(V)+8S;(0) is also a subspace of F1° is at most 6-dimensional.
Consequently, the secret S-boxes are strongly 3-anti-invariant. Since the smallest
integer r; such that 210 x DPg™ < 27 is 6, the conditions of Theorem 4.37 are not
fulfilled and we hopefully cannot prove that non-probabilistic version of BEA-1 is
not a partition-based backdoor cipher, as it is one. Nonetheless, it can be verified
that every modified S-box S; is strongly 7-anti-invariant. Calderini’s criterion then
proves that BEA-1 is not a partition-based backdoor cipher. This fact does not
contradicts Theorem 4.37 since BEA-1 is a probabilistic partition-based backdoor
cipher. However, this proves that Calderini’s criterion does not apply to this broader
family of backdoor ciphers.

Let us now consider our criterion given in Theorem 4.33. By simply looking
at the maximum differential probability and linear potential of each S-box, we can
see that the conditions are not fulfilled neither for BEA-1 or its non-probabilistic
version. Moreover, since these maximum values are really close to the bounds of
Figure 4.10, our criterion suggests that each S-box might almost maps a linear
partition associated with a 5-dimensional subspace to another one.

To conclude let us motivate future research around backdoor ciphers. Even if
by-design backdoors are undesirable in block ciphers, their study can contribute to
design better ciphers and to improve our understanding of classical cryptanalysis.
In fact, partition-based backdoor ciphers are closely related to invariant subspace,
constant-dimensional subspace trail and partitioning cryptanalysis. We proved in
Chapter 3 that plausible partition-based backdoor ciphers must have S-boxes equiv-
alent to imprimitive S-boxes. Then, we showed in Chapter 4 that such S-boxes
are either highly resistant to differential cryptanalysis or to linear cryptanalysis but
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not both. As a consequence, our study yields unexpected links between differential,
linear and partitioning cryptanalysis. Combined with the complementary work of
Calderini, we have now two criteria to prove that a cipher does not have a partition-
based backdoor but further interesting researches should be dedicated to prove other
criteria for the probabilistic version. Along a similar line, a new variation of differ-
ential cryptanalysis was recently proposed by Blondeau, Civino and Sala [16]. This
new perspective is directly inspired the family of backdoor ciphers based on hidden
sums [19]. In addition, searching for backdoors naturally implies to consider differ-
ent properties than the ones addressed by classical cryptanalysis, thereby increasing
the chance of discovering new effective attacks. Finally, it is worth recalling that the
question whether backdoors that are both efficient and undetectable can be inserted
in practical block ciphers remains open.

168



Appendix

In this appendix, we give the specifications of the mappings used in our probabilistic
partition-based cipher BEA-1.

x 200 100 080 040 020 010 008 004 002 001

Ly,(r) 334 259 21D OE4 193 266 343 3ED 354 1T7F
Ly,(r) 3DA 306 39E 262 080 398 229 34C 251 37B
Ly,(r) 295 237 131 3D1 26B OBA 155 307 37E 318
Ly,(r) 290 15D OF8 2BE 25F 1D1 21E 134 ODC 15A

Lw,(r) 3E8 386 067 19C 158 16A 11B 306 O5E OBS8
Lw,(r) 364 33E 3A7 119 1D2 04B 3B7 O0OD5 027 2C8
Lw,(r) 324 188 3CB 1BO 131 1A9 095 107 36F 2A3
Lw,(r) 262 1A5 34E OB7 3ED OF0 2FE 191 332 1A6

(Ly,)"'(r) 3BF 268 OBB 379 17B 055 061 2F9 354 1F2
(Ly,)"Y(z) 13D O0AD 020 2C7 36D 2B4 314 047 OD7 14C
(Lv,)"Y(x) 361 070 133 02A 2B8 3CC ODC 21A 08B 184
(Lyv,)"'(r) 1E9 3D1 OBE 245 OF6 357 1DA 074 318 26D

(Lw,)"'(r) 026 OE9 104 29D 351 053 207 3F9 332 187
(Lw,)"'(x) 142 1BO 070 3D3 196 088 2EO OB7 2BB 398
(Lw,)"*(r) 02D OAA 205 OF1 375 19A 3AF 1F2 339 265
(Lw,)"Y(r) 0A6 3B3 045 32B 1E4 29A 2AD 27A 069 168

Figure 11: The transformation mappings given over the standard basis of F°.
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T

(10,00, 00,00)
(08,00, 00,00)
(04, 00,00,00)
(02,00,00,00)
(01,00,00,00)

(00,10,00,00)
(00, 08,00,00)
(00,04, 00,00)
(00, 02,00,00)
(00,01,00,00)

(00,00, 10,00)
(00,00, 08,00)
(00,00, 04,00)
(00, 00,02,00)
(00,00,01,00)

(00, 00,00, 10)
(00,00, 00,08)
(00,00,00,04)
(00,00,00,02)
(00,00,00,01)

r X MU

r X MV

Py_v (1)

(07,06, 1E, 17)
(11,03, 0F, 19)
(1A,13,15, 1E)
(0D, 1B, 18, OF)
(14, 1F,0C, 15)

(06,07,17,1E)
(03,11,19,0F)
(13,1A,1E, 15)
(1B, 0D, OF, 18)
(1F,14,15,0C)

(1E,17,07,06)
(OF,19,11,03)
(15, 1E, 1A,13)
(18, 0F, 0D, 1B)
(0C, 15,14, 1F)

(17,1E, 06,07)
(19,0F,03,11)
(1E,15,13,14)
(OF, 18, 1B,0D)
(15,0C, 1F, 14)

(OE, 16,02, 14)
(07,0B,01,04)
(11,17,12,05)
(1A,19,09,10)
(0D, 1E, 16,08)
(
(

16, 0E, 14, 02)
0B,07,04,01)
(17,11,05,12)
(19,1A,10,09)
(1E, 0D, 08, 16)

(02,14, 0E, 16)
(01,04, 07,0B)
(12,05,11,17)
(09,10, 1A,19)
(16,08,0D, 1E)

(14,02, 16, 0E)
(0A,01,0B,07)
(05,12,17,11)
(10,09,19,14)
(08,16, 1E,0D)

(07,01, 1C, 18)
(05,16, 14, 03)
(04,01,1C, 1C)
(02, 1F, 1E, 1C)
(01,1B,13,04)

(07,08,01,11)
(02, 1E, 1B, 1F)
(16,06, 1E,0D)
(OF,11,0C, 16)
(11,0E,02,04)

(1F,0C, 08, 1B)
(17,15,17,16)
(1D, 04, OE, 00)
(11,0E, 19, 15)
(16, 1F, 06, 14)

(OF, 03, 16,03)
(0B, 12,03, 0D)
(1F, 1D, 1B, 02)
(18,12, 04, 15)
(17,05, 05,05)

Figure 12: The linear mappings over (Fi°)* associated with M, My and the linear
mapping Py_y.
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T

(200,000,000, 000)
(100,000,000, 000)
(080,000,000, 000)
(040,000,000, 000)
(020,000,000, 000)
(010,000,000, 000)
(008,000, 000,000)
(004,000,000, 000)
(002,000,000, 000)
(001,000, 000,000)

(000,200, 000,000)
(000,100, 000,000)
(000,080, 000,000)
(000,040, 000,000)
(000,020, 000,000)
(000,010, 000,000)
(000,008, 000,000)
(000,004, 000,000)
(000,002, 000,000)
(000,001, 000,000)

(000,000, 200,000)
(000,000, 100,000)
(000, 000,080,000)
(000,000,040, 000)
(000,000, 020,000)
(000,000, 010,000)
(000, 000,008,000)
(000,000,004, 000)
(000,000,002, 000)
(000,000, 001,000)

(000,000, 000,200)
(000,000,000, 100)
(000,000,000, 080)
(000,000,000, 040)
(000,000,000, 020)
(000,000,000,010)
(000,000,000, 008)
(000,000, 000,004)
(000,000, 000,002)
(000,000, 000,001)

M(x)

M-1(2)

(13E, 20F, 253, 0BC)
(35C, 13E, 212,110)
(32C, 199, 2C5,074)
(3C6,010, 0EC, 261)
(231,120, 322,016)
(2D9, 10A,0C4, 095)
(215, 11F, 1E0, 2E7)
(23F, 15B, 0C7, 0A7)
(344,394,342, 165)
(112, 1BC, 36C, 0C5)

(OES6, OED, 314, 289)
(17E,011,198,3C5)
(15E, OBF, 1E2, 04F)
(006,131, 32E, 12B)
(394,062, 38C, 2EB)
(1F4,1C5, 1FF, 31D)
(022,37D, 08D, 3D4)
(13B, 2FA, 328, 38C)
(0CC,32A,01A, 2DB)
(237,252,004, 0F8)

(009, 175,254, 3ED)
(2D5, 29F, 072, 04D)
(094, 1DD, 336, 34B)
(269, 2CC, 27E, 1CD)
(1B2,0A7,178,208)
(189, 2AB, 1A6, 39D)
(0DC,0B1, 061, 3DE)
(019, 08E, 280, 1A7)
(38B, 146,221, 260)
(075,380, 371, 2E9)

(099,176, 3BC, 031)
(38E, 3D2, 2CD, 21C)
(1C7,259, 17E, OBE)
(165, 3BA, 19B, OF7)
(37F,282, 3A4,3D8)
(256,130, 382, 067)
(370, 1D0, 3CD, O7F)
(22D, 18, 221, 18B)
(058,044, 3A0,281)
(28D, 172, 3EA, 24E)

2D8, 209, 353, 243)
OF5, 1BD, 210, 210)
1E9, 3FE, 238,329)
002, 246, 2E2, 380)
322, 3FD, 3D5, 0E5)
0AD, 337, 3C5, 2D4)
08D, 04D, 016, 34C)
1AB, 11E, O5F, 3A4)
1AE, 1E9, 2CB, 245)
10B,221,09D, 398)

(

(

(

(

(

(

(

(

(

(

(395,295, 38D, 129)
(2D7, 1F4, 378, 157)
(OBD, 1B1, 18E, 2AB)
(3AA, 29E, 239, 1C0)
(3D9, 069, 21B, 11B)
(06D, 1BE, 3EB, OBE)
(3D1,236,09D, 2F1)
(OEB, 2FD, 3C3,176)
(055,128, 254, 17F)
(07D, 2BB, 037, 3C8)
(
(
(
(
(
(
(
(
(
(
(
(
(
(

0A6, 050, 36D, 016)
263, 36C, 361, 369)
0C8,111,34B, 38E)
169, 1A1,02D, 39B)
009, 1D9, 3CC, 131)
141,222, 031,284)
1C7,3F1,063,33C)
084,128,167, 20B)
0DO, 34D, 18C, 354)
15E, 23B, 378, 376)

03D, 208, 27E, 249)
005, 38F, 215, 2DF)
14F,3D2,0E2, 1C7)
211,2D9, 1B2, 362)
(13C, 355,058, 07F)
(19A, 0E6, 364, 0F2)
(322,319,244, 300)
(2BE, 1DD, 223, 1FA)
(04A, 1EC, 1B6, 3B4)
(015,371,2DC, OE2)

Figure 13: Specification of the diffusion M and its inverse M.
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..0 1 ..2 .3 ..4 .5 .6 ..7 ..8 ..9 ..A ..B ..C ..D ..E ..F
00. OBA 026 OAO 1E1 183 3DB 1A4 084 110 350 085 2E5 3B4 195 359 2E6
01. 33A 26B 209 O7E 1CE 2E3 0CO 136 129 0C8 3D6 054 040 3F2 O09F 322
02. 11B O7F 139 07D 2CF 02A 268 227 10A 1C5 12B 016 16C 20D 1E7 35B
03. 313 0CD 11E 1E6 117 355 182 OE6 094 1B9 19C 28C 255 336 OAF 19D
04. 2BC 1A9 31B O02E 282 2AE 272 2E9 3AA 1DD 013 2D3 30F 35A 159 1BB
05. 3DD 12A 248 3C7 28B 191 025 173 018 38D 1A1 185 007 156 378 312
06. 10B 143 05D 3FA 038 3DE 081 OF9 2D1 3FB 1C7 302 1DC 16A 2D8 23F
07. 030 1EB 3AF 311 36D 3BD 3C9 348 261 1AF 071 3EE 3BA 3AB 1B8 3CA
08. 290 118 21B OF6 3FF 122 1B2 360 1D6 1B6 3D4 3BB 3B3 OEA 097 308
09. 3A9 086 OAE 15A 253 058 OBB 3D5 14B 1A3 23E 053 35D 277 384 O0E2
OA. 233 2B8 2AF ODO 1B1 105 OB3 215 2A2 27F 2DB 17E 12C 3A2 18E 2AC
0B. 321 09C 294 04C 036 2F1 3D2 18D 14C 304 128 069 198 2F4 3DC 370
0oC. 138 324 23C 1FD 082 247 005 OA3 OF0 273 152 17B 1A0 1C8 O04E 132
oD. 12F OCC 075 10E 3EO 021 1AE 211 3E6 17A 276 289 0A9 123 O01F 048
OE. 201 O08F O0B1 002 179 32E 120 1AC 1E3 109 079 37C 297 096 12D 323
OF. 165 OAC 18B OAB 1FF 13D 25B 3D3 111 22B 21C 1BE 187 30E 34A 318
10. 269 343 29F 395 1AD 1D2 023 3ED 1B3 35E 2D7 044 O0OF1 3F1 310 OA7
11. 287 3C3 2A5 213 3E4 3DA OFD 140 38E 2C2 154 254 15F 02C 1FB 1ED
12. 1C6 051 062 090 214 230 190 15D OA1 186 032 O0OB9 1DA 239 3D1 383
13. 331 06D 02D 009 2FC 3AD 2AA 363 1EF 38F 39A 2DC 3BF 106 39B 31F
14. O3E ODE 1BC 067 OCF 155 2CE 240 O5E OE8 0C4 149 08C 3E5 2A1 150
15. 1D1 228 3DF OEO 3F6 193 19B 27D 2BO 35C OE3 171 180 022 OOE 358
16. 161 OEE 365 15B 0C3 2CD 3E1 06C 119 283 31E 2B9 212 226 076 382
17. 38C 1D3 15C OB2 22C 314 056 216 364 11C 1E9 020 176 389 2F2 073
18. 06F 27E 027 14E 177 26D 1BA OEC 033 194 3C6 2F9 221 OE1 3F4 OB7
19. 14F 293 144 OFB 2F0 2F3 OF4 1CC 0C6 065 028 315 3E2 2DD 274 OFA
1A. 17C 041 080 2C5 072 08D 339 2A3 1F1 1DF 2F5 28A 015 188 246 206
1B. 091 O3F 259 18F 1C3 27B 319 153 0OD2 OBD 2D0 064 000 379 2F6 2A9
1C. 142 OF5 3EF 03B 3F8 344 3BC 265 OE7 334 238 08E O0OAA 174 267 162
iD. 112 1DO 01C 292 2CO OE9 2B6 301 0C1 30D 369 1CO 1E4 1F7 O08A 2FA
1E. 3CB 34D 2BE 28F 09A 39D 232 262 333 2F8 397 2C4 O06E 27A 317 017
1F. 327 26C 325 167 O05B 36C 362 004 3F7 OF7 20B 22D 222 2D2 O0OCA 196
20. 33F 347 17D 349 146 170 367 18A 1DE OB5 099 3BE 2C1 OBC 2A0 01B
21. 11D 010 342 169 366 22EC 088 361 291 131 2FF 199 18C 3BO 00D 24F
22. 031 063 3B6 281 0A5 070 1CB 07B 270 2CC 398 32B 1C1 396 278 39E
23. 160 OFF 1A2 0OD4 024 24B 178 1BD 326 2EF 28D 299 21F 24A 103 042
24. 141 256 229 218 OEB 260 145 050 035 OE5 300 3AE 1E2 34E 223 20A
25. 164 O02F 0C5 210 1A6 258 3F5 32D 1B4 2EA 1C4 3DO 381 371 392 101
26. 3C8 3F3 1F2 10F OD1 1BF 2D6 320 390 25E 249 341 33B 203 3B5 23A
27. 09E 095 2C8 3A6 OF2 263 108 3B9 3E8 3C4 2BB 2B7 36E 13E 2C9 376
28. 014 OOF ODA 133 163 05C 0A4 1E5 019 37D 043 1FC 184 07A 3FE 03D
29. OFE 25F 26E 3B7 21A 2E8 3B1 1B7 012 2CA 0C2 113 001 271 1D8 275
2A. 16F 1C9 OAD 236 2AB 3CF 3EC 24E 3F0 1D4 3CC 2BF 2C3 338 1B5 25C
2B. 181 052 243 1F3 11F 2EE 332 32C 1CD 3A8 2B4 34F 0D3 305 006 124
2C. 13F 13C 19E 3A0 2DE 2E2 3CE 345 3CD OEF 205 31A 23D 34C 059 19F
2D. 1E0 307 3F9 217 337 ODB 14D 353 127 OCE 385 114 107 3D7 057 288
2E. 04F 2B2 2CB 039 234 2B5 2E1 32A 2FB 115 116 37B 3A5 092 373 17F
2F. 21E 06B 087 2FD 2ED 2BA 1EA 125 208 16E 2FE 2E0O 0B4 3C2 3C1 21D
30. 11A 01D 3EA 047 157 25D 1D9 37F 16D 20E 098 2B1 340 22E 241 078
31. 1F5 OED 192 298 3A7 30C 1CF ObBF 351 OE4 335 046 151 24C 1EE 235
32. 12E 2A6 1A5 061 3A1 29C 011 066 093 03A 38A 1F8 1F0 3B2 134 356
33. 225 20C 3D9 2E4 O0A8 OBE 1FE OFC 0OC7 377 2F7 07C 074 045 1E8 O05A
34. 36B 36F 37E 375 04D 1FA 257 13B 089 220 399 00B 158 2D5 068 2830
35. 357 ODD OBF 1BO 2A7 23B 1CA 3FC OOA 330 2A4 200 3EB 008 126 O0A6
36. 09B 37A 284 2D4 OF3 28E 237 31D ODF 368 386 060 374 31C 29A 26A
37. 100 394 1F9 04B 391 39F 30B 00C 077 22EB 01A 231 29B 049 202 224
38. 0C9 2DA 2A8 286 O06A 189 130 279 1EC 29D 104 387 32F 316 207 137
39. ODC 02B 1D7 034 354 39C 0OB6 329 3E3 3A4 O0D9 245 2B3 0D6 33E 252
3A. OCB 1DB 172 296 14A O04A 244 250 1F6 2AD 2C6 346 09D 388 328 3A3
3B. 2C7 3E7 29E 3CO OD5 22A 1F4 168 3FD 242 102 3C5 OF8 251 264 2DF
3C. 27C 029 003 38B 10C 380 10D 295 303 197 33C 219 13A 306 166 2D9
3D. 175 19A O0D8 3D8 O0A2 26F 3B8 1C2 148 30A O0B8 24D 1A7 121 15E 372
3E. 25A 266 22F 135 OBO 055 O1E 3AC 083 285 34B 1D5 3E9 393 2E7 037
3F. 20F 0OD7 1A8 1AB 16B 36A 352 204 2BD 08B 147 1AA 35F 03C 309 33D

172

Figure 14: Specification of the secret S-box Sy.
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00.
01.
02.
03.
04.
05.
06.
07.
08.
09.
OA.
0B.
ocC.
0D.
OE.
OF.
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
1A.
1B.
1C.
iD.
1E.
1F.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
2A.
2B.
2C.
2D.
2E.
2F.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
3A.
3B.
3C.
3D.
3E.
3F.

.1

L2

..3

.4

..5

..6

T

..8

.9

OBA
33A
11B
313
2BC
11C
0C9
030
22B
3A9
233
321
138
12F
201
165
269
287
1C6
331
O3E
iD1
161
38C
O6F
14F
0D3
091
142
112
3CB
327
33F
11D
2B7
160
141
164
3C8
09E
014
OFE
16F
181
13F
1E0
04F
21E
11A
1F5
12E
225
36B
357
09B
100
132
oDC
0CB
2C7
27C
175
0B4
20F

026
26B
O7F
0CD
1A9
12A
143
1EB
118
086
2B8
09C
324
occ
08F
0AC
343
3C3
051
06D
ODE
228
OEE
1D3
27E
293
041
03F
OF5
1D0
34D
26C
3B2
010
063
OFF
256
02F
3F3
095
O00F
25F
1C9
052
13C
3D8
2B2
2AB
0A4
OED
2A6
20C
36F
0oDD
37A
394
2DA
02B
1DB
3E7
029
19A
266
oD7

0AO
209
139
11E
31B
248
05D
3AF
279
OAE
2AF
294
23C
075
29A
18B
29F
2A5
062
02D
1BC
3DF
365
15C
027
144
080
259
3EF
01C
2BE
325
17D
342
3EB
1A2
229
0C5
1F2
2C8
ODA
26E
0AD
243
19E
3F9
2CB
37F
3EA
31E
1A5
3D9
37E
OBF
284
1F9
2A8
1D7
172
29E
003
0D8
22F
1A8

1E1
217
07D
1E6
02E
3C7
3FA
311
OF6
15A
0DO
04C
1FD
10E
002
0AB
395
213
090
009
067
OEO
15B
0B2
14E
OFB
2C5
18F
03B
292
28F
167
302
169
281
0D4
218
210
10F
3A6
133
3B7
236
1F3
3A0
103
039
2FD
047
298
061
2E4
375
1BO
2D4
04B
286
21A
296
3C0
38B
28A
2FE
1AB

183
1CE
2CF
117
282
28B
038
36D
3FF
253
1B1
036
082
290
179
1FF
1AD
3E4
214
2FC
OCF
3F6
0C3
22C
177
2F0
072
1C3
3F8
2C0
09A
05B
146
366
0AS5
024
OEB
1A6
oD1
OF2
163
135
299
11F
17C
337
234
2ED
157
3A7
3A1
0A8
04D
2A7
OF3
391
06A
354
192
0D5
10C
0A2
0BO
16B

3DB
2E3
02A
355
2AE
191
3DE
3BD
122
058
105
2F1
247
021
32E
230
1D2
3DA
14B
3AD
1565
193
2CD
314
26D
3ED
08D
27B
344
OE9
39D
36C
170
2EC
070
24B
260
258
1BF
263
05C
2E8
3CF
2EE
2E2
ODB
2B5
2BA
25D
30C
29C
OBE
1FA
23B
28E
39F
189
39C
04A
22A
380
26F
055
36A

1A4
0CO
268
182
272
025
081
3C9
1B2
0OBB
0B3
3D2
005
1AE
120
25B
023
OFD
190
2AA
2CE
19B
3E1
056
1BA
OF4
339
319
3BC
2B6
232
362
367
088
1CB
178
145
3F5
2D6
108
0AA
3B1
3EC
332
3CE
14D
2E1
1EA
1D9
1CF
011
1FE
257
255
237
30B
130
0B6
244
1F4
10D
3B8
01E
352

083
136
227
OE6
2E9
173
OF9
348
360
3D5
215
18D
0A3
211
1AC
3D3
2DE
140
15D
363
240
27D
06C
216
OEC
1ccC
2A3
153
265
301
262
004
18A
361
07B
1BD
050
32D
320
307
1E5
1B7
24E
32C
345
353
32A
125
10A
O5F
066
OFC
13B
3FC
31D
00C
13D
329
250
168
295
1C2
3AC
204

110
129
246
094
3AA
018
2D1
261
1D6
01D
2A2
188
0FO0
3E6
1E3
111
1B3
38E
0A1
1EF
O5E
2BO
119
364
25A
0Ceé
1F1
0D2
O0E7
0C1
333
3F7
1DE
291
270
326
035
1B4
390
3E8
019
012
3F0
034
3CD
127
2FB
208
16D
351
093
0C7
089
00A
ODF
077
1EC
285
1F6
3FD
303
148
14A
2BD

350
0cs
1C5
1B9
1DD
38D
3FB
1AF
1B6
1A3
27F
349
273
17A
109
O7E
35E
2C2
186
38F
OE8
35C
283
3DD
194
065
1DF
0BD
334
30D
2F8
OF7
0B5
131
2CC
2EF
OES
2EA
25E
3C4
37D
2CA
1D4
3A8
OEF
OCE
115
16E
20E
OE4
03A
377
220
330
368
2EB
29D
3A4
2AD
242
197
30A
2EO
08B

085
3D6

19C
013
1A1
1C7
071
3D4
23E
2DB
128
152
276
079
21C
2D7
154
032
39A
0Cc4
OE3
OF1
1E9
3C6

2F5
2D0
238
369
397
20B
099
2FF
398
28D
300
1C4
249
2BB
043
0C2
3CC
2B4
205
385
116
33C
098
335
38A
2F7
399
2A4
386
3E3

0D9
2C6
102
1CD
0B8
34B
147

2E5
054
3B6
28C
2D3
185
3E0
3EE
3BB
053
17E
069
17B
289
37C
1BE
044
254
0B9
2DC
149
171
3B9
020
2F9
315
267
064
08E
1CO
2C4
22D
3BE
199
32B
392
3AE
3D0
341
14C
1FC
113
2BF
34F
31A
114
37B
0A9
2B1
046
1F8
07C
00B
200
060
231
387
245
346
3C5
219
24D
1D5
1AA

3B4
040
16C
2B9
30F
007
iDC
3BA
3B3
35D
12C
198
1A0
3B5
297
187
206
15F
1DA
3BF
08C
180
212
176
221
3E2
015
000
347
1E4
06E
222
2C1
1CA
1C1
21F
1E2
381
33B
36E
184
001
2C3
031
23D
107
3A5
2F3
340
151
1FO0
074
158
016
374
29B
32F
2B3
09D
OF8
13A
1A7
3E9
35F

195
3F2
20D
336
35A
156
16A
3AB
OEA
277
3A2
2F4
1C8
123
096
30E
3F1
02C
239
106
3E5
022
226
389
OE1
2DD
0B1
379
174
1F7
27A
2D2
0BC
3B0O
396
24A
34E
371
203
13E
07A
271
338
305
06B
3D7
092
3C2
22E
24C
084
045
2D5
008
31C
049
316
0D6
388
251
306
121
393
03C

359
O09F
1E7
OAF
159
378
2D8
1B8
097
384
18E
3DC
04E
01F
12D
34A
310
1FB
3D1
39B
2A1
00E
076
2F2
3F4
274
275
2F6
18C
08A
317
0CA
2A0
00D
278
10B
223
2D9
087
2C9
3FE
1D8
1B5
006
059
057
373
3C1
241
1EE
134
1E8
068
126
033
202
207
33E
328
264
166
15E
2E7
309

2E6
322
35B
19D
1BB
312
23F
3CA
308
0E2
2AC
370
34C
048
323
318
0A7
1ED
383
31F
150
358
382
073
0B7
OFA
21B
2A9
162
2FA
017
196
01B
24F
39E
042
20A
101
23A
376
03D
01A
25C
124
19F
288
17F
21D
078
235
356
05A
280
0A6
26A
224
137
2562
3A3
2DF
304
372
037
33D

Figure 15: Specification of the

modified S-box 5.
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CHAPTER 5 — BACKDOORED ENCRYPTION ALGORITHM 1

..0 1 ..2 .3 ..4 .5 .6 ..7 ..8 ..9 ..A ..B ..C ..D ..E ..F
00. 021 09B 37A 3AB ODF 016 1FE 004 07C 3BE 141 397 300 185 00C 1A7
01. 2FA 3AA 235 0OB9 003 3CF 14A 18F 356 363 055 2E4 168 OCF 373 379
02. 2CA 33B 16B 393 283 2E0 2B9 3E9 12F 247 3AD O07B 288 146 30F 3C8
03. 15C O1F 22C OF8 10F 35D 367 343 1EC 047 008 062 2CF 019 36B 148
04. OB4 2E3 2BE 234 0D2 1F8 184 2FF 2EB 2BB 3A1 34F 312 10B 2EA 04D
05. 1B1 2FE 084 3CC 216 337 0D4 08D 21F 035 1F5 32A 1AA 182 24B 1BF
06. 245 257 O1E 34E 375 197 292 1DD 14D 190 27E 18D 137 3A3 228 392
07. 010 34C 389 114 3B9 28B 325 210 1E7 30B 388 335 094 088 038 1C2
08. 305 38E 112 OAA 01B 260 3C1 104 30E 3D4 OEF 079 347 382 22E 09D
09. 1E6 087 278 20D 25B 060 215 2C6 3EO0O OA1 3F9 179 252 1B5 105 368
OA. 029 1E9 2C4 2C5 037 233 204 133 3BD 20B 37D 1AE 115 116 1B2 2F3
0B. 266 333 O08F 050 1B9 328 26F 1EA 1A9 OE6 291 2ED OBE 162 1EE 362
0oC. 15B 351 20F 17D 08B 2D5 259 271 14F 2F5 011 3E7 14B 391 248 O0B2
oD. 119 3CD 160 23E 06A O0ODO 3C3 01C 171 3D3 349 061 16F OFB 1DF 342
OE. 082 074 218 2E9 3B3 225 2F9 230 020 223 151 0C5 2A9 OFE 096 045
OF. OF2 ODA O03A 015 049 370 14C 255 369 193 344 20E 164 3A6 03D 387
10. 24C 030 315 3CA 2EE 0C6 02C 203 107 OF1 3FE 244 26C 264 1C6 1C9
11. 0B1 090 36F 28F 1A3 19D OBE 317 19B 25C 117 OED 395 OBF 37E 3E4
12. 35C 3FB 103 2E6 36E 11E 213 279 316 38C 277 286 081 068 3D1 1F7
13. 3C5 095 2FC O09F 2B5 332 05C 38A 3B8 O09E 2DD 358 19F 111 2A7 2BO
14. 091 329 106 10E 012 273 2EC 033 080 174 2DB 1C7 102 2D3 123 1BO
15. O3F 2D4 364 131 OA6 275 O0A 386 052 3DC 339 11A 211 O02A 27F O0DD
16. 318 27B 17B 2D7 1E4 285 144 269 3F4 1EF 093 3BB 307 O8E 3BO OEB
17. 209 2CB OBB 3A5 129 O0OAC 027 028 3E6 OE5 221 125 159 2B7 OF9 37C
18. 054 32D 3F6 031 053 29F 23C 2A1 O0OD9 237 11D 232 1B3 1C1 380 2C1
19. 0C7 360 0D6 265 34A 17F 296 3E1 20C OA2 1F6 207 OCB 040 1D5 026
1A. 200 121 134 2AB 2FB 272 0OD7 O7E 001 262 27A 1FF 299 3EB 1FA 0A8
1B. 2563 006 128 195 14E 289 OF6 3A8 3D2 261 178 3E5 2C0 OB7 303 181
1C. 097 22A 32E 166 306 OFC 139 138 OF7 1AC 1FD 29B OAF 041 2CC O0CA
iD. 23B 1F2 25D OEC 314 20A 03C 338 3C6 0CO 158 28C 3E8 21E O06E 263
1E. 0C4 085 1BD 051 3E2 153 013 OF3 2B6 1A8 17C 2DC 2C7 3B7 33C 29E
1F. OB5 27C 3F2 398 194 099 0A9 320 35A 366 2C2 05D 1F9 226 098 O04E
20. 05A 3AC 33E OE8 O0A7 186 100 17E 126 32B 110 O5F 1A5 390 3CE 1FC
21. 11F 3D6 3D5 13C 2BD 251 355 065 336 3DF 152 07A 086 1B6 308 188
22. ODC 124 1B5F 075 2E7 39E 046 302 32C 2CE 1DA 3AF 267 066 394 12B
23. 06D 371 2AF 12A 378 319 24D 1D7 37F 3A2 21D 157 31A 3FF 238 2DA
24. 071 31B 256 3F3 33D 280 30C 08C 21C 058 1CD 2D6 165 3A0 077 354
25. 022 32F 359 2BC 374 1EB 30A 192 1CF 1BA 06B OAO 177 183 28E 2A8
26. 29C 130 323 122 331 201 3B1 OBC 25A 0OD8 34B 11B 24F 2E8 1F1 3F5
27. 31C 254 346 376 11C 000 243 0C8 381 OE9 22D O1A 161 3DO O7F 1EO
28. 295 175 O04F 3C4 1AF 2A2 191 2F7 34D 36C 2E2 3D7 02E 3CB OF5 2F6
29. 0C1 30D 025 1F3 01D 1D3 06C 13B 109 2DF 38B 31F 18C OE1 231 10D
2A. 36D 3DB 377 1DB 16D 09C 024 242 072 39B 31D 2C9 149 206 089 O0A3
2B. OEA 057 250 2CD 38F 2A0 OB3 169 12D 309 2D8 2AD 3F0O 3F1 1C8 043
2C. 268 2A3 1D6 28A 1CA 324 2AA O2F 1DE 3C7 O0OD3 274 147 219 02D 2B2
2D. 1D8 13F 383 3DA 3ED 26A OAE 1DC 301 2A4 350 2F2 OAB 2A6 3D8 014
2E. 2D2 352 108 OE3 270 229 1A1 29D 1BE O06F 002 059 0A4 198 23A 044
2F. 064 258 348 39C 176 2B4 007 3C2 33F 217 287 073 3B2 15E 03B 167
30. 2B8 2D0 340 OF4 OBD 2F0 353 39A 18A 29A 399 246 1CB 02B 1A2 2E1
31. 3FC 212 1B7 032 281 357 120 048 322 3A9 3B6 33A 196 1BB 1FB 19A
32. 1E2 OAD 101 OFO 22F 227 O0B6 345 0C2 220 07D 298 3EF 0B8 2F1 ODE
33. 304 OE4 202 0OD1 21B 005 12C OEE 13A 3BF 092 00D O05B 009 37B 365
34. ODB 2AC 27D 39D 3A7 214 0CC 1AD 2E5 2DE 1D9 1E5 1CO 3DE 140 24A
35. 2B3 26B 1F0 3CO 3A4 04A 039 2C3 OBA 078 1D4 1E3 16A 145 170 2C8
36. 00B 35B 1AB 127 2BF 16E 2BE 241 1E1 063 334 2B1 136 3EE 384 1C5
37. 23D 2D1 042 372 3BA 1ED OFA 327 0C9 018 1C3 396 3F8 26E 1BC 187
38. 034 3FD 310 118 1D1 076 22B 143 208 38D 39F O0D5 3B4 199 3C9 3B5
39. OE2 13D 10A 284 156 150 173 155 3DD 15D OCD 163 1A0 0C3 10C 341
3A. 180 1A6 321 OOE 276 O3E 25F 3EC 189 3E3 1DO 1CC 26D 205 17A 3FA
3B. 35E 036 35F 2F8 067 2BA 2A5 16C 3D9 2FD 297 18E 113 OFD 313 OE7
3C. 15A 1B8 08A 239 04B 326 083 385 2F4 19C 12E 017 3BC 224 135 290
3D. 09A 311 240 13E OA5 24E 069 18B OFF 236 36A 1A4 04C 3AE 1E8 31E
3E. 132 23F 222 070 2AE 3EA 249 023 293 O0OBO 330 21A 28D 1CE 154 172
3F. 1F4 056 OOF 2EF 361 1D2 OEO 1C4 19E 282 1B4 3F7 294 142 2D9 OCE

Figure 16: Specification of the secret S-box S;.
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5.5 — CONCLUSION

00.
01.
02.
03.
04.
05.
06.
07.
08.
09.
OA.
0B.
ocC.
0D.
OE.
OF.
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
1A.
1B.
1C.
iD.
1E.
1F.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
2A.
2B.
2C.
2D.
2E.
2F.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
3A.
3B.
3C.
3D.
3E.
3F.

.1

L2

..3

.4

..5

..6

T

..8

..D

021
2FA
2CA
15C
0B4
1B1
245
010
305
1E6
029
266
15B
119
082
OF2
24C
123
04C
3C5
091
03F
318
209
054
1DA
200
253
097
23B
0c4
0B5
05A
11F
0oDC
06D
071
022
29C
31C
295
oc1
36D
OEA
268
occ
2D2
0CB
2B8
3F0
1E2
304
ODB
2B3
00B
23D
034
OE2
180
35E
15A
09A
132
1F4

09B
3AA
326
01F
2E3
2FE
257
34C
38E
087
1E9
333
351
3CD
068
ODA
030
090
3FB
095
329
2D4
27B
2CB
32D
360
121
006
22A
1F2
085
27C
3AC
019
124
371
31B
32F
130
254
175
30D
3DB
057
2A3
13F
352
258
2D0
212
0AD
OE4
2AC
26B
35B
2D1
3FD
195
1A6
036
1B8
311
23F
056

37A
235
16B
22C
25E
084
01E
389
112
278
2C4
08F
20F
160
218
03A
315
36F
103
2FC
106
364
17B
0BB
3F6
30C
134
128
32E
25D
1BD
3F2
33E
3D5
15F
2AF
256
359
323
346
04F
025
377
250
1D6
383
108
348
340
1B7
101
202
27D
1FO0
1AB
042
310
10A
321
35F
08A
240
222
OOF

3AB
0B9
393
OF8
234
229
34E
114
0AA
20D
2C5
050
17D
23E
2E9
015
3CA
28F
2E6
09F
10E
131
2D7
3A5
031
265
2AB
36E
166
OEC
051
398
OE8
13C
075
12A
3F3
2BC
122
376
3C4
1F3
1DB
2CD
28A
3DA
OE3
39C
OF4
032
033
0D1
39D
3C0
127
372
118
284
O0E
2F8
239
13E
070
2EF

ODF
003
283
10F
0D2
216
375
3B9
01B
25B
037
1B9
08B
06A
3B3
049
0A1
1A3
3C8
2B5
012
0A6
1E4
129
053
34A
2FB
14E
306
314
3E2
194
0A7
2BD
2E7
378
33D
374
331
11C
1AF
01D
16D
38F
3EC
3ED
270
176
0BD
281
22F
21B
3A7
3A4
2BF
3BA
1D1
156
276
067
04B
0AS5
2AE
361

016
3CF
2E0
35D
1F8
337
197
28B
260
060
233
328
2D5
0DO
225
370
0Cé
19D
11E
332
273
275
285
1CA
29F
17F
272
289
OFC
20A
153
099
186
251
39E
319
280
1EB
201
000
2A2
1D3
09C
2A0
18D
26A
3E3
2B4
2F0
357
227
005
214
04A
16E
1ED
076
150
03E
2BA
384
24E
3EA
1D2

1FE
14A
2B9
367
184
0D4
292
325
3C1
215
204
26F
259
3C3
2F9
14C
02C
OBE
3D1
05C
2EC
00A
0AC
027
23C
296
0D7
OF6
139
03C
013
0A9
1D8
355
046
24D
144
30A
3B1
243
191
06C
024
0B3
2AA
OAE
02E
007
353
3AD
0B6
12C
338
0A8
2BE
OFA
22B
11D
25F
2A5
083
069
249
OEO

004
18F
3E9
343
2FF
08D
1DD
210
104
2C6
133
1EA
271
01C
230
255
203
317
279
31F
341
386
269
028
2A1
3E1
07E
3A8
138
120
OF3
320
17E
065
302
1D7
08C
192
OBC
0C8
2F7
13B
242
169
02F
1DC
29D
3C2
100
048
345
OEE
1AD
2C3
241
327
143
155
0D6
16C
385
3CB
023
1C4

07C
356
12F
1EC
2EB
21F
14D
1E7
30E
3EO
3BD
1A9
14F
171
020
369
107
19B
316
324
080
052
3F4
3E6
0D9
20C
001
3D2
3BF
3C6
2B6
35A
126
1F5
32C
37F
21C
1CF
25A
381
34D
109
072
12D
1DE
301
1BE
33F
18A
322
0C2
13A
335
0BA
1E1
0C9
38D
3DD
189
3D9
2F4
OFF
293
19E

3BE
363
247
047
2BB
035
190
30B
3D4

20B
OE6
2F5
3D3
223
193
115
25C
38C
09E
174
3DC
1EF

237
0A2
262
261
1AC
0Co
1A8
366
32B
3DF
2CE
3A2
058
1BA
0D8
0E9
36C
2DF
39B
309
3C7
2A4
06F
217
29A
3A9
220

2DE
078
063

2FD
19C
236
0BO
282

287

3B6
07D

1D9
1D4
334
1C3
OE5
0CD
1DO
297
12E
36A
330
1B4

397
2E4
07B
062
34F
32A
13D
1A1
079
179
1AE
2ED
3E7
061
0C5
20E
244
OED
286
3FC
1C7
11A
3BB
125
232
207
1FF
3Eb
29B
28C
2DC
05D
O5F
07A
3AF
157
2D6
0AO
11B
01A
3D7
2E5
2C9
2AD
274
2F2
059
073
246
33A
298
00D
1E5
1E3
2B1
396
0oD5
163
1CC
18E
017
1A4
21A
3F7

300
168
288
2CF
312
1AA
137
094
347
252
03D
O5E
14B
16F
2A9
0B1
26C
395
081
19F
102
211
307
159
1B3
OF1
299
2C0
OAF
3E8
2C7
1F9
1A5
086
208
31A
165
177
24F
161

18C
149
358
147
0AB
0A4
238
1CB
196
3EF
05B
1CO
16A
136
3F8
3B4
1A0
26D
113
3BC
344
28D
294

185
OCF
146
3D6
10B
182
3A3
088
382
1B5
116
162
391
OFB
OFE
3A6
264
OBF
074
111
2D3
02A
08E
2B7
1C1
040
3EB
0B7
041
21E
3B7
226
390
1B6
066
3FF
3A0
183
2E8
3D0
18B
OE1
0FO0
3F1
219
2A6
198
15E
02B
1BB
0B8
009
3DE
145
3EE
26E
199
0C3
205
OFD
224
3AE
1CE
142

00C
373
30F
36B
2EA
24B
228
038
22E
105
1B2
1EE
248
1DF
096
039
1C6
37E
213
2A7
2EE
27F
3B0
OF9
380
1D5
1FA
303
2CC
O6E
33C
098
3CE
308
394
3B2
077
28E
1F1
O7F
OF5
231
089
1C8
02D
39A
23A
03B
1A2
1FB
2F1
37B
140
170
3B8
1BC
3C9
10C
17A
313
135
1E8
154
2D9

1A7
379
267
148
04D
1BF
392
1C2
09D
368
2F3
362
0B2
342
045
387
1C9
3E4
1F7
2B0O
1BO
0DD
OEB
37C
2C1
026
39F
181
0CA
263
29E
04E
1FC
188
12B
2DA
354
2A8
3F5
1EO
2F6
10D
0A3
043
2B2
014
044
167
2E1
19A
ODE
365
24A
2C8
1C5
187
3B5
35C
3FA
OE7
290
31E
172
OCE

Figure 17: Specification of the

modified S-box S;.
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CHAPTER 5 — BACKDOORED ENCRYPTION ALGORITHM 1

..0 1 ..2 .3 ..4 .5 .6 ..7 ..8 ..9 ..A ..B ..C ..D ..E ..F
00. 12E 38B 18E 131 039 10D 2DE 246 286 2BE 315 384 21D 1A5 06D OCA
01. 2A2 2CE 264 085 374 3BB 3B9 1B7 ODE 3BC 207 002 392 1B5 OBA 318
02. 39C 2EE 13C 125 227 063 27E 126 OAA 082 305 15C 206 OAO 009 3C6
03. 100 3F3 2AD 199 102 108 1DB 30E 310 245 O0A8 116 022 3C1 028 332
04. 1E1 2E7 ODA 255 O0OCB 07C 2A0 240 150 165 258 2C8 0C4 334 36B 2D1
05. 1E0 138 39A OFF 1A7 10C 353 19B 171 038 3BD 000 3A2 1B8 282 2EB
06. 1D4 3D4 20F 23C OD7 154 012 ODF 10F 237 O04E 155 2E2 189 O01E 121
07. 1B4 381 273 123 052 12C 158 033 2D2 3D3 23B 3B8 2F7 160 341 124
08. 337 1E6 3BE 327 O0OBD 096 2E4 107 1C2 263 2A4 2CF 244 196 36A 16D
09. 0A1 2C3 004 049 303 3A3 09E 361 065 1BO 05D 319 21B 249 2B2 399
OA. 198 26A 080 1B1 340 28A 33C 316 OFC 37F 1A8 134 17F 3DF 34F 3E5
0B. 2D9 32A 34A 1D1 09D 3FB OBE 3A8 383 036 3B6 222 22E 2B6 3A6 OFA
0oC. 1C1 OB2 113 3E8 129 34C 153 333 O7E O1F 01D 213 299 OF8 130 1B9
oD. 182 0A2 1A1 1CD 119 210 24C 020 097 3F0 280 112 04C 14D 1EB 307
OE. 386 OAE 322 2FE 217 3D7 1AF 345 05B 3F5 110 1C8 03C 1C5 35A 0CO
OF. 3F1 238 338 1CB OF4 2B4 OOF 3A1 242 03D 1DA 1B3 003 114 3FA 313
10. 35F 0C5 261 2C1 15D 28F 390 1C9 1DD 3C7 14F 11D 066 04D 03B OE9
11. 2BA 2FD 347 191 044 O0B8 194 148 256 360 326 257 1AE 396 09B 2CD
12. 1E7 3CD 1FF 269 040 3E7 O08A 216 0C9 33B 3D9 1BC 2B1 325 11B 16F
13. 053 22A 186 180 27D 11F 2A9 13E 3E1 0D4 24E 1D2 2FC 3C9 1FB 31A
14. 3DE 1D7 025 372 339 2C7 2ED 25F 3E6 098 2EF 247 OE8 2D3 105 O09F
15. 2CC 36D 31F 24B 1D8 241 068 211 2AF 3EA 355 35C 026 2BD 0BS5S OEF
16. 35B 233 05A 1BE 291 368 137 035 298 140 26B 1E4 379 O7F 3EB 164
17. 20B 12D 375 1BF 12F 1AA 18B 268 3F4 364 OF7 057 OB9 3C5 060 19D
18. 22B 17C 11C OB1 23A 3B4 O5F 2F5 219 224 3CC 042 O6F 39D 218 023
19. 215 177 190 395 274 359 OE2 2E9 397 OF1 010 099 17D O8E 314 317
1A. ODC O3F 1AC 1A6 132 152 195 3AD 3E9 3C2 019 OF0 OCD 074 178 174
1B. 184 3E0 084 2FB 1A9 OB7 250 27B 06C 13B OFB 296 297 30F 350 14E
1C. 007 10E 19C 055 351 034 175 103 272 02D 2CO 21C 047 20D OE3 29B
iD. 13F 1DF 162 376 OBF 1CA 3EC 2B9 3FE 388 133 29D 33A 304 1FE 059
1E. 13D 19A 294 02B 127 1E8 275 07B 14C 018 031 15B O0A3 OEC 27C 087
1F. 38D 3BO 284 1FA 1F5 OOA 3E2 O02E 228 285 34B 311 075 2F1 1C4 094
20. 3FF 202 27F 2F9 30D 135 33F 301 3D8 2C6 3D2 309 OEA 073 1F1 289
21. 3B5 093 111 OB4 20E 1BA 1F7 24A 394 157 366 336 39B 017 25C 3C4
22. 1EC 2BC 144 1E9 193 16A 33D 344 295 079 2B7 2D4 38A 17A 292 O0AC
23. OF2 35E 1EF OBB 1BB 071 2DA 3F7 3D1 037 2AB 330 OBO 2DB 07A 22D
24. 00C 149 OAF 290 2E0 122 283 32E 3AE 3C3 1D9 2E5 37B OBC 265 32D
25. 089 2CB 115 081 18A OE5 05C 1A3 287 O0ODO 276 32C 0C3 30B 226 1CO
26. 2F3 O0A5 062 2AA 185 091 208 156 230 320 385 28E 21E 3F9 11E O5E
27. 159 281 0C8 37C ODD 188 O04F 26E 33E 2F8 3A0 3B3 3C8 0A9 1A2 3AA
28. 302 36E 38F 19E 212 142 24D O0B3 141 3EF 1CE 262 145 362 346 176
29. 1E3 14B 3A9 3DD 1C6 3F8 070 OD3 1EA 3BA 248 146 201 243 1F6 205
2A. OA7 20A 2F6 OOE 267 26D 2A7 31D 2D0 OD1 38E 006 30A 3E3 2C5 28B
2B. 2D5 3A7 1D5 3A4 101 2D7 34E 2B5 072 26C 090 1F8 1F9 3AF 1F0 0C2
2C. 2C2 21A 06A OAB 1FC 109 16B 15E 161 38C 1CC 271 279 369 342 1D6
2D. 01A 016 352 173 34D 354 181 235 254 23F 16C 030 O03E 1C3 2EA OCF
2E. 18C 078 18D O01B 117 393 3F2 39E 37D 1BD 24F 10A 29A 0A4 08D 187
2F. 015 046 0C1 251 O0OOD 348 014 21F 001 008 2CA 321 1B2 1B6 043 147
30. 223 0B6 054 1AB OFD 373 31E 323 20C 151 10B 288 045 041 349 2E3
31. 32F OED 277 179 278 3F6 23E 252 077 04A 120 200 308 300 312 04B
32. 1ED 048 30C 183 O0OD2 39F 3B7 OAD 3FD 204 050 1C7 197 2F2 221 209
33. 1F3 343 051 1F2 169 266 25A 26F OF3 2BO 095 17B 31B OF6 OE6 2DC
34. 225 36C 1EE 253 058 OE1 021 31C 3D6 1AD 167 2AC 06B 23D 398 032
35. 35D 2FA 00B 391 239 OF5 335 02C 083 143 02A 29E 36F 214 104 14A
36. OE4 1E5 19F 2E1 1FD 356 28D 07D 11A OEE OEB 370 358 1DC 163 056
37. 367 03A 2D6 363 229 3DA 08B 382 270 2E8 2FF 168 027 2AE 170 28C
38. 2A3 08C 1CF 076 389 32B 2EC 2A5 2C9 2A6 29C 3ED 09C O0CC 2A8 203
39. OFE 293 29F 2F4 OE7 232 OCE 3AB 13A 011 3DB 220 OD8 1F4 22F 236
3A. 17E 1A4 27A 128 329 324 067 365 024 2B8 3E4 0D6 3AC 3A5 172 306
3B. 16E ODB 3CO 25B 088 2D8 3BF 380 259 2A1 1E2 377 O02F 029 2F0 2BF
3C. 2C4 136 2BB 3B1 1DE 3D5 01C 25E 2B3 069 O0A6 106 OD5 3DC 118 2E6
3D. 2DD 1D3 18F 371 064 260 O0C7 OEO 0Cé 1DO 3EE OD9 37A 387 3CB 234
3E. 3D0 15F 3B2 O0O8F 15A 013 331 328 O06E 25D OF9 092 166 378 3CE 139
3F. 005 09A 12B 061 231 1A0 3CF 3CA 2DF 192 086 357 22C 12A 3FC 37E

Figure 18: Specification of the secret S-box S,.
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5.5 — CONCLUSION
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Figure 19: Specification of the

modified S-box S,.
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CHAPTER 5 — BACKDOORED ENCRYPTION ALGORITHM 1

..0 1 ..2 .3 ..4 .5 .6 ..7 ..8 ..9 ..A ..B ..C ..D ..E ..F
00. 1AD 084 1B5 30A 25A 151 174 3F9 113 3B4 35B 291 332 170 021 31E
01. OOE 2FC 023 OBO 376 259 2BC 378 031 050 359 1FF 26C OD5 214 O0BD
02. 1AB OAB 3AC 036 OE2 2F6 07A OEA 2CB OFE 24E 280 057 073 219 3EA
03. 2E2 27C 032 162 285 13C OB6 1ED O0OB3 2F5 2C6 34B 335 093 298 37A
04. 273 17E 30F 2E7 14B 3BC 1CE 039 315 O01A 144 1C4 20A 3A9 362 10D
05. 235 1D9 2F9 O0A4 052 OE3 17F 061 02C 140 OE1 156 10E 250 288 1BE
06. 07C 2B8 05D 242 192 0A8 3BO ODB 129 2AF 063 3AF 3D1 0C8 0A6 029
07. 2B9 3B8 092 078 2A2 O06E 2CF 3CF OEF OE7 019 1F1 O7E 1BB 2C7 251
08. 36A 2CA 076 216 2E5 OE6 1DD 2FE 390 277 1D2 394 2C5 022 O05A 396
09. OF4 265 OFD 150 027 111 2EC 29C 3DF 11F 2A1 158 388 1D3 3C8 386
OA. 38B 279 064 1A4 028 34F 1D5 352 2C8 257 3C4 355 O0B7 322 2C1 317
0B. 1DF 1A9 137 3DC 015 096 2AA 2A4 3F6 1A3 3DA 086 2E8 343 36F 11A
0oC. OA5 38D 328 348 292 308 3F4 059 31C 1AC 1E4 3BF 1C2 36D 1D8 OED
oD. 191 3D3 3D4 046 OE8 373 034 23C 102 3C5 11E 393 00B 2D7 2DA OOF
OE. 209 230 19D 184 1B8 339 360 240 011 305 17A 324 344 045 3F0 OF3
OF. 1C6 0B4 08D 18E 035 0C9 345 0D3 37D 3CA 284 3EF 00D 197 36B 06B
10. 08B 10B 18A 218 3DE 32A 2CC OAE 254 3FC 066 246 24D 232 0A2 145
11. 2DB 199 37F 1E1 392 3F3 1C8 1CD 136 2D0 325 27B 068 1F5 077 22D
12. 1E2 2F4 O0B2 2E9 3CC 296 2EA 116 30D 276 02D 11B 09C 25E 157 195
13. 3A1 3F2 3D7 130 258 227 0D4 26B 1FB 1EA 379 329 179 2D5 0C4 O09F
14. 39E O09E 1FD 15B 126 2B3 15E 012 21A 372 356 154 042 017 217 19B
15. 1F8 261 3ED 14A 22F 110 037 1B7 079 201 3C9 OEE 2B6 107 3CB 302
16. 19E 21D 1E5 205 25F 3BD 196 198 337 069 32E ODF 3EE 272 O0OBC 3C2
17. 01D 37B 3CO O0A3 22E 123 2A9 ODE 2A7 2FF 3A5 05B 38F 047 1B4 350
18. 1EE OA1 29D 1FC 024 29B 3A3 115 3BE 215 09A 37E 2A0 0C2 377 O0B1
19. 149 04A OE9 365 3D6 2E3 200 35A 17B OD7 134 3D0O 36E 336 334 1F6
1A. 1DC 3B2 2B1 2AB 3F1 1FA 067 06C 020 211 233 28D ODA 34C 20C 1A8
1B. 28F 389 349 3F5 2FB 1CF 383 387 0OCB O08F 0CO 135 3A7 2BO 346 30E
iC. 163 33C 32F 1EF OFA 125 244 226 1C1 35E 1A2 252 1E9 3A0 146 3D8
iD. 148 353 OFF 37C 09D 2C0O 268 048 117 1E3 2A6 003 323 O0AD 1D7 313
1E. 072 18D 297 39A O0C7 12D 016 222 056 27A 287 095 366 293 3E0 354
1F. 369 299 190 10F 25B 183 080 1B6 361 3AA 3E1 318 2BA 15C 0OD8 1DB
20. 342 2EE 1AE O04F 1A7 2CD 2F8 O03A O1F OBA 188 090 2B7 382 16F 0C5
21. 1BO 2D2 1CC 3B9 267 153 24B 1E7 0D2 OFC 33B OF7 3BB 25C 1C7 0D9
22. 00C 271 OAA 1C5 357 1E8 O1E 3FE 081 245 314 294 164 13F 212 340
23. 141 1B9 2C3 O02E 087 OE4 13E 26A 171 249 22B 206 138 001 OAO 23F
24. 02B 2BB O06F O5E 275 20E 3B3 12A 28A 100 2AC 22A 263 O0F9 1CO 21B
25. 203 303 35C 295 088 008 3E5 ODD 307 105 121 185 OA7 3EC 11C 347
26. 094 39D 1B2 02A 3B1 204 114 312 167 131 304 290 231 3E7 2D3 3D2
27. 2C2 32C 3E6 2F1 009 10C 327 2F2 2D1 1BA 2FD 35D 253 2EF 282 3D9
28. 338 14F 1B1 28B 330 2F0 18C 175 12E 169 2D9 223 2F3 255 0C3 13D
29. 398 15F 16D 2DC 2BD OFB 3FA 2ED 147 161 01B 04B 17D 28C 058 3C1i
2A. 1A6 21F 1DA 27F 124 2BF 39C 005 054 35F 143 3CE 19A 043 12F 104
2B. OCF 286 18B 243 006 106 333 152 1BF 3FF 3B7 1EC 30B 098 O08E 1D1
2C. 089 3CD 1F0O 210 2EB 309 2F7 13B 20D 3AD O2F OEC 11D 1BD 3A8 38E
2D. 311 1E6 3FB OAF 2E1 12B 220 03D OF1 2FA 208 16C 28E 181 33A 119
2E. 033 10A OCA 2A5 010 31F 3BA 1F3 3B5 2DD 193 2AD 283 085 O00A 32B
2F. OF5 3AB 1DO 2E6 OEB 2DF 2B2 06A 065 38C 18F 364 33E 0B8 2CE 1F2
30. 289 142 266 132 3E2 24C 101 24A 39B 09B 097 1A0 229 375 320 062
31. 33D 118 3EB 03C 15A 281 1A1 207 3C7 331 319 082 127 34E 07B 239
32. 23A 300 OB5 01C 2B5 1EO 39F 180 321 133 26F 371 1B3 363 26D 23E
33. 0C6 165 OF6 19C 070 OEO 367 1DE 247 213 053 109 2D6 2B4 3DB 29E
34. 30C 1CB OE5 1F7 15D 2E0 013 236 2A3 228 O0OBB 14D 018 278 155 1C9
35. 178 OCD 370 07D 3A6 23B 049 2D4 397 OBF 1BC 21E 399 3F8 O0AC 004
36. 34A 055 04D 14C 33F 13A 301 05C 3A2 112 2DE 075 3F7 391 040 326
37. 2D8 000 ODC OD1 041 14E 20B 1A5 166 168 051 22C 31B 0CC 16E 172
38. 1CA 2C4 3C3 0AS O03F 173 27E 08A 25D 1F9 014 17C 044 16B 380 176
39. 31D 3E9 108 139 2C9 04C 187 071 29F 381 316 038 OCE 06D 34D 1AA
3A. 122 2A8 1C3 04E 368 351 202 38A 225 189 194 306 026 OF0 248 08C
3B. O5F 19F 2BE 270 060 083 186 3DD 2AE 0C1 23D 160 241 O0OF8 1EB 385
3C. 374 177 3E4 358 1FE 099 120 1D4 3A4 310 030 1AF 1F4 OBE 074 16A
3D. 274 1D6 21C 3FD 3C6 238 234 262 3D5 31A 395 27D 3E8 128 002 29A
3E. 32D 0DO 341 26E O0B9 224 237 OF2 2E4 12C 103 025 20F 260 3AE 269
3F. O7F 03B O03E 007 182 159 091 3B6 3E3 384 264 0D6 36C 256 221 24F

Figure 20: Specification of the secret S-box Ss.
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5.5 — CONCLUSION
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Figure 21: Specification of the

modified S-box Ss.
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Analyse combinatoire des chiffrements par blocs avec trappes

Résumé. Les trappes jouent un double role dans la cryptographie moderne. Méme
si elles sont essentielles en cryptographie asymétrique, leur role est tout autre
lorsque 1'on considere la cryptogaphie symétrique. Dans ce cas, une trappe
désigne une faiblesse mathématique insérée volontairement au cceur du chiffre-
ment, permettant a son concepteur de le casser efficacement. Une telle propriété
est alors fortement indésirable. Pour qu'un chiffrement & trappe puisse inspirer
confiance, il doit fournir les mémes preuves de sécurité que tout autre chiffrement.
La premiéere partie de cette these se concentre sur les analyses de sécurité par rap-
port aux deux principales cryptanalyses des chiffrements par blocs, a savoir les
attaques différentielles et linéaires.

La seconde partie est quant a elle dédiée a I’étude d’une famille de chiffrements a
trappes introduite par Paterson et Harpes. Ces chiffrements envoyent une parti-
tion des messages clairs sur une partition des messages chiffrés indépendemment
des clés utilisées. Tout d’abord, nous étudions la structure de tels chiffrements
puis obtenons des bornes sur leur sécurité. Nous expliquons ensuite comment les
primitives du chiffrement doivent étre congues pour atteindre ces bornes. Enfin,
nous présentons BEA-1, un chiffrement a trappe grandeur nature developpé a
partir de cette théorie. Bien qu’il soit résistant aux cryptanalyses différentielle
et linéaire, la connaissance de la trappe permet de retrouver la clé de 120 bits en
seulement quelques secondes sur un portable.

Mots clés : cryptographie, trappes, partitions.

Combinatorial Analysis of Block Ciphers With Trapdoors

Abstract. Trapdoors are a two-face key concept in modern cryptography. Even if
they are essential in asymmetric cryptography, their role is reversed in symmetric
cryptography. In this case, the aim is to insert hidden mathematical weaknesses
which enable one who knows them to break the cipher, making the existence of
a trapdoor a strongly undesirable property. For a backdoor cipher to be trusted,
it must provide the same security proofs than any other cipher. The first part of
this thesis focuses on a security analysis with respect to the two mains attacks
on block ciphers, namely differential and linear cryptanalysis.

The second part is devoted to the study of a family of backdoor ciphers introduced
by Paterson and Harpes. These ciphers maps a partition of the plaintexts to a
partition of the ciphertext independently of the keys used. First the structure of
such ciphers is investigated and bounds of their security are obtained. We then
explain how the basic components of a backdoor cipher can be designed to achieve
these bounds. Finally we introduce BEA-1, a real-size backdoor cipher based on
this theory. This cipher resists differential and linear cryptanalysis whereas the
knowledge of the trapdoor enables recovery of the full 120-bit cipher key in just
a few second on a laptop computer.

Keywords: Cryptography, Trapdoors, Partitions.
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