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Abstract

A conjecture by Canteaut and Dobbertin states that if n is even, then every permu-
tation of Iy is affine on some 2-dimensional affine subspace of Fy. We prove that the
conjecture is true for n = 4 and for quadratic permutations of ;. The conjecture is
actually a claim about (AGL(n,2), AGL(n, 2))-double cosets in permutation group S(F§)
of F. We give a formula for the number of (AGL(n,2), AGL(n, 2))-double cosets in S(IF§)
and classify the (AGL(4,2), AGL(4,2))-double cosets in S(IF$).
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1 Introduction

Let Fy be the finite field with ¢ elements. In a block cipher, the ciphertext of a plaintext z € Fy
is obtained by applying a composition of several round functions to z; each round function
is a permutation of Fy. Let F' : Fy — F3 be such a round function. To resist differential
cryptanalysis, the distribution of the values of the function F(x + a) + F(x) should be as
uniform as possible for every 0 # a € Fy ([6]). A function F' : F§ — F} is called almost
perfect nonlinear (APN) if for every a,b € F} with a # 0, the equation

Flz+a)+ F(x)=0

has either 0 or 2 solutions z ([1]). Therefore ideal candidates for round functions are permu-
tations of Fj winch are APN. When n is odd, such permutations exist. For an easy example,
one can identify F} with Fyn and let F(z) = 2® ([1]). For even n, Canteaut and Dobbertin
[2] made the following conjecture.

Conjecture 1.1 If n is even and F is a permutation of Fy, then F is not APN.

The above conjecture can be formulated in terms of affinity of permutations of Fj on 2-
dimensional affine subspaces. Recall that for affine spaces A and B over Fy, amap f: A — B
is called affine if f(a1 + a2 +a3) = f(a1) + f(a2) + f(a3) for all a1,as,a3 € A. Conjecture 1.1
is equivalent to

273



Conjecture 1.2 Let n be even and let o be a permutation of Fy. Then o is affine on a
2-dimensional affine subspace A of B}, i.e., 0(A) is a 2-dimensional affine subspace of Fy .

Throughout the paper, S(X) always denotes the group of all permutations of a set X.
Thus S(Fy) is the permutation group of Fj. The group of invertible affine transformations
of F§, i.e., the general affine group AGL(n,2), is a subgroup of S(Fy). Conjecture 1.2 is
equivalent to

Conjecture 1.3 Let Ay = {(z1,22,0,--- ,0)T : 2; € F} CF}. When n is even,
S(Fy) = AGL(n,2) - Sa, - AGL(n, 2), (1.1)

where Spy = {0 € S(Fy) : ola, = id} is the stabilizer of Ay in S(F}). (In (1.1), the
multiplication is the operation of the group S(F}).)

In this paper, we report some partial results on the above conjectures and suggest a group
theoretic approach to the problem.

Section 2 contains some miscellaneous results. We prove that Conjectures 1.1 — 1.3 are
true for n = 4. We also show that the normalizers of AGL(n,2) and GL(n,2) in S(F})
are themselves. In Section 3, we study the affinity of elements in S(F}) using directional
derivatives. In particular, we show that Conjectures 1.1 — 1.3 are true for permutations of Fy
with quadratic component functions.

Recall the if H and K are subgroups of a group G and g € G, the (H, K)-double coset
with representative g is HgK. Equation (1.1) means that every (AGL(n,2), AGL(n,2))-
double coset in S(Fy) has a representative in S4,. This suggests the importance of the
structure of (AGL(n,2), AGL(n,2))-double cosets in S(F}). In Section 4, we give a formula
for computing the number of (AGL(n, ), AGL(n, q))-double cosets in S(Fy ). The number of
(AGL(4,2), AGL(4,2))-double cosets in S(Fj) is 302; the number of (AGL(5,2), AGL(5,2))-
double cosets in S(F) is astronomical. In Section 5, we find representatives for the 302
(AGL(4,2), AGL(4,2))-double cosets in S(F3) using a computer. This classification answers
all questions about affinity of permutations of Fj.

Because of the nature of an extended abstract, some proofs are omitted.

2 Miscellaneous Results

Since there are counter examples to Conjectures 1.1 — 1.3 for odd n, one might hope to
use them to build a counter example to the conjectures for even n However, the following
proposition shows that this approach is not likely to be easy.

Proposition 2.1 Let A = {[?}] cv € W'} © B}, Assume that o € S(F}) such that
o(A) = A. Then o is affine on a 2-dimensional affine subspace of Fy.

Proof.
Assume to the contrary that o is not affine on any 2-dimensional subspace. Let

)= latn]s )= o] em
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where o and (3 are permutations of ]F;*l. Then « and 3 are not affine on any 2-dimensional
subspace of ]F;L_l. Fix any 0 £ a € ]F;_l. The map

v— a(v) + a(v + a)

is 2-to-1 from F§~! to Fy~ \ {0}. (Otherwise, a would be affine on a 2-dimensional affine
subspace of F¥™.) Let

D(a) = {a(v) +a(v+a):v B~} CE~\ {0},

Then |D(a)| = 2"2. Tn the same way, D(3) C Fy~' \ {0} and |D(3)| = 2" 2. Hence
D(a) N D(B) £0, ie.

a(u) + a(u+a) = B(v) + B(v + a)

for some u,v € IF’Z%I. Then ¢ is affine on the 2-dimensional affine subspace
{ 0 0 1 1 }
w|’ |uta|’ |v] |v+a]l’

By a k-frame, we mean an affinely independent subset X C Fy with |X| =k +1, i.e., a
(k+1)-element subset of Fjy which spans a k-dimensional affine subspace. If X and Y are two
k-frames of Fy, then any bijection f: X — Y can be extended to an element in AGL(n,2).

<&

Lemma 2.2 (i) Let 0 € S(Fy). Then there exists an n-frame X C Fy such that o(X) is also
an n-frame.
(ii) Let ey,--- ,en be the standard basis of Fy and let e =0 € Fy. Then

S(F3) = AGL(n,2) - Seg.e1,ren - AGL(R, 2),

where Seg ey, e, 15 the stabilizer of ep,e1, -+ ,en.

n

Proof.
Omitted. o

Theorem 2.3 Conjectures 1.1 — 1.3 are true for n = 4.

Proof.

By Lemma 2.2 (ii), we only have to prove Conjecture 1.2 for o € Sgege,,... 5}, 1-€., for
permutations of F which stabilize e; (0 < ¢ < 4). There are 11! such permutations and the
claim is easily verified using a computer. The theorem also follows from the classification of
(AGL(4,2), AGL(4,2))-double cosets in S(Fj) in Section 5. o

For 0,7 € S(F}), we say o and 7 are equivalent (0 ~ 7) if 0 and 7 are in the same
(AGL(n,2), AGL(n,2))-double coset of S(Fg).

Corollary 2.4 Let n be even, o € S(Fy), and identify Fy with Fon. Then o is affine on a
2-dimensional affine subspace of Fon if one of the following is true.

(i) o ~ f for some permutation polynomial f of Fon such that f € Fy2 [2].

(i1) 4 | n and o ~ f for some permutation polynomial of f of Fon such that f € Fyalz].
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Proof.
(1) is obvious since f maps Fy2 to Fpe.

(ii) f maps Fys to Fya. By Theorem 2.3, f is affine on a 2-dimensional affine subspace of
F24 . <

Proposition 2.5 The normalizer of AGL(n,2) in S(F}) is AGL(n,2).

Proof.
Omitted. o

Proposition 2.6 The normalizer of GL(n,2) in S(Fy) is GL(n,2).
Proof.
Omitted. o
3 Quadratic Permutations of F}
It is well known that the algebra of functions from Fy to I is
P =B [Xy,eee, Xl (KT = X0, X = Xo).

Also recall that the rth order Reed-Muller code of length 2™ is R(r,n) = {f € Py, : deg f < r}.
Let 0 = (f1, -+, fa)T be a function from F} to F} where f; € P,. We define

dego = deg f;.
ego = max eg fi

When n is odd, the counter example to the conjectures, f(z) = 2 : Fon — Fan , is a quadratic

permutation of Fon. Thus it is natural to ask if the conjectures are true for quadratic permu-
tations of Fan when n is even. We will see that the answer is positive.
Let F': F3 — F3* be any function and let a € Fy. We define

DyF: Fy — Fy
x +— F(zx+a)+ F(z)

Lemma 3.1 Let ¢ = (f1, -+, fn)T : F} — F? be any function such that o is not affine
on any 2-dimensional affine subspace of F%. Let 7 = (fa, -+, fn)T : F} — ]F';L_1 and e; =
(1,0,---,0)T € F}. If D, f1 is a constant, then

DelT = (D61f27 U 7D€1fn)T : {0} X Fg71 - ngl
s a bijection.

Proof.
Assume the contrary. Then there exist a,b € {0} x Ff~!, a # b, such that

T(a+e1) +7(a) =7(b+e1)+ 7(b).
But since fi(a +e1) + fi(a) = (De, f1)(a) = (De, f1)(b) = f1(b+ e1) + f1(b), we have

ola+er)+o(a) =0(b+er)+o(b),
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i.e., o is affine on the 2-dimensional affine subspace {a,b,a+e1,b-+e;}. This is a contradiction.
o

For any f € P, define
N(f)={a €Fy : Dof = constant}.

Corollary 3.2 Let 0 = (f1, -, fo)T : F} — F} be any function such that o is not affine on
any 2-dimensional affine subspace of Fy. Then N(f1) N N(f2) ={0}.

Proof.
Otherwise, we may assume that e; € N(fi) N N(f2). Then both D, fi and D, fo are
constants, which is impossible by Lemma 3.1. S

Theorem 3.3 Let n be even and let o = (f1,--- , fa)T € S(F}) such that

dimpg, ((f1,--- , fa) + R(2,n))/R(2,n) < 1, (3.1)
where (f1,-- , fa) is the linear span of fi,--+ , fn. Then o is affine on a 2-dimensional affine
subspace of Fy .

Proof.
Of course, we may assume that n > 4. Because of (3.1), we may assume that fi,---, fr—1 €

R(2,n). For each f € R(2,n), its homogeneous part of degree 2 corresponds to an n X n
symmetric matrix A over Fo whose diagonal entries are 0. The quadratic rank of f, de-
noted by rank(f), is rank(A). It is well known that dim N(f) = n — rank(f). For any
0 # (c1, -+ y0p—1) € ]Pg“l, we have rank(c;f1 + -+ + cpe1fn—1) < m — 2. (Otherwise, the
Hamming weight of Y77 ¢ f; is | 0T eifs| =201 £2571 £ 9% 1 Then o = (f1,--+ , fu)T
cannot be a permutation of F}, which is a contradiction.) Therefore

dim N(erfi + -+ + enm1fam1) > 2 forall 0% (e, -+ ,com1) € F3 L.

We claim that there exist (wy,--* ,un—1), (v1,"**,Vn-1) € F;—l \ {0}, (ui,--- s un—t) #
(v, ,vp-1), such that

N(uifi+ -+ +up-1foc1) DN(vr fi + - + vno1 fa1) # {0}
Otherwise,

| U N(etfi+ o+ enmafamt)| > 143277 1) > 21,
(1, en—1)EFy ~1\{0}

which is a contradiction.

Through a suitable linear transformation, we may assume that (uy,--- ,up—1) = (1,0,--- ,0)
and (vy, - ,vp—1) =(0,1,0,--- ,0). Then N(f1)NN(f2) # {0}. By Corollary 3.2, ¢ is affine
on a 2-dimensional affine subspace of Fy. o

Corollary 3.4 Letn be even. Ifo € S(F}) anddego < 2, then o is affine on a 2-dimensional
affine subspace of Fy .
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4 Number of AGL(n,q), AGL(n,q))-Double Cosets in S(Fy)

Let p be a prime and ¢ a power of p. In this section we work with [, instead of F». In fact,
the g-ary case does not require any extra work.

The group AGL(n,¢) x AGL(n, q) acts on S(Fy): For (f,g) € AGL(n,q) x AGL(n, ¢) and
o € S(Ey),

(f,9)0)=Ff-o-g7"

The orbits of this action are precisely the (AGL(n,¢), AGL(n, ¢))-double cosets in S(FFy). By
Burnside Lemma, the number of (AGL(n, ¢), AGL(n, q))-double cosets in S(Fy ), denoted by
N(n,q), is given by

Ning) = 3 ! IF(f,9)],

f.9eC ‘CentAGL(n,q)(f)‘ ) |CentAGL(n,q) (g)|

where C is a system of representatives of the conjugacy classes of AGL(n,q), centyarn,q)(f)
is the centralizer of f in AGL(n,q), and

F(f,9)={0 € S(F;): fog™' = a}.

We have
|F(f,9)]
~|{ € SE) : f = 0907
_J0, if f and g are of different cycle types,
B (Mol )(AM2%2...) if £ and g are both of cycle type (A1, Az, -+ ) F ¢%

where (A1, Az,--+) F ¢™ means that (A1, A2, --) is a partition of ¢", i.e., A\; > 0 and 1\; +
2y +--- = ¢". That f is of cycle type (A1, A2, -+ ) means that in the decomposition of f into
disjoint cycles, there are A; cycles of length 7. For each A = (A, Ag,--+) F ¢", put

Cy={f €C: fisof cycle type A\}.

Then we have

N(n,q) = S gt ...)[Z 1
fec

_ . 4.1
R Teentsanopn) Y

To use formula (4.1), we have to know three things: (i) a system C of representatives of
the conjugacy classes of AGL(n,q), (i) |cent aqrn,q)(f)| for every f € C, and (iii) the cycle
type of every f € C.

Items (i) and (ii) have been determined in [3] and [4]. Elements in C form a 3-parameter
family fy;p where A = (A1, Ag,---) is a partition with [A\| = IA+2Xs+---<n,t>0is a
certain integer and B is a representative of conjugacy classes of GL(n — |)\|,¢) which has no
eigenvalue 1. (See [3] for the details.)

As for (iii), let (A1, A2, -+ ) be the cycle type of f € C and put Fix(f) = {z € Fy : f(z) =
x}. Then for integer k > 1, we have

[Fix(f5) =Y ik

ilk
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By Mo6bius inversion, we obtain
i = Z w(— |F1X

k|t
where 4 is the classical M&bius function. Thus

Z w(— \le

k|t
Therefore we only have to determine |Fix(f¥)| for f € C and k > 1. We use v, to denote the
p-adic order function.
Proposition 4.1 In the above notation, we have

[Fix(ff )| = q= X mintia 7O benall(B2-), (4.2)

and fort >0,
qzi i min{i,p"P(’“)}{»null(kaI), if pl/p(k) >t

4.3
0, if pe® <t (43)

|F1X(f,l\c,t,3)‘ = {

Proof.
Omitted. S

Using a computer we find that
N(4,2) =302
and

N(5,2) = 2,569,966,041,123,938, 084.

5 Classification of (AGL(4,2), AGL(4,2))-Double Cosets in S(F})

To find representatives of (AGL(4,2), AGL(4,2))-double Cosets in S(Fj) , by Lemma 2.2
(ii), we only have to search through permutations of Fj which fix 0,e1,--- ,e4. The search
is complete when 302 mutually non equivalent permutations have been found. Note that for
0,7 € S(F3), o ~ 7 if and only if o f7~' € AGL(4,2) for some f € AGL(4,2). The indicator
functions of all 2-dimensional subspaces of F5 generate the Reed-Muller code R(2,4) ([5]).
Since dim R(2,4) = 2* — 1 —4 = 11, we can find 2-dimensional subspaces Vi,---, Vi of F3
such that their indicator functions form a basis of R(2,4). Then o fr~! € AGL(4,2) if and
only if

Y ofrHz)=0 forl<i<l1l

z€V;
In this way, we have found the representatives of the (AGL(4,2), AGL(4,2))-double cosets
in S(F}) using a computer. However, the list of representatives is too long to be included in
this paper. Using this classification, we can answer all questions concerning the affinity of
permutations of Fj. In particular, we find that every element in S(F3) is affine on at least 7
two-dimensional affine subspaces of Fi.
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