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Agenda 

• Introduction: The Past and Present Context 

• History and Legal 

• Case studies of the control nowadays 

• Case of Non Connected/Non-classical 
Environments 

• Conclusion 
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About the Speaker 
• Background in mathematics and computer science 

(Ing. – Ph D – Prof.) 

• 22 years in the French Army (Infantry/Marine Corps)  
half part in technical intelligence (SIGINT) 

• Since 2008, heading a non profit R & D lab in 
offensive security 

– Connection with the French DoJ (forensics analysis of 
terrorist case mostly) and with the French DoD 
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INTRODUCTION 

70 years of Cryptography Control – The Context. 
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Aim ot the Keynote 

• Understand why criminal investigations are 
bound to fail everytime strong cryptography is 
used by clever criminals 

• Understand why National Security Issues are 
and will always be prevalent over DoJ/Police 
concerns 
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Aim ot the Keynote 

• My keynote will be more intelligence-oriented 

• Refer to my past talks at HIP 2013, PhDays 
2014 and my paper in the Journal of 
Information Warfare for more technical details 

•  Contact me for other cases studies, 
examples… 
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What is the Situation 

• Past and present 
– Criminals use cryptography in a dummy and weak way… or 

simply do not use it at all  

– Crypto forensics is often possible due to the weakness of 
the systems and/or the stupidity of attackers 

• Present and future 
– Strong crypto, strong systems, educated and cautious 

attackers/criminals 

• The situation is worsening (e.g. recent protest of US 
Justice against Google/Apple) due to Snowden’s leaks 

• Interesting case: TOR network 

C0c0n 2015 - Kochi - August 20-21st, 2015 7 



What is the Situation 

• Past and present 
– Criminals use cryptography in a dummy and weak way… or 

simply do not use it at all  

– Crypto forensics is often possible due to the weakness of 
the systems and/or the stupidity of attackers 

• Present and future 
– Strong crypto, strong systems, educated and cautious 

attackers/criminals 

• The situation is worsening (e.g. recent protest of US 
Justice against Google/Apple) due to Snowden’s leaks 

• Interesting case: TOR network 

C0c0n 2015 - Kochi - August 20-21st, 2015 8 



What is the Situation 

• Past and present 
– Criminals use cryptography in a dummy and weak way… or 

simply do not use it at all  

– Crypto forensics is often possible due to the weakness of 
the systems and/or the stupidity of attackers 

• Present and future 
– Strong crypto, strong systems, educated and cautious 

attackers/criminals 

• The situation is worsening (e.g. recent protest of US 
Justice against Google/Apple) due to Snowden’s leaks 

• Interesting case: TOR network 

C0c0n 2015 - Kochi - August 20-21st, 2015 9 



The Reality Behind Cybercriminality 

• Until around 2010, conducted by real criminals 

• Since 2010, most of the G-20 countries entered 
also into the game and are also conducting 
cyber attacks/cybercriminality for National 
Security reasons 

• What is illegal in Europe or in India may be seen 
as legal by the USA/NSA-CIA or by the 
China/GUOANBU! 

C0c0n 2015 - Kochi - August 20-21st, 2015 10 



The Context 
• The control techniques depend on the target 

context/environment 
 

 
Type Data NSA Programs Techniques Examples 

Connected 

Plaintext PRISM, Xkeyscore… 
Data collection, wiretapping, 
eavesdropping, agreements with 
industry/providers…. 

Google, Facebook, 
Apple, Microsoft 

(including Skype)… 

Ciphertext Bullrun/Edgehill… 

Malware, 0-day exploitation, 
random generator control, 
security standards control, 
controlling CAs, bugging 
software, applied cryptanalysis… 

Heartbleed, RSA, 
Google/ANSSI, Mail.ru, 

Alibaba… 

Connected by 
private network 

Ciphertext 

Cottonmouth, Godsurge, 
TOR attack, Quantum, 

Foxacid, Firework, 
Bulldozer… 

Malware, 0-day exploitation, 
random generator control, 
controlling CAs, security 
standards control, bugging 
software, hardware bugs, 
mathematical trapdoors… 
 

TOR network, Gasprom, 
Petrobras, French MFA, 
Aeroflot, Total. Airbus, 

SWIFT… 

Non-connected 
(offline) 

Ciphertext 
TAO, still unknown 

projects??? 

Tempest techniques, 
mathematical backdoors, 
hardware bugging, Humint 

Hans Buehler Case 
(1995). Gov, MIL, 

Sensitive companies 
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Facts 
• Many things are technically possible  

• Many things are not politically desirable 

• We face a real, global and fierce war against 
cybercriminals… 

• … but in the context of the 
supremacy/hegemony of one superpower (the 
USA) and tomorrow of two superpowers (USA 
and China)  
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Facts 

• In the context of international cooperation between 
countries (police, defence), as soon as cryptography is 
concerned, there is no longer cooperation but national 
interests 

« Sharing information with allied countries is no longer 
possible as soon as it becomes a National Security 
matter » 

Stacy M. Arruda, Supervisory Special Agent, Cyber Crime Squad, FBI at Virus 
Bulletin Conference 2007 – Vienna 

• Nothing has changed since. 
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HISTORY & LEGAL 
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70 Years of Control 

• Since the end of WWII, cryptology is under control. This 
control has never weakened 

• UKUSA (5 eyes)/9 eyes/14 eyes – SIGINT Seniors Europe… 
– Which European country will become the 6th eye? 

• International Traffic in Arms regulations (ITAR, part 121) and 
subsequent regulations (Wassenaar…) 
– If cryptology is allowed/free of use, then it is under control. 

– 1997 is a key year (withdrawn from ITAR) and early 2000s in Europe: 
the rise of connected world. The control will be far easier (computer, 
OS, network…) 

– Since the early 2000s, cryptography is available to anyone 

• Cryptology is the most critical part in security: who is 
controlling cryptology, is controlling everything 
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Cryptology Control 
• Who would be so naive to believe that free, strong and secure cryptography 

algorithms would be made widely available to anyone without some of 
control, especially in the context of cold war, of ever-growing terrorism…? 

• Cryptology is still under a strong control 

• http://rechten.uvt.nl/koops/cryptolaw/  

• Almost all G-20 countries have a national regulation regarding cryptology 
(use/import/export) or at least have signed an international regulation 
– India is close to French regulations. 

• The question is: can we accept to sub-contract our cryptographic security to 
one single nation? 

– It must be a national issue, not an international issue (General de 
Gaulle’s decision in France)! 
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The Wassenaar Agreement 

• http://www.wassenaar.org/ 

• 42 members (India is not a member) 

• Cryptology is listed in part 5b 

• First level of control:  

– « Good/fair » countries vs other countries (the rest of the world) 

• If you analyze the regulations, exporting encryption algorithms with key 
size greater than 56 bits is subject to export control! 

• The world diffusion of the AES (key size ≥ 128 bits) would be hence a clear 
violation of the Wassenaar agreement…unless some sort of “other” control 
has been organized/enforced. 

• Revised in Dec 2013: 0-days, exploit and attack software are now under 
export control as well (list 4).  

• Sharing technical information is considered as technology export 

 

 

 
C0c0n 2015 - Kochi - August 20-21st, 2015 24 

http://www.wassenaar.org/
http://www.wassenaar.org/
http://www.wassenaar.org/
http://www.wassenaar.org/
http://www.wassenaar.org/
http://www.wassenaar.org/
http://www.wassenaar.org/


France’s Translation of Wassenaar 
• Similar to Western countries application (including the USA). 
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Second Level of Control 

• USA vs the rest of the world 

• « The power of a country lies in its ability to impose standards »  

     Bernard Carayon (French MP) 

• US Cryptographic standards everywhere! 

• During the AES contest, block cipher technology was the only standard 
authorized. 

• The issue for the USA is hence to control norms and standards (e.g ISO) 

• The Gost Case and the ISO/IEC 18033-3 (2012). See my talk at 
RusKrypto 2014. 
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Cryptography Industry after WWII 

• Producing countries of crypto: 

– UK (Racal), D (Siemens), S (Ericsson), CH (Gretag, Crypto AG), FR 
(Sagem, Thales, Matra), SF (Nokia), Hungary… 

– Guess which is missing? 

• In Switzerland, Crypto AG/Gretag hold more than 90 % of the world market 
(since 1945) of Govt Encryption Devices 

– Almost all countries/organizations (130 in 1995 including India) were 
buying cryptomachines for {gvt, mil, diplomatic, economic} needs 
except a very few. 

• 1995 The Hans Buehler case changed the cryptologic face of the world and 
forces NSA/UKUSA to change the rules of the game. 
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The Hans Buehler Case 

• Crypto AG's  top marketing representative arrested in 
Teheran in 1992.  

• Leaks in the Press (Berlin Club bombing, Chapur Bakhtiar 
assassination in Paris) by Gov. officials that gave hints to 
Iranian government that cryptography was probably 
trapdoored. 

• 9 months in Iranian jails 

• Reveals the scandal: NSA, BND and others have infiltrated 
Crypto AG. Gretag and others to put trapdoors in export 
versions of crypto machines systematically (India was a client 
of Crypto AG and maybe still is). 

• The USA were able to read openly most of the world 
encrypted traffic during nearly 50 years for nearly 130 
countries and world organizations  

• Consequences: confidence in cryptography industry is 
severely weakened 

• Interesting point: from the early 90s a significant number of 
trapdoored algorithms were block ciphers! 
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HOW TO CONTROL CRYPTO NOWADAYS 
CASE STUDIES  
Issues like Bullrun, XKeyScore, RSA Dual_EC_DRBG, Heartblead, Windows 
oddities, Google vs ANSSI… 
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Bullrun/Edgehill Programs 

• Goal: bypass operationally any cryptology protection 
• Applied cryptanalysis more that cryptanalysis 

– Tampering with national standards (NIST is specifically mentioned) to 
promote weak, or otherwise vulnerable cryptography (e.g 
Dual_EC_DRBG, AES ?) 

– Influencing standards committees to weaken protocols (or influencing 
to bar strong algorithms [Gost]) 

– Working with hardware and software vendors to weaken encryption 
and random number generators (Microsoft) 

– Attacking the encryption used by GSM phones. 
– Identifying and cracking vulnerable keys 
– Establishing a Human Intelligence division to infiltrate the global 

telecommunications industry 
– Bypassing SSL connections 

• Annual budget: 250 millions $ per year. 
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Dual_EC_RDBG – RSA B-Safe 

• Dual Elliptic Curve Deterministic Random Bit Generator 
(Dual_EC_DRBG). Used to generate random keys. ISO and 
ANSI standards 

• Used in many environments (Blackberry, SSL/TLS…) 

• Fixed choice of constants P and Q makes most of the backdoor 
(see http://blog.cryptographyengineering.com/2013/09/the-
many-flaws-of-dualecdrbg.html)  

• Shumow-Ferguson Crypto 2007 

• Nobody knows where Dual_EC_RDBG  parameters came from 

• In SSL/TLS, NSA can recover the pre-master secret (RSA 
handshake) easily 
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Dual_EC_RDBG Timeline 
• 2004 - RSA makes Dual_EC_DRBG the default CSPRNG in BSAFE 

• 2005 - ISO/IEC 18031:2005 is published, and includes Dual_EC_DRBG. The first draft of NIST 
SP 800-90A is released to the public, includes Dual_EC_DRBG 

• 2006 – 2007 – Works suggesting the existence of a NSA backdoor (K. Gjosteen, Berry 
Schoenmakers and Andrey Sidorenko, Shumow/Fergusson…) 

• June 2006 - NIST SP 800-90A is published, includes Dual_EC_DRBG with the defects pointed 
out by Kristian Gjøsteen and Berry Schoenmakers and Andrey Sidorenko not having been 
fixed. 

• June/Sep. 2013 – Snowden leak about Bullrun and Dual_EC_DRBG 

• 19 Sep. 2013 - RSA Security advises its customers to stop using Dual_EC_DRBG in RSA 
Security's BSAFE toolkit  

• Dec. 2013 - Reuters reports this is a result of a secret $10 million deal with NSA 

• April 21st, 2014, Following a public comment period and review, NIST removed 
Dual_EC_DRBG as a cryptographic algorithm from its draft guidance on random number 
generators, recommending "that current users of Dual_EC_DRBG transition to one of the 
three remaining approved algorithms as quickly as possible 

• Has NIST still the legitimacy and technical ability to impose standards to the rest of the 
world? What about the AES? 
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Hot Issue 
• Specific subtle formulation in the NIST standard meant that you 

could only get the crucial FIPS 140-2 validation (Cryptographic 
Module Validation Program) of your implementation if you used the 
original compromised P and Q values 

• This includes the FIPS 140-2 statistical test suite (now NIST STS) 
which are THE de facto world standard for cryptography statistical 
evaluation/validation 
– Passing successfully the tests does mean your generator is secure 

• Up to me, FIPS 140-2 tests are “backdoored” (they are purposely 
non significant enough by not including a few additional testing 
techniques) 

• Issue of statistical test simulability (Filiol, 2006): “if I know your  
tests, I can simulate and bypass them” 

• Cryptography statistical validation should use a secret national 
process/set of tests (as it is the case in France)  
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Heartbleed  

• Buffer over-read vulnerability introduced by mistake in OpenSSL 
1.0.1 (validated Dec. 31st, 2011, issued March 14th, 2012) 

• April 2014, vulnerability disclosed independently by Google and 
Codenomicon (CVE-2014-0160). Corrected by April 7th, 2014 

• Enable to recover sensitive information through server memory 
leak (password, SSL keys…) 

• Many victims (Amazon, Github, hotmail, LibreOffice, McAfee, 
Password managers, Android 4.1.1, CISCO firmware, Juniper 
firmware, WD firmware…) 

• 30,000 X.509 certificates compromised while only a few revoked 
(source Netcraft) 
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• According to Bloomberg, NSA has exploited CVE-2014-0160 at 
least for 2 years  

• Exploitation of 0-day confirmed by the USA 
(http://www.whitehouse.gov/blog/2014/04/28/heartbleed-
understanding-when-we-disclose-cyber-vulnerabilities)   

• Backdoor could be disguised as intended vulnerabilities/bugs 
(invoke the incompetence of programmers) 

• Most of the IT US firms communicate 0-day to NSA days 
before disclosure 

• They do not need to put backdoors, 0-days do the job 
(dynamic management of security holes) 
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The GOOGLE vs ANSSI Case 

• On Dec. 2013. Google accused ANSSI (French Agency 
for ICS Security) to perform a MitM attack against 
Google services (e.g. Google, Gmail…) by using a 
rogue X509 Certificate signed by the French CA 
O=IGC/A 

• In fact, MINEFI (French Dept. of Treasure) was 
performing SSL Proxy forwarding to prevent leaks, 
malware attacks and to control traffic towards risky 
services (Gmail, Yahoo, Hotmail…) on its private 
network only! 
– MINEFI users were aware (internal security policy) 
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The GOOGLE vs ANSSI Case 

• The error lies in the fact that MINEFI used 
IGC/A certificates to sign external domains 

– It was not a MitM attack  

– ANSSI’s missions is devoted to Cyberdefense only  
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The GOOGLE vs ANSSI Case 
• The problem was not ANSSI/MINEFI but Google: 

– How Google detected the internal use of ANSSI certificates? 

– The only web browser used is Firefox  
• not Chrome (strictly forbidden). So no PK pinning was possible 

– The only explanation is the existence of some hidden mechanism 
inside Firefox that transparently sends information about certificates 
to Google! 
• Covert channel-like mechanism causing a security breach (maybe through the 

safe browsing mechanism to 
sb.google.com/safebrowsing/update?version=goog-black-url:1:1) ? 

• Remind that Google has given millions of $ fund to the Mozilla foundation! 

– We have to take the greatest care of browsers in the future 

• This issue sheds also a new light on CA authorities. 
Who is controlling them? 
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Are Vulnerabilities Really Necessary? 
• The design of systems can enable the use of dynamic 

resources that can  
– transparently, 
– without any evidence/traces let into the system, 
– for a limited period of time 

    be added to the system with preemptive rights 
– E.g. shim mechanism (refer our talk at PhDays 2014), ghost API 

added on-the-fly… 

• Used in Cryptographic Dynamic Backdoors (my talk at 
CanSecWest 2011) among many other possibilities 

• Everything occurs in memory only using legitimate 
Windows mechanisms only 
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Remarks 

• You do not really need vulnerabilities when weak 
architecture design choices exist 

• It is obvious that there is a strong will not to 
provide a high-level security with respect to 
cryptography mechanisms 

• Any “vulnerability” can be seen as an intended 
backdoor 
– It is easier to invoke programmers’ deficiency that 

acknowledging to have put backdoors 
– Can be changed frequently (dynamic management, 

make forensics people always have a time delay) 
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SPYING NON-CONNECTED PEOPLE/NON-
CLASSIC ENVIRONMENTS 
Issues like mathematical trapdoors, TAO project and hardware bugs, sophisticated 
malware… 
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The Issue 

• How to target environments which are never 
connected to networks or non-classical environments 
(telex, fax, highly secure LAN, embedded crypto 
[ASICS]…)? 
– Either you need a physical access (Peter Wright, 1987) 
– Or you need to have mathematical and/or hardware 

backdoors in those systems (especially for offline 
encryption) 

– Or use exotic approaches (Tempest, tempest-like 
techniques with malware, electronic warfare techniques…) 

• Tailored Access Operations (TAO), NSA Ant catalog 
• Refer to Appelbaum’s 30C3 talk [5] 
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What is possible ? 
• What Snowden did not reveal about (yet)? 

– Tempest like techniques. Former Soviet Union was the 
leading country for years and very likely still is 

– Use of very dynamic sophisticated malware  
• My talk at Black USA 2008 (using covert channels) 

• My talk at CanSecWest 2011 (dynamic cryptographic 
backdoors) 

– Low-level hardware trapdoors (e.g. processors, 
dynamic microcode malicious updates…) 

– Mathematical trapdoors (encryption algorithms may 
be put into question after the dual_EC_RDBG case 
with respect to standardization entities)   
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The Reality 

Except in very special cases and specifically protected 
environments, there is no such things as totally 
disconnected systems, or totally isolated systems 

 

Any physical access to a system enables to corrupt it in 
a few seconds 

 

« Physical access » includes material world AND the 
etheric world (e.g. EM emanations) 
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CONCLUSION 

What will be the future ? How to resist? 
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Conclusion: Forensics 
• Cryptography will no longer be the unique 

solution 
– When you encrypt you send noise! Then you are 

visible! 

• Criminals will probably use steganography 
especially for network communications in the 
very near future 
– Unsuspected contents cannot be targeted! 

– For investigators, no longer evidence available 
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Conclusion: The Future 
• Justice must adapt the penal procedure code 

– Investigators must have at least the same power and tools 
as criminals 

• The control over cryptology is necessary but it 
cannot remain a matter of strategic hegemony 

– Must be respectful of citizens’ freedom and privacy 

– Control the controllers! 

• The solution could be to switch from hegemony to 
interdependency between democratic countries 

– Develop your own standards 

– Cooperate and share information 
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THANKS FOR YOUR ATTENTION! 
आपका ध्यान के लिए धन्यवाद 
നിങ്ങൾ ശ്രദ്ധയ്ക്ക് നന്ദി 
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