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~ Existence For centuries Less than 50 years

Lie on a supposed
Secure in theory and security (untractable
practically problems are supposed
to exist [non proved])

Encryption speed Very fast slow

Security

(“public” key, private

Keys Secret key ey)

Key management Prior key exchange PKI, trust sphere
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AE - Principles




Algorithm EA}{.Encr}'p[}E H (M) Algorithm FAX.Decﬁptj:{: H (€)

10 N <« OMACE(N) 20 if |€| < 7 then return INVALID
11 H «— OMAC(H) 21 Let C || T « € where |[1'| =

12 C «— CTRE(M) 22 N «— OMACE(N)

13 C «— OMACZ(C) 23 H — OMACy (H)

14 Tag — N CgH 24 C «— OMACE(C)

Tag' —« NG CoH

T" « Tag' [first 7 bits]

if 7'+ 1" then return INVALID
M « CTRY(C)

return A/

o

15 T« Tag [first T bits]
16 return € — C || T

[arx]

oo

[ S o T S I = A ]
=1

=

Figure 2: Encryption and decryption under EAX mode. The plaintext is M, the ciphertext is C, the key is I, the nonce
is N, and the header is H. The mode depends on a block cipher E (that CTR and OMAC |m|:r||t:|tl';,f use) and a tag
length 7.
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~algorithm while maintaining a high level of
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Quantum Key Distribution
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Alice

- Measure the polarization of one half of a polarization-entangled
phaton pair in one of two random bases {+ x}

- Record the basis value in o, and the bit value in X

- Record the measurement time of the pholon in L,

- Measure the polarization of the other half of the polarization-
entangled phatan pair in one of two randam bases {+,x}

- Record the basis value in B, and the bit value in ¥,

- Recaord the measuremen! lime of the photon in I

- Perform a coincidence search between 1, and |, using «—}— Send Alice the timing information for all of his measurements t,
coincidence window At_, to |dentify mutually measured pairs |
-G ist of indic all ured pairs and send
Eﬂt? I A CF Kutons [RCHL Ry i izt = ._.I_.. - Sift measurement results, based on sent index list, to only those
measurements where both Alice and Bob measured a photon from
- 5ift measurement resulls, based on eoincidence search, to only | apair
coincident detections |
- Check if number of photons measured by Bob falls within :
acceptable interval for security, If so, continue. —I—-l-- Receive whether to continue or abort
- From recorded and sifted basis and bit values, Alice ablains basis | - From recorded and sified basis and bit values, Bob oblains basis
string o” and bit string X" of length m |  string B and bit string Y" of length m
Both parties wail for ime 4t
- Send basis infarmation, o”, to Bob —j—*- Bob, using his choice bit C, partitions his measurements YY", inlo

two subsets. |l., where his measurement bases matched Alice
) . | (a.=p) and Y|l . where his basis did not match Alice (a, = B)
- Alice partitions her measurements, X", according to the index = Bob sends the two index lists |, and |, to Alice
lists |, and |,. Securily s maintained since the lists conlain no
distinguishing information allowing her to deduce which is Bob's |. I
- Alice performs one-way error correction by encoding syndrome | !
infarmation for each of her subsets, syn(X|l,) and syn(X]l,), and _|"" Bab uses sy n{XII,_} 1o correct the errors on his subset Yl to
et TF o ER-d obtain corrected string v,

|
- Alice calculates length of extractable ROT sfring from secure ROT | . Bob calculates Iengtﬁ of extractable ROT string from secure ROT -
string rate formula | string rate formula DERERENE

- Alice picks 2 two-universal, f, and f. and sends them to Bob ~] - Bob calculates S. = f.(y.,) as the private output of his ROT

- Alice calculates S, = T,(X|I,) and S, = ,(X|l,) as the private outputs | Protocol

""" of har ROT protocol 1

FIG. 1. Flow chart of the 1-2 ROT protocol.
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Le chiffrement quantique arrive

Par David Civera 13 MARS 2014 06:00 - Source: Tom's Hardware FR | §H) 4 COMMENTAIRES

THEMES ;: University of Waterloo National University of Singapore Informatique quantigue Sécurité &

Le systéme de chiffrement guantique de |'université de Waterloo

Des chercheurs ont démontre ['utilisation d'un systéme de chiffrement quantique qui

pourrait étre intégreé au sein d'un circuit informatique classigue pour créer une solution
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presque impénetrable. Leur papier, publié dans la revue Nature Communication, montre
l'implémentation d'un transfert équivoque au sein d'un systéme quantique.
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Les applis comme FaceTime ou WhatsApp qui chiffrent les communications
pourraient étre interdites en Grande-Bretagne, pour « protéger la population

d'éventuelles attaques>, a déclaré David Cameron.

~ y Cécile Bolesse | Oinet. | le 13/01/15 4 12h12 | W@ lsisser un avis

I es attentats qui viennent de se produire a Paris ont

ITAIN . et vont avoir de multiples conseguences. En France,
X .

certains politiques se sont déja prononcés en faveur d'un

WMEANS
Patriot Act hexagonal. De ['autre coté de la Manche, le

Premier ministre britannique, David Cameron, est I'un des

premiers a réagir. Dans un discours prononce le 12 janvier

2015, il a indigué que 'accés aux correspondances, y

David Cameron, Premier - ) X S
ministre britannique. compris électroniques, de certaines personnes était

nécessaire pour les gouvernements.

£}, =grandir la photo

« Allons-nous autoriser des moyens de communication qui sont tout simplement impossibles 3

.| lire ? Ma réponse & cette question est “"Non, nous ne devons pas” », a déclaré David Cameron

avant dindiguer qu'il interdirait une telle pratique au Royaume-Uni si les |égislatives qui se

.| dérouleront en mai prochain remettent le parti conservateur 3 la téte du pays. Une interdiction

qui pourrait toucher des applis aussi célébres et massivement adoptées que Snapchat,
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